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1 Introduction

The LPC54S0xx is a family of Arm® Cortex”-M4 based microcontrollers for
embedded applications featuring a rich peripheral set with very low power
consumption and enhanced debug features.

The LPC54S0xx family includes 360 KB of on-chip SRAM, a quad SPI

Flash Interface (SPIFI) for expanding program memory, one high-speed

and one full-speed USB host and device controller, Ethernet AVB, LCD
controller, Smart Card Interfaces, SD/MMC, CAN FD, an External Memory
Controller (EMC), a DMIC subsystem with PDM microphone interface and
12S, five general-purpose timers, SCTimer/PWM, RTC/alarm timer, Multi-Rate
Timer (MRT), a Windowed Watchdog Timer (WWDT), ten flexible serial
communication peripherals (USART, SPI, 12S, 12C interface), Secure Hash
Algorithm (SHA), AES-256 engine, Physical Unclonable Function (PUF), 12-bit
5.0 Msamples/sec ADC, and a temperature sensor.

The following sections explain the use of the LPC54S0xx secure image creator
tool to generate various secure boot images supported by LPC54S0xx.

2 LPC54S0xx secure image creator tool
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The LPC54S0xx secure image creator tool is a command line tool to create LPC54S0xx secure images.

The “Ipc54xxx_imgcr” tool has multiple subcommands to perform the different operations related to LPC54xxx secure image
creation. This includes generating keys, certificates, signing images, and encrypting the binary images bootable by LPC54S0xx

boot ROM.

Following are the subcommands supported by the image creator tool.

» genrsakey: Generates private-public key pair for Root of Trust (RoT) or Image key

» genaeskey: Generates AES key for image encryption
» gencert: Generates an image key certificate
» genkeystore: Generates key store image with provided key codes

» encimage: Creates encrypted image using AES-128 key provided

» showotp: Shows OTP values to be programmed for given RoT key and AES key

» signimage: Signs an image file using provided image key and certificate

Use the -h or --help arguments after the subcommand to get information about that subcommand.

3 Generation of RSA keys

There are two key pairs used for LPC54S0xx image creation.

1. Root of Trust (RoT) key (public and private keys)
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2. Image Key (public and private keys)

The RoT private key is used by the customer to sign the image key certificates, potentially many of them. The SHA-256 hash of
the RoT public key is stored in the OTP memory.

Each image can be signed using individual Image Key pair, which is authenticated by the image key certificate signed by the RoT
private key.

The genrsakey subcommand is used to generate both RoT key pair and Image Key pair.
Command Format:
lpc54xxx imgcr.exe genrsakey [-h] [--exponent <exponent>] [--password <password>] <keyfilename>.pem
Where:
* -his an optional argument to display help menu for the command.

* —-exponent is an optional argument used to provide the public exponent for RSA. <exponent> is a 32-bit integer value.
The default value is set to 3 for faster boot in LPC54S0xx. The other recommended value is 65537.

* —-password is an optional argument used to provide a password with which the output key file is encrypted. If the
argument is not provided, the output key file is not encrypted.

* <keyfilename>.pem is a positional argument to provide the output file path for the PEM file.
Example:
lpc54xxx imgcr.exe genrsakey --password foo rotk.pem
lpc54xxx imgcr.exe genrsakey image key.pem

This generates a 2048-bit RoT key pair and 2048-bit Image Key pair. The RoT key PEM file is encrypted with the given password
but the Image Key PEM file is not encrypted.

4 Generation of AES keys

For encrypted boot, a 128-bit or a 256-bit AES symmetric key is used. LPC54S0xx image creation tool provides a mechanism to
generate the AES keys using the genaeskey subcommand.

Command Format:
lpc54xxx imgcr.exe genaeskey [-h] [--keysize <keysize>] [--password <password>] <aeskeyfilename>.bin
Where:
* -his an optional argument to display help menu for the command.
* --keysize is an optional argument used to provide the AES key size. The default <keysize> value is set to 128.
When on-chip OTP memory bank is used to store AES keys, use 128-bit keys only. For example, --keysize 128.
When PUF Key Store is used to store AES keys (in form of key codes), use 256-bit keys only. For example, --keysize 256.

* --password is an optional argument used to provide a password with which the output key file is encrypted. Save the
password securely as it is required when generating the encrypted images. If the argument is not provided, the output key
file is not encrypted.

* <aeskeyfilename>.bin is a positional argument to provide the output file path for the AES key.
Example:
lpc54xxx imgcr.exe genaeskey aesl28 key.bin

lpc54xxx imgcr.exe genaeskey --keysize 256 --password testl23 aes256 key.bin
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5 Creation of image key certificate

The gencert subcommand generates an image key certificate based on image key certificate format (see LPC540xx/LPC54S0xx
User Manual for details) signed by the Root of Trust (RoT) private key.

Command Format:
lpc54xxx imgcr.exe gencert [-h] -r <rotkeyfilename>.pem -k <imagekeyfilename>.pem \
[-u <userkeyfilename>.pem] [--rid <cert id>] [-p] <ikcertificatefilename>.bin
Where:
* -his an optional argument to display help menu for the command.
* -r or —-rotk is a required argument to provide the path to the key file containing the RoT private key in PEM format.
* -k or --imgk is a required argument to provide the path to the key file containing the Image private key in PEM format.

* -u or --usrk is an optional argument to provide the path to the key file containing the User private key in PEM format. If
this argument is provided, version 3 of image key certificate is generated.

» --rid is an optional argument to provide the 8-bit certificate revocation identifier. <cert id> value should match the
8-bit Revoke ID (REVOKE_ID) field in OTP bank 3 word 0. This parameter is used to revoke signed images which are
released. Only 9 certificate revocation identifiers are possible; 0x0, 0x1, 0x3, 0x7, OxF, 0x1F, 0x3F, 0x7F, and OxFF.

* -p Or —-preformat is an optional argument that generates pre-formatted signature using Montgomery reduction for the
image key certificate. This causes RSA signature verification to be faster during boot on LPC54S0xx.

* <ikcertificatefilename>.bin iS a positional argument to provide the output file path for the image key certificate file.
Example:
lpc54xxx _imgcr.exe gencert -r rotk.pem -k image key.pem --rid 0x3 image key cert.bin

The above example generates an image key certificate file with certificate revocation identifier set to 0x3.

6 Creation of signed images

The signimage subcommand generates a RSA-2048 signed image. The input application image is signed using the provided
image private key.

Command Format:
lpc54xxx_imgcr.exe signimage [-h] -c <ikcertificatefilename>.bin \
-k <imagekeyfilename>.pem -i <inputimagefilename>.bin [-p] \
<signedimagefilename>.bin
Where:
* -his an optional argument to display help menu for the command.
* -c or --cert is a required argument to provide the path to the image key certificate file.
* -k or --imgk is a required argument to provide the path to the key file containing the image private key in PEM format.
* -i or --image is a required argument to provide the path to the binary input image that must be signed.

* -p or —-preformat is an optional argument that generates pre-formatted signature using Montgomery reduction. This
causes RSA signature verification to be faster during boot on LPC54S0xx.

* <signedimagefilename>.bin IS a positional argument to provide the output file path for the signed image.
Example:

lpc54xxx imgcr.exe signimage -c image_key cert.bin -k image key.pem -i app image.bin signed image.bin
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The above example generates a signed image “signed_image.bin” from the input binary image “app_image.bin”, image key
certificate “image_key_cert.bin” and signed using the image private key in “image_key.pem”.

7 Creation of encrypted images

The encimage subcommand generates an encrypted image. The input application image is encrypted using the provided AES key
and AES-GCM encryption. LPC54S0xx ROM accepts AES-GCM encrypted images.

Command Format:
lpc54xxx_imgcr.exe encimage [-h] -e <aeskeyfilename>.bin \
-i <inputimagefilename>.bin <encryptedimagefilename>.bin
Where:
* -his an optional argument to display help menu for the command.
* —e Or --enck is arequired argument to provide the path to the AES key file.
* -i or --image is a required argument to provide the path to the binary input image that must be encrypted.
* <encryptedimagefilename>.bin is a positional argument to provide the output file path for the encrypted image.
Example:
lpc54xxx_imgcr.exe encimage -e aes _key.bin -i app image.bin \
encrypted image.bin

The above example generates an encrypted image “encrypted_image.bin” from input image “app_image.bin” using AES key in
“aes_key.bin” file.

8 Creation of enhanced secure images

An enhanced secure image is both encrypted and signed (first encrypted and then signed). To generate an enhanced secure
image, use the encimage and the signimage subcommands in sequence.

Command Format:

lpc54xxx_imgcr.exe encimage -e <aeskeyfilename>.bin \

-i <inputimagefilename>.bin <encryptedimagefilename>.bin

lpc54xxx_imgcr.exe signimage -c <ikcertificatefilename>.bin \

-k <imagekeyfilename>.pem -i <encryptedimagefilename>.bin [-p] \

<enhancedimagefilename>.bin

Example:

lpc54xxx imgcr.exe encimage -e aes key.bin -i app image.bin encrypted image.bin lpc54xxx imgcr.exe \

signimage -c image key cert.bin -k image key.pem -i encrypted image.bin enhanced image.bin

9 Signed-encrypted and encrypted-signed images

An encrypted-signed image (signed first and then encrypted) is generated using the signimage and the encimage subcommands
in sequence.

Example:
lpc54xxx imgcr.exe signimage -c image key cert.bin -k image key.pem -i app image.bin signed image.bin

lpc54xxx imgcr.exe encimage -e aes key.bin -i signed image.bin signed encryptedimage.bin
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A signed-encrypted image (encrypted first and then signed) is generated using the encimage and the signimage subcommands
in sequence.

Example:
lpc54xxx imgcr.exe encimage -e aes key.bin -i app image.bin encrypted image.bin
lpcbdxxx imgcr.exe signimage -c image key cert.bin -k image key.pem \

-1 encrypted image.bin encrypted signedimage.bin

10 Generation of key store

The genkeystore subcommand generates a key store image with the provided key codes and key store header parameters.
Command Format:
lpcbd4xxx imgcr.exe genkeystore [-h] -a <activationcodefile>.bin \
-k <imagekeycodefilename>.bin -u <udskeycodefilename>.bin \
-f <fwupdatekeycodefilename>.bin [-e <aeskeyfilename>.bin] \
-i <inputimagefilename>.bin [--ks offset <keystoreoffset>] \
[--ks_file <ksdatafilename>.bin] [--img offset <image offset>] \
[--puf_delay <puf delay>] <keystoreimagefilename>.bin
Where:
* -his an optional argument to display help menu for the command.

* -a or --activation is arequired argument to provide the path to the file containing activation code generated during
PUF enroliment.

* -k or --imgkeycode is arequired argument to provide the path to the file containing key code for AES-256 image key.

* -u or --udskeycode is arequired argument to provide the path to the file containing key code for Unique Device Secret
(UDS) key needed for DICE.

* -f or --fwupdkeycode is a required argument to provide the path to the file containing key code for firmware update key.

* —e or --enck is an optional parameter to provide the path to password protected AES key file. If input image provided in
-1 is not an encrypted image, then it will be encrypted.

* -i or --image is a required parameter to provide the path to the input binary image.
* -—-ks_offset is an optional argument to provide the key store offset relative to key store header.

* --ks_file is an optional argument to provide the path to an output file containing the key store data (only key codes).
This is used with the --ks_offset parameter.

* --img_offset is an optional argument to provide image offset relative to key store header.

* --puf_delay is an optional argument to provide delay for PUF SRAM initialization. Delay is in microseconds. The default
value is 240000 microseconds.

* <keystoreimagefilename>.bin is a positional argument to provide the output file path for the key store image.

11 Generation of random bytes

The genrandom subcommand generates a file containing the specified number of random bytes.
Command Format:

lpc54xxx _imgcr.exe genrandom [-h] [-c <bytecount>] <randombytesfilename>.bin

Where:
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* -h is an optional argument to display help menu for the command.

* —c or --count is an optional argument to provide the number of random bytes. The default count value is 52 bytes (256
bits).

* <randombytesfilename>.bin is a positional argument to provide the output file path of the generated random bytes.
Example:
lpc54xxx imgcr.exe genrandom random bytes.bin
The above example generates the file random_bytes.bin with 52 random bytes.
lpc54xxx imgcr.exe genrandom -c 100 random bytes.bin

The above example generates the file random_bytes.bin with 100 random bytes.

12 Obtain DICE ID

The getdiceid subcommand is used to calculate DICE ID based on the Unique Device Secret (UDS) and the image provided.
Command Format:
1pc5dxxx_imgcr.exe getdiceid [-h] -u <udsfilename>.bin -i <inputimagefilename>.bin
Where:
* -his an optional argument to display help menu for the command.
* -u or --udskey is arequired argument to provide the path to the file containing UDS in plain binary form.

* -i or --image is a required parameter to provide the path to the input binary image.

13 Show OTP values

The showotp subcommand is used to show the OTP values to be programmed for given RoT key and AES key.

Command Format:

lpc54xxx_imgcr.exe showotp [-h] -k <rotkeyfilename>.pem \
[-e <aeskeyfilename>.bin] [--usbvid <usb vid>] \
[--usbpid <usb pid>] [--usbpwr]

Where:

* -his an optional argument to display help menu for the command.

* -k or --rotk is arequired argument to provide the path to the file containing RoT private key in PEM format.
* -e or --enckey is an optional argument to provide the path to the file containing AES encryption key.

* —-usbvid is an optional argument to provide USB-IF vendor ID that LPC54S0xx ROM uses for DFU boot.

* —-usbpid is an optional argument to provide USB-IF product ID that LPC54S0xx ROM uses for DFU boot. Bit0 indicates if
device is bus(1) powered or self(0) powered.

* —-usbpwr is an optional argument to provide the option to enumerate as USB bus powered device during DFU boot.

14 Generation of CRC

The seterc subcommand is used to set CRC32 value in the image header. This subcommand is used to create unsecure plain
load boot or XIP images with CRC checking.

Command Format:

lpcbd4xxx imgcr.exe setcrc [-h] -i <inputimagefilename>.bin \
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[-x <imagelength>] <signedimagefilename>.bin

Where:

* -his an optional argument to display help menu for the command.

* -i or --image is a required parameter to provide the path to the input binary image.

Revision history

* -x or --xip is an optional argument to provide the length of the image to be considered for calculating CRC of the XIP

image.

* <signedimagefilename>.bin IS a positional argument to provide the path to the output signed image file.

15 Revision history

The following table lists the substantive changes done to this document since the initial release.

Table 1. Revision history

Revision number

Date

Substantive changes

0

26 October 2021

Initial release
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