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1 INTRODUCTION

Matter (previously known as Project CHIP) is a new single, unified, application-layer connectivity standard
designed to enable developers to connect and build reliable, secure 10T (Internet of Things) ecosystems and
increase compatibility among Smart Home and Building devices.

For enabling Matter devices, NXP offers scalable, flexible and secure platforms to enable the variety of use cases
Matter addresses — from end nodes to gateways — so device manufacturers can focus on product innovation and
accelerating time to market.

This document focuses on NXP’s solution for Matter controller and OpenThread Border Router (OTBR) using the
i.MX8M Mini Processor family.

The i.MX 8M Mini is NXP’s first embedded multicore applications processor built using advanced 14LPC FinFET
process technology, providing more speed and improved power efficiency. With commercial and industrial level
qualification and backed by NXP’s product longevity program, the i.MX 8M Mini family may be used in any
general purpose industrial and loT application.

https://www.nxp.com/part/i.MX8MMini#/

2 HARDWARE SETUP

There are two possible hardware solutions for the i.MX8M Mini matter enablement, that will be detailed below

- i.MX8MM + 88W8987(WiFi-BT combo Module) + K32W(OpenThread RCP module)
- i.MX8MM + IW612 (WiFi-BT-Thread tri-radio single-chip module)

2.1 Hardware Requirements

- i.MX 8M Mini Evaluation Kit (which contains the required materials below)
o i.MX8M Mini EVK
o USB Type C power supply
o USB A to micro USB cable
o USBAto USBCcable
- K32W061 DK006
o K32wW061 DK006 + OM15082
o K32W USB Dongle or K32W061 DK006
o USB A to MINI USB
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o USBtypeCtoA
- IW612 A1 RD Board
o Micro-SD to SD adapter
o SDIO adapter with ribbon cable
o RD-IW612-CSP-IPA-2A-V2 evaluation board
- Linux host computer
- Wi-Fi Access Point which supports IPv6 and IPv6 DHCP server

2.2 Software Requirements

- Universal Update Utility (UUU)
- Aserial COM terminal for the host computer o For instructions on how to set up a serial COM terminal
software, please refer to page 14 in the i.MX 8M Mini LPDDR4 EVKB Hardware User's Guide.

Matter
(Thread, Bluetooth)

- >

DK6-K32W0x1 EVK

(DK6 board, K32W-001-T10 Mezzanine
Module, OM15082 Switches Expansion
board)

Figure 2-1 i.MX 8M Mini + K32W Matter setup
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2.3 Hardware connections

v

K32W (RCP)

OTBR i.MX8MM + 88W8987 + K32W
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Wall
Power

Power
Adapter

OTBR i.MX8MM + IW612

Note: Although L5.15.52 BSP contains the IW612 driver, it only support Wi-Fi/BT, it doesn’t support thread. So for
Matter enablement, you need to build the IW612 OTBR driver and firmware separately.
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3 MATTER ENVIRONMENT SETUP

Matter development relies on open-source resources, leveraging Linux based operating systems like Ubuntu and
other tools like git, gcc or python. This also includes GN, a meta build system that generates makefiles and Ninja,
a build system meant to replace Make tool.

Matter is available as an open-source SDK (Software Development Kit) containing all the necessary components
from scripts to install required tools to stack source code and vendor provided applications.

First step in developing a Matter application is to have Linux support for the build. The recommendation is to have
a native Linux machine. If Windows is preferred operating system, support for the build can be set by using either:

- Windows Subsystem for Linux (WSL),
- Linux Virtual Machine.

3.1 WSL Ubuntu 20.04 LTS

The Windows Subsystem for Linux (WSL) provides a GNU/Linux environment directly to Windows.

Use the following steps to install the WSL Ubunut 20.04 LTS (Long Term Support):

1. On Windows 10, open PowerShell as administrator and run the following commands:
- Enable the Windows Subsystem for Linux:

dism.exe /online /enable-feature /featurename:Microsoft-Windows-Subsystem-Linux /all
/norestart

- Enable virtual machine feature:
dism.exe /online /enable-feature /featurename:VirtualMachinePlatform /all /norestart

- Restart your machine to complete the WSL installation
2. Install the Ubuntu 20.04 from Microsoft Store

Ubuntu 20.04
anonical Group Limited

39 107

- Create a user account and password for your new Linux distribution
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Next you will have to check the WSL version and activate WSL 1, if 2 is used. Run PowerShell as
administrator:
The following command is used to check the wsl version:

wsl —--list -verbose
If wsl version 2 is used, then activate wsl 1 using:
wsl —--set-version Ubuntu-20.04 1

After installation is complete, run Ubuntu 20.04 LTS as administrator.

All Apps Documents Settings Email More =

Best match

Ubuntu 20.04 LTS
Kl >
App

Apps

Ubuntu 20.04 LTS
[E ubuntu 18.04 LTS > App

Documents - This PC (4+)

Folders (2+) 7 Open

% |
L& Run as administrator
<2 Pin to Start

-2 Pin to taskbar

€52 App settings

Y= Rate and review

| Share

i]  Uninstall

£ ubun

3.2 Linux Virtual Machine

The following steps guide you through virtualbox machine installation steps:

Download and install virtual machine: https://www.virtualbox.org/wiki/Downloads

Please consider that based on your operating system some extra steps will be required for enabling the
Virtualization support.

Download the desktop image for Ubuntu 20.04 Focal and create virtual machine using the downloaded
ISO.

Configure the virtual machine:

- Linux Ubuntu 20.04 (64 bit);

- VM (Virtual Machine) disk size — more than 20GB,;
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- Enable USB controller -> USB 1.1(OHCI) Controller (support for USB 2.0 is recommended, if possible,
this being available via the Oracle VM VirtualBox Extension Pack);

- Enable network adapter-> Adapter 1 -> Attached to Bridged Adapter;

e B preview

Name: Ubuntu 20.04
_Operating System: _Ubuntu (64-kt)

[ - | Ubuntu 20.04
B s bmc || mlecad | bescpmn | ooknaypson
W o Hem=: [Ubuntu 20.04 |
q/_l Audi
!ﬂj Network
S Serial Port
J_‘/ use
D Shared Foldi
E User Interf;
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3.3 Setting up Matter Environment
The following steps guide you through creating Matter build environment for K32W0x1 MCU.

1. Matter Dependencies:
- Check for updates and install dos2unix (useful for WSL):

S sudo apt update
S sudo apt upgrade --y

$ sudo apt-get install dos2unix

- Install Matter dependencies:

$ sudo apt-get install git gcc g++ python pkg-config libssl-dev libdbus-1-dev libglib2.0-
dev libavahi-client-dev ninja-build python3-venv python3-dev python3-pip
unzip libgirepositoryl.0O-dev libcairo2-dev gcc-arm-none-eabi

S
$ sudo apt-get install git gcc g++ python pkg-config libssl-dev libdbus-1-dev libglib2.0-dev libavahi-client-
dev ninja-build python3-venv python3-dev python3-pip unzip libgirepository1.0-dev libcairo2-dev
Reading package lists... Done
Building dependency tree
Reading state information... Done
Note, selecting 'python-is-python2' instead of 'python'
g++ 1s already the newest version (4:9.3.0-1ubuntu2).
gcc is already the newest version (4:9.3.0-1ubuntu2).
libcairo2-dev is already the newest version (1.16.0-4ubuntul).
pkg-config is already the newest version (0.29.1-0ubuntu4).
python3-dev is already the newest version (3.8.2-0ubuntu2).
unzip is already the newest version (6.0-25ubuntul).
ninja-build is already the newest version (1.10.0-1build1).
python-is-python2 is already the newest version (2.7.17-4).
python3-venv is already the newest version (3.8.2-0ubuntu2).
git is already the newest version (1:2.25.1-1ubuntu3.5).
libavahi-client-dev is already the newest version (0.7-4ubuntu7.1).
libdbus-1-dev is already the newest version (1.12.16-2ubuntu2.2).
libgirepository1.0-dev is already the newest version (1.64.1-1~ubuntu20.04.1).
libglib2.06-dev is already the newest version (2.64.6-1~ubuntu20.04.4).
libssl-dev is already the newest version (1.1.1f-1ubuntu2.16).
python3-pip is already the newest version (20.0.2-5ubuntul.6).
0 upgraded, © newly installed, © to remove and © not upgraded.

S

- Restart the Linux machine.

2. Generating the i.MX8MM Yocto image:

The Yocto Project (YP) is an open source collaboration project that helps developers create custom Linux-
based systems regardless of the hardware architecture. The project provides a flexible set of tools and a
space where embedded developers worldwide can share technologies, software stacks, configurations,
and best practices that can be used to create tailored Linux images for embedded and IOT (Internet of
Things) devices, or anywhere a customized Linux OS (Operating System) is needed.
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To build the Yocto Project, some packages need to be installed. The list of packages required are:

sudo apt-get install gawk wget git-core diffstat unzip texinfo gcc-multilib \build-

essential chrpath socat cpio python3 python3-pip python3-pexpect \xz-utils debianutils
iputils-ping python3-git python3-jinja2 libegll-mesa libsdll.2-dev \pylint3 xterm npm
zstd build-essential libpython3-dev libdbus-1-dev python3.8-venv

Ur 0 O

Then you need to install the repo tool:

mkdir ~/bin

curl https://storage.googleapis.com/git-repo-downloads/repo > ~/bin/repo
chmod a+x ~/bin/repo

export PATH=~/bin:$PATH

To build the Yocto Project, some python dependency packages need to be installed.

Swget https://raw.githubusercontent.com/project-
chip/connectedhomeip/master/scripts/constraints. txt

$
$
$

pip3 install -r constraints.txt
pip3 install build mypy==0.910 types-setuptools pylint==2.9.3
pip install dbus-python

If you have not configured the Git environment on your machine, you should to this now:

S git config --global user.name "Your Name"

$ git config --global user.email "Your Email"

$ git config --list

- Then, Yocto build environment must be setup.
(Note: The Yocto source code is maintained with a repo manifest, the tool repo is used to download the
source code.)

$ mkdir ~/bin

$ curl http://commondatastorage.googleapis.com/git-repo-downloads/repo > ~/bin/repo

$ chmod a+x ~/bin/repo

$ export PATH=S${PATH}:~/bin

$ mkdir ${MY YOCTO}

$ cd ${MY YOCTO}

$ repo init -u https://github.com/nxp-imx/imx-manifest-b imx-linux-kirkstone -m imx-—

5.15.52-2.1.0.xml

S repo sync
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yoctoSrepo sync

Fetching: 0% (0/13) warming up

Receiving objects: 100% (158102/158102), 14.93 MiB | 31.72 MiB/s, done.2)
Resolving deltas: 100% (103740/103740), done.

Fetching: 100% (13/13), done in 1m45.717s
Garbage collecting: 100% (13/13), done in 0.093s
Checking out: 100% (13/13), done in 0.741s

repo sync has finished successfully.

- Then integrate the meta-matter recipe into the Yocto code base

$ cd ${MY YOCTO}/sources/
$ git clone https://github.com/NXPmicro/meta-matter.git

yoctoScd sources/

sources$git clone https://github.com/NXPmicro/meta-matter.git
Cloning into 'meta-matter'...

remote: Enumerating objects: 465, done.

remote: Counting objects: 100% (286/286), done.

remote: Compressing objects: 100% (126/126), done.

remote: Total 465 (delta 118), reused 274 (delta 111), pack-reused 179
Receiving objects: 100% (465/465), 3.24 MiB | 9.36 MiB/s, done.
Resolving deltas: 100% (175/175), done.

sources$

Note: If you use the IW612 as RCP you will need to add SPI config in ot-br-posix project.
Add “-DOT_POSIX_CONFIG_RCP_BUS=SPI” to sources/meta-matter/recipes-otbr/otbr/otbr.bb
EXTRA_OECMAKE

More information about the downloaded Yocto release can be found in the corresponding i.MX Yocto Project
User’s Guide which can be found at NXP official website.

- Make sure your default Python of the Linux host is Python2.

S python -version

Python 2.7.x

- Change the current directory to the top directory of the Yocto source code and execute the command
below.

SMACHINE=imx8mmevk DISTRO=fsl-imx-xwayland source sources/meta-matter/tools/imx-iot-
setup.sh bld-xwayland-imx8mm
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Welcome to Freescale Community BSP

The Yocto Project has extensive documentation about OE including a
reference manual which can be found at:
http://yoctoproject.org/documentation

For more information about OpenEmbedded see their website:
http://www.openembedded.org/

You can now run 'bitbake <target>'

Common targets are:
core-image-minimal
meta-toolchain
meta-toolchain-sdk
adt-installer
meta-ide-support

Your build environment has been configured with:

MACHINE=imx8mmevk
SDKMACHINE=1686
DISTRO=fsl-imx-xwayland
EULA=

BSPDIR=

BUILD_DIR=.

meta-freescale directory found

Now you can use below command to generate your image:
$ bitbake imx-image-core
or
$ bitbake imx-image-multimedia

ou want to generate SDK, please use:
$ bitbake imx-image-core -c populate_sdk

bld-xwayland-imxsmms[}

- The system will create a directory bld-xwayland-imx8mm/ and enter this directory automatically,
execute the command below under these directory to generate the Yocto images.

S Bitbake imx-image-multimedia
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land-inx8nnSbitbake imx-image-multimedia

% | ETA: --:1--:
ron dependency cache.

100% | e | Time:
90 .bb files complete (6 cached, 3190 parsed). 4740 targets, 299 skipped, 5 masked, 6 errors

n4359-pcie (firmware-nxp-wifi, linux-firmware)
Lrmware-bcnd359-peie
NOTE: Multiple providers are available for virtual/opencl- Lcd (imx-gpu-viv, opencl-icd-loader)
Consider defining a PREFERRED_PROVIDER entry to match virtual/opencl-icd

Build Configuration
N

:5357c7adeaf8d1bcf7fF58edbbage9s27e40c7d
HEA 2fb1ce3653381263ad365012ebb913b3edadf 1be”

meta-freescale-3rdparty de6eb1468156d77f9cce97c559f9a5a3c71e5d6c

meta-freescale-distro = HEAD fc15f5003043d223212596be73662e2547368ad"

HEAD: 5bc768f565752878da17f2148e959¢95d06¢ F8db
:8fade3993b832ecd823771644f2a7b73184527"

'HEAD: d25d8ee98a656b2534deec6138e264529abaf

HEAD:85d956095401479¢a666139e31f662f60C156d5

[neta-networking
filesystens 0 5357¢7ad0eaf8d1bcf7ff58edbbage9s27e40c7d"
6 943ad5C133a85F2F SC7b94391b7C51c39e555"
meta-virtualization c8d0964c6f40338857efe5b80O9D2f647d485"
meta-matter 192679605b221161928692aeb07b1fca1c8b483dS"

NOTE: Fetching uninative b\nary shin http://downloads.yoctoproject.org/releases/uninative/3. o/xeo 64-nativesdk-libc-3.6. tar .xz; sha256sun=9bfcdc970495b3716b2f 9e52c4df9F968c02463292950007 6657 Fbc3Fde1f098 (»\11 check PREMIRRORS first)
Initialising A S B BRI R

scene tasks: 4028 of 4628
Currently 8 ruming tasks (175 of 9321)
5.2.5. fi

7 X |
© do_fetch - 395 LDLd 77615)
- 39< (pid 78098) 8% |swmnuusy
do_fetch - 29s KD\d ) R e
0 d 20s (pid 86795) % |
s (pid 91010)
i e - 0s (pid 95: ~S>
0 do_patch - @ (pid 96

After execution of previous commands, the Yocto image will be generated under ${MY_YOCTO}/bld-
xwayland-imx8mm/tmp/deploy/images/imx8mmevk/imx-image-multimedia-imx8mmevk.wic.bz2 .

- The bz2 image is a symbolic link file, it is better to copy it to another folder ${MY_images} before
unziping it.

S cp ${MY YOCTO}/bld-xwayland-imx8mm/tmp/deploy/images/imx8mmevk/imx-image-
multimedia-imx8mmevk.wic.bz2 ${MY images}

- The bzip2 command is used to unzip this file then the dd command is used to program the output file to
a microSD card by running the command sequence below.

(Be cautious when executing the dd command below, make sure that you have the microSD card device connected! /dev/sdc in
the command below represents a microSD card connected to the host machine with a USB adapter, however the output device
name may vary. Use the command "Is /dev/sd*" to verify the name of the SD card device!)

$ cd ${MY images}
S bzip2 -d imx-image-multimedia-imx8mmevk.wic.bz2
$ sudo dd if=imx-image-multimedia-imx8mmevk.wic of=/dev/sdc bs=4M conv=fsync
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~S1ls /dev/sd*
Jdev/sda [dev/sdb [Jdev/sdc [Jdev/sdd [Jdev/sddl /dev/sdd2

~sii

Or use the uuu tool to flash the image on the internal eMMC/SDHC 3 storage
- connect the board via the Download port.
- Setup the “Download” boot mode, see printed table onboard
- Power on the board and use the following command in the same folder with the image

$ uuu -b emmc_all imx-image-multimedia-imx8mmevk.wic.bz2

3. Generating the i.MX8MM Yocto SDK:
The Yocto SDK must be generated by the below command:

U

cd ${MY YOCTO}/bld-xwayland-imx8mm
$ bitbake imx-image-multimedia -c populate sdk

Install the NXP Yocto SDK and set toolchain environment variables. Run the SDK installation script with
root permission.

$ sudo tmp/deploy/sdk/fsl-imx-xwayland-glibc-x86 64-imx-image-multimedia-armv8a-
imx8mmevk-toolchain-5.15-kirkstone.sh

- The default target directory for SDK will be prompted during SDK installation, as shown below, enter a
new target directory:

NXP i.MX Release Distro SDK installer version 5.15-kirkstone

Enter target directory for SDK (default: /opt/fsl-imx-xwayland/5.15-kirkstone):

- After the Yocto SDK is installed on the host machine, an environment setup script is also generated, and
there are prompt lines telling the user to source the script each time when using the SDK in a new shell,
for example:

$ . /opt/fsl-imx-xwayland/5.15-kirkstone-imx8mm/environment-setup-armv8a-poky-linux

- After the SDK package installed in the build machine, the Yocto build environment can be imported using
the command:
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$ source ${iMX8MM SDK INSTALLED PATH}/environment-setup-armv8a-poky-linux
4. Matter Building Setup instructions:

- Clone the Matter SDK using the public repo:

mkdir ${MY Matter Apps}#thisistopleveldirectoryofthisproject
cd ${MY Matter Apps}

git clone https://github.com/project-chip/connectedhomeip.git
cd connectedhomeip

git checkout -t origin/vl.O-branch-imx

git submodule update —--init$source scripts/activate.sh

U Ur U U 0 >

$ source scripts/activate.sh

,:s,‘J",a:. i TTer

Downloading and installing packages into local source directory:
setting up CIPD package manager...done (1m4.6s)
Setting up Python environment.....done (2m@.8s)
Setting up pw packages.... skipped (0.1s)
setting up Host tools ...done (0.1s)

Activating environment (setting environment variables):
setting environment variables for CIPD package manage
Setting environment variables for Python environment
Setting environment variables for pw packages...
Setting environment variables for Host tools....

Checking the environment:

20226926 18:68:13] Environment passes all checks!

Environment looks good, you are ready to go!

To reactivate this environment in the future, run this in your
terminal:

To deactivate this environment, run this:

s Il

4 BUILDING AND RUNNING OPENTHREAD BOARDER ROUTER BINARIES WITH YOCTO
SDK

- Fetch latest otbr source codes and execute the build:

git clone https://github.com/openthread/ot-br-posix

cd ot-br-posix
git checkout -t origin/main

git submodule update -init

v »n W »nr N

source ${yocto matter sdk}/environment-setup-cortexa53-crypto-poky-linux

- For the i.MX8MM + K32W configuration:
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$./script/cmake-build —-DOTBR BORDER ROUTING=ON -DOTBR WEB=ON \—DBUILD_TESTING=OFF -
DOTBR DBUS=ON -DOTBR DNSSD DISCOVERY PROXY=ON \—DOTBR_SRP_ADVERTISING_PROXY=ON -
DOT_THREAD_VERSION=1.3\—DOTBR_INFRA_IF_NAME=mlan0 \—DOTBR_BACKBONE_ROUTER=ON -
DOTBR_BACKBONE_ROUTER MULTICAST ROUTING=ON \-DOTBR_MDNS=mDNSResponder \-

DCMAKE TOOLCHAIN FILE=./examples/platforms/nxp/linux-imx/aarch64.cmake

- For the i.MX8MM + IW612 configuration

S ./script/cmake-build -DOTBR_BORDER_ROUTING=0ON -DOTBR_WEB=0N \ -DBUILD_TESTING=OFF -DOTBR_DBUS=ON -
DOTBR_DNSSD_DISCOVERY_PROXY=ON \ -DOTBR_SRP_ADVERTISING_PROXY=ON -DOT_THREAD_VERSION=1.3 \ -
DOTBR_INFRA_IF_NAME=mlan0 -DOT_POSIX_CONFIG_RCP_BUS=SPI \ -DOTBR_BACKBONE_ROUTER=ON -
DOTBR_BACKBONE_ROUTER_MULTICAST_ROUTING=ON \ -DOTBR_MDNS=mDNSResponder \ -
DCMAKE_TOOLCHAIN_FILE=./examples/platforms/nxp/linux-imx/aarch64.cmake

ot-br-posix$./script/cmake-build -DOTBR_BORDER_ROUTING=ON -DOTBR_REST=ON -DOTBR_WEB=ON -DOTBR_BACKBONE_ROUTER=ON \
> -DOT_BACKBONE_ROUTER_MULTICAST_ROUTING=ON -DBUILD_TESTING=OFF -DOTBR_DBUS=ON -DOTBR_DNSSD_DISCOVERY_PROXY=ON \
> -DOTBR_SRP_ADVERTISING_PROXY=ON -DOT_THREAD_VERSION=1.2 -DOTBR_INFRA_IF_NAME=mlan® \
> -DCMAKE_TOOLCHAIN_FILE=./examples/platforms/nxp/linux-imx/aarch64.cmake
+++ dirname ./script/cmake-build
cd ./script/..
[(Cy-n'"1]
grep -s 'BeagleBone Black' /sys/firmware/devicetree/base/model
case "S{OSTYPE}" in
have_or_die 1lsb_release
have 1sb_release
command -v lsb_release
+++ lsb_release -i
+++ cut -c17-
+++ tr '[:upper:]' '[:lower:]'

changed 7 packages, and audited 8 packages in 9s
2 moderate severity vulnerabilities

To address issues that do not require attention, run:
npm audit fix

To address all issues (including breaking changes), run:
npm audit fix --force

‘npm audit® for details.
notice
notice New minor version of npm available! 8.12.1 -> 8.19.2
notice Changelog: <https://github.com/npm/cli/releases/tag/v8.19.2>
notice Run ‘npm install -g npm@8.19.2° to update!
notice
[451/451] Linking CXX executable src/web/otbr-web
ot-br-posixsi
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- The otbr-agent is built in S{MY_OTBR}/build/otbr/src/agent/otbr-agent.

{3t Home otbr ot-br-posix build otbr src

P ¥ @

CMakeFiles web-service cmake_ otbr-web.
install. service
cmake

- The otbr-web is built in ${MY_OTBR}/build/otbr/src/web/otbr-web.

{it Home otbr ot-br-posix build otbr src agent v

Ll e,

CMakeFiles cmake_ otbr-agent otbr-agent. otbr-agent. otbr-agent.
install. conf default service
cmake

- The ot-ctl is built in S{MY_OTBR}/build/otbr/third_party/openthread/repo/src/posix/ot-ctl.

(;t Home otbr ot-br-posix build otbr third_party openthread repo src posix ~ Q
CMakeFiles platform cmake_

install.
cmake

- These files must be copied into Yocto's /usr/sbin/ folder.

- Insert the uSD card flashed with the Yocto image in the uSD card port on the board (From Chapter 3.3
step 2)

- Connect a micro USB cable from the DEBUG port on the board in the PC and open a serial connection
with the following parameters:

* Baudrate: 115200

* 8 data bits
e 1stop bit
* No parity

* No flow control
- Put the power switch on the ON position

- After the boot sequence when you are prompted to type in an username use “root” (no password
required)
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Startlng Zero—conflguratlon netuork)ng...
Started NFS status monitor for NFSv2/3 locking..
Started Respond to IPu6 Node Information Queries.
Starting /etc/rc.local Compatibility...
Started Network Router Discovery Daemon.
Starting File Syst Check on /dev/mmchlkipl...
Starting File Syst Check on /dev/mmchlk2pi.
Starting File System Check on /dev/mmchlk2p2. ..
Starting Permit User Sessions...
Started /etc/rc.local Compatibility.
Finished Permit User Sessions.
Started Avahi mDNS/DNS-SD Stack.
Started Zero-—configuration networking.
Started Getty on ttyl.
Started Serial Getty on ttymxcl.
Reached target Login Prompts.
Starting Hostname Service...
Starting Weston. a Waylandaositor. as a system service...
Starting WPA supplicant...
Finished File System Check on /dev/mmchlk2pl.
Mounting /run/media/mmchli2pl...
Mounted /run/media/mmchlk2pl.
Finished File System Check on /dev/mmchlkipl.
Mounting /run/media/mmchlkipl...
Finished File System Check on /deu/-chlkZpZ.
Mounting /run/media/mmchlk2p2...
Starting User Database Manager...
8.4383531 EXT4-fs (mmchlk2p2): mounted filesystem with ordered data mode. Opts: (null). Quota mode: none.
1 Mounted /run/media/mmchlk2p2.
Started Hostname Service.
Started WPA supplicant.
Mounted /run/media/mmchlkipl.
Started User Database Manager.
Created slice User Slice of UID 8.
Starting User Runtime Directory /run/user/8...
Finished User Runtime Dlrectnry /run/user/8.
Starting User Manager for UID 8
8.741068]1 audit: type=1086 audit (1647087948 .860:2) pid=615 uid=8 old-auid=4294967295 auid=8 tty=C(none) old
3@8 aud1t(1647087948 868' arch=cB08080bh? syscall=64 success=y xit=1 aB=8 al=ffff
1id=0 fsuid=0 egi fsgid=0 tty=<(none) comn="(systemnd)" exe="/libh/systemd/systend"” key=C(nulld
.7800631 audlt type 1327 audlt(1647887948 860 2 proctitle="(systemdd"
] Started User Manager for UID 8.
1 Started Sesslon cl of User root.
086 audit(1647007949.304:3>: pid=594 uid=0 o0ld-auid=4294967295 auid=0 tty=tty? old-se
type= 300 audit(1647007949.304:3)>: arch=cB8000h? sy 11=64 success=yes e =1 aB@=8 al=ffff
uid fsuid=0 egi sgid=0 fsgid=0 tty=tty? =2 comm="(weston)" exe="/lib/systemd/systemd" key=C(null)
9.226240]1 audit: type =1327 audit(1647007949.304:3>: proctitle="(westond"
] Started containerd container runtime.
1 Reached target Multi—lUser Syste-.
1 Failed to art Weston, a a-posltor, as a system service.
stemct]l status weston.service’ for details.
1 Reached target Graphical Interface.
Starting Record Runlevel Change in UTHMP...
] Finished Record Runlevel Change in UTHP.

®
@

INXP i.MX Release Distro 5.15-kirkstone imx8mmevk ttymxcl

imx8mmevk login: rootf]

4.1 Setup OTBR on IMX8MMEVK + 88W8987+K32W
- Flash k32w RCP binary to K32W061DK6 or USB dongle. For the DK6Programmer installation you can
refer to K32W SDK documentation, The ot-rcp-check-usart-idle-not-txifo-dmacore-interface.bin is a
designed binary for IMX8MM and supports Matter V1.0 firmware.

S DK6Programmer.exe -s COMS{X}-e FLASH -p ot-rcp-check-usart-idle-not-txifo-dmacore-
interface.bin

- Set /etc/radvd.conf to enable IPv6 RA functions
S vi /etc/radvd.conf

interface mlan0

AdvSendAdvert on;
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Sync with current time

"2022-11-20 17:14"

Connect the OTBR to the target Wi-Fi AP network

$S/usr/libexec/bluetooth/Bluetoothdé&

Smodprobe moal mod para=nxp/wifi mod para.conf

$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$

$

baudrate=1000000"

$
$
$
$
$
$

sysctl -w net.ipv6.conf.mlan(O.accept ra rt info max plen=64

sysctl -w net.ipv6.conf.mlanO.accept ra rt info min plen=48

wpa passphrase ${SSID} ${PASSWORD} > imxrouter.conf

wpa supplicant -d -B -i mlan0 -c ./imxrouter.conf

udhcpc -1 mla

n0

systemctl restart radvd

sleep 4

hciattach /dev/ttymxc0 any 115200 flow

hciconfig hci

0 up

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

echo 1 > /proc/sys/net/ipv4/ip forward

echo 2 > /proc/sys/net/ipvé6/conf/all/accept ra

In -sf /usr/sbin/xtables-nft-multi /usr/sbin/ip6tables

ipset create
ipset create
ipset create

ipset create

-exist

-exist

-exist

-exist

Setup Openthread

otbr-ingress-deny-src hash:net family ineté6
otbr-ingress-deny-src-swap hash:net family ineté6
otbr-ingress-allow-dst hash:net family inet6

otbr-ingress-allow-dst-swap hash:net family inet6

./otbr-agent -I wpanO -B mlanO 'spinel+hdlc+uart:///dev/ttyUSBO?uart-

-v -d 5 &

iptables -A FORWARD -i mlan0O -o wpanO -j ACCEPT

iptables -A FORWARD -i wpanO -o mlan0O -j ACCEPT

ipétables -A FORWARD -i mlan0O -o wpanO -j ACCEPT

ip6tables -A FORWARD -1 wpanO -o mlan0 -j ACCEPT

hciconfig hci

otbr-web &
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4.2 Setup OTBR on IMX8MMEVK + IW612

IW612 driver and Firmware are not integrated in i.MX BSP.

Using the following link, you can get the necessary package for IW612: IW612-18.99.1.p140.16-
18.99.1.p140.16-MXM5X18354.p7 V1-MGPL

Change the i.MX8MM dtb files to enable SPI communication with the IW612 A1 RD board

e OnPC
S scp dts/imx8mm-evk-iw6l2-evk.dtb root@${imx8mm ip}:/run/media/mmcblk2pl

*  Oni.MX8MM in uboot stage
Uboot=> setenv fdtfile imx8mm-evk-iw6l2-evk.dtb
Uboot=> saveenv
Uboot=> boot

After this operation you should be able to see “/dev/spidev1.0” in the filesystem after a system reboot.

- Install IW612 driver and firmware on IMX8MM

* OnPC
$ scp fw/* root@${imx8mm ip}:/lib/firmware/nxp
$ scp -r 1iw61l2 root@${imx8mm ip}:/home/root

- Connect the OTBR to the AP network

cd /home/root/iw612

date -s "2022-11-01 09:22"

/usr/libexec/bluetooth/Bluetoothd &

./fw_loader /dev/ttymxc2 115200 0 /lib/firmware/nxp/uartspi n6lx vl.bin.se 3000000

hciattach /dev/ttymxc2 any -s 3000000 3000000 flow dtron

v v N »nr i W»

hciconfig hciO up

$ insmod mlan.ko
S insmod sdxxx.ko mod para=nxp/wifi mod para.conf
$ sysctl -w net.ipvé6.conf.mlan0O.accept ra rt info max plen=64
$ sysctl -w net.ipv6.conf.mlanO.accept ra rt info min plen=48
S wpa passphrase ${SSID} S$S{PASSWORD} > imxrouter.conf
$ wpa_supplicant -d -B -i mlan0O -c ./imxrouter.conf
$ udhcpc -i mlanO
S systemctl restart radvd
S sleep 4
NXP Semiconductors. Getting started with i.MX 8M Mini and Matter 21

Rev. 1.0 NXP Semiconductors



)0 4
4\

echo 1 > /proc/sys/net/ipv6/conf/all/forwarding

echo 1 > /proc/sys/net/ipv4/ip forward

echo 2 > /proc/sys/net/ipvé6/conf/all/accept ra

In -sf /usr/sbin/xtables-nft-multi /usr/sbin/ip6tables

ipset create -exist otbr-ingress-deny-src hash:net family inet6
ipset create -exist otbr-ingress-deny-src-swap hash:net family inet6

ipset create -exist otbr-ingress-allow-dst hash:net family ineté6

v v N »n N »n I W»n

ipset create -exist otbr-ingress-allow-dst-swap hash:net family inet6

- Setup OTBR

$ ./otbr-agent-spi -I wpanO -B mlanO 'spinel+spi:///dev/spidevl.0?gpio-
resetdevice=/dev/gpiochip5&gpio-int-device=/dev/gpiochip5&gpio-int-line=12&gpio—
resetline=13&spi-mode=0&spi-speed=1000000&spi-reset-delay=06&skip-rcp-compatibility-
check=1"' &

iptables -A FORWARD -i mlan0O -o wpanO -7j ACCEPT

iptables -A FORWARD -i wpanO -o mlan0O -j ACCEPT

ipétables -A FORWARD -i mlan0O -o wpanO -j ACCEPT

ip6tables -A FORWARD -1 wpan(O -o mlan0 -j ACCEPT

hciconfig hciO up

other-web &

ur r »r »r 1 U
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4.3 Form OTBR network
- To form the Thread Network — open the web interface Select the Form Window, configure the Thread
Network and Press the Form Button:

OT Border Router

OPENTHREAD

released by Nest

What is OpenThread?

192.168.8.165
OT Border Router

Form Thread Networks

Network Name Network Extended PAN

OpenThreadDemo 1111111122222222
14/16

0x1234 123456

00112233445566778899aabbccddeeff 15

fd11:22:

Default Route

FORM

- The alternative for the web interface is to set the Thread Network using command line interface:

$ ./ot-ctl dataset init new
$ ./ot-ctl dataset networkkey 00112233445566778899%aabbccddeeff
$ ./ot-ctl dataset channel 15
$ ./ot-ctl dataset panid 0x1234
$ ./ot-ctl dataset extpanid 1111111122222222
$ ./ot-ctl dataset networkname Matter-NXP-1
$ ./ot-ctl prefix add £d08:b89:78:f372::/64 paos med
$ ./ot-ctl ifconfig up
$ ./ot-ctl thread start
$ ./ot-ctl state
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5 |.MX8MM MATTER EXAMPLES

In the current Matter SDK for i.MX8MM platform we are providing reference examples for controller type

application (CHIP-tool), OTA-provider app as well as end nodes, WiFi End Device type applications.

The examples are listed in the matter-> examples:

e CHIP Linux All-clusters Example
e CHIP Linux Lighting Example

e CHIP Linux Thermostat Example
e CHIP Linux CHIP-tool Example

e CHIP Linux OTA-provider Example

5.1 Matter application building instruction
The following build example will be based on the CHIP-tool app example:

- Set SDK environment variables:
S export IMX SDK ROOT=/opt/fsl-imx-xwayland/5.15-kirkstone

- Start build environment by running the activate script:
$ source ./scripts/activate.sh

- Build the Chip-Tool by running the following command:
$./scripts/build/build examples.py --target imx-chip-tool build

- Oryou can build an end-node type app (e.g. Thermostat app):
$./scripts/build/imxlinux examples.shexamples/nxp-thermostat/linux/ out/nxp-
thermosta debug

connectedhomeip$ ./scripts/build/build_examples.py --target imx-chip-tool build
Building targets: imx-chip-tool
Generating /home/razvan/Documents/EAR8/connectedhomeip/out/imx-chip-tool
Generating imx-chip-tool
Generating compile_commands took 4ms
Done. Made 99 targets from 106 files in 206ms

[478/484] stamp obj/third_party/connectedhomeip/third_party/jsoncpp/jsoncpp.stamp

[479/484] ar libCHIP.a

[480/484] stamp obj/third_party/connectedhomeip/examples/common/tracing/trace_handlers.stamp
[481/484] ar chip-tool-utils.a

[482/484] c++ obj/chip-tool.main.cpp.o

[483/484] 1d ./chip-tool

[484/484] stamp obj/default.stamp

Command ['ninja', '-C', '/home/razvan/Documents/EAR8/connectedhomeip/out/imx-chip-tool'] completed

connectedhomeipSf]
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- After build is complete, the results can be found in

/connectedhomeip/out/imx-chip-tool/ folder

it Home Documents Matter connectedhomeip out imx-chip-tool ~ Q
EEN o o
gen lib obj args.gn build.ninja  build.ninja.  [EIfEGR)  chiptool.  chiptool-  compile_ relative_  toolchain. .ninja_deps  .ninja_log
d 3 utils.a commands. path, ninja

json transfor...

5.2 Deploying Matter application to the i.MX8MM board

- The chip-tool application needs to be transferred to the i.MX8 Mini, this ca be either done by transferring
it through a SCP transfer software

(e.g. WinSCP : https://winscp.net/eng/download.php) or by copying it in the SD card used to flash the i.MX8 Mini
image)

- Transfer via SCP (for this example we will use Windows machine):
— Connect the board to the same WiFi network with the PC that has chip-tool application
- Discover the i.MX IPv4 (IP version 4) address using the command: $ ifconfig
— Look for the IPv4 address in the mlan0 interface

— Open a new connection on the WinSCP application using the IPv4 address and the

rootlUimx8mmevk:"# ifcontig
: flags=73<UP,LOOPBACK,.RUNNING> mtu 65536

inet 127.8.8.1 netmask 255.0.0.0
inet6 ::1 prefixlen 128 scopeid Bx1B<host>
loop txqueuelen 10808 <(Local Loopback)
RX packets 115 bytes 10469 <(10.2 KiB)
RX errors @ dropped @ overruns B frame 0O
TR packets 115 bytes 18469 (10.2 KiB>
TX errors @ dropped @ overruns @ carrier @ collisions 0

lan@: flags=4163<UP.BROADCAST,RUNNING,.MULTICAST> mtu 1500

inet EPISTTMI] netmask 255.255.255.8 broadcast 192.168.0.255

inet6 fe8 224e:f6ff:fe20:8f5d prefixlen 64 scopeid Bx20<1link>
£f6:20:8f:5d txqueuelen 1088 <(Ethernet)
6 4571 (4.4 KiB>

10 ™ @ overruns @ frame @
TX packets 39 bytes 5652 (5.5 KiB)
TX errors @ dropped @ overruns B carrier @ collisions 0@

root@imx8mmevk:"~#t i
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B Login X
5 New Ste Sesson
Fie protocot:
Iscp =
Host name: Port number:
[192.168.0.101 11 2E]
User name: password:
[root I J
sve  |v Advanced... |+
Toos v Manage v Blogn || Hep
[ show Login dialog on startup and when the last session is dosed

- Transfer via uSD card:

5 ThisPC >

 Folders (7)

3D Objects

Pictures

=]

~ Devices and drives (3)

as B 0SDisk (C:)
u

-
Wy 133 GB free of 475 GB

Name

[ihip-too]

5 Open
7 Edit

/home/root/
Name

8.
[ avahi-utils_0.8-r0_armé4.deb
[ chip-tool

=

{3 upload...
¥ Delete
7 Rename

B copy

File Names

[ Properties
System Menu

Connect the uSD card to the PC using a card reader

Ctrl+C

F9

File Custom Commands »

»

{5 Upload..
E# Upload in Background...
(3 Upload and Delete..  F6

You will see two new volumes added “USB Drive” and “BOOT”

Open “BOOT” and copy the chip-tool application there

Plug the uSD card back into the i.MX8 Mini board and boot it up

8 otbri_setup:sh
8 wifi_setup:sh

Inside the /home/root folder copy the chip-tool file from /run/media/mmcblk1p1/

v 0
Desktop
i Videos
USB Drive (D:)
I

Wy 4,06 GB free of 412 GB

O Search This PC

Documents

)

)

1l

BOOT (H:)

Ny 83,0 MB free of 83.0 MB

= > ThisPC > boot (H)

Name

) imxemm-ddrd-evk-revb-rm6T191.dth
) imxamem-ddrd-evk-revb-rm67191-cmd-ram.dtb
[ imgmm-ddid-evk-revb-rm67198.dtb

1) imx@mm-ddrd-evk-revb-rm67199-cmd-ram.dtb
] imemm-ddrd-evkermé 7191 dtb

1] imx8mm-ddrd-evk-rm67191-cmd-ram.dtb

DoDOo0DDo

imxBmm-evk-ecspi-slove.dtb
imxEmm-evk-inmate.dtb
imxgmm-eviclk.dtb

] imxgmm-evk-peie-ep.dtb.
mim-evk-qea-wifi dtb
mm-evk-revb-qca-vif.dtb.
imx8mm-evk-mG7191.dtb
imxBmm-evk-mG7191-cmd-ram. dtb
imx8mm-evk-m67199.dtb
imx8mm-evk-m67199-crd-ram. dtb
imx8mm-evi-root.dtb
imxBmm-evk-rpmsg.dtb
mim-evk-rpmsg-wm8s2d dtb

DOoOoDoC

im8mm-evk-rpmsg-wmBs24-Ipv.dth

evk-usd-wifidth

oooDoDoD

e (o]
it

Search boot (

v o
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pootPimx8mmevk:“# cp /run/media/mmchlkipl/chip-tool /home/root
root@imx8mmevk:“# ./chip-tool
[1647008945.7808981[650:6581 CHIP:T00: Missing cluster name

ge :
chip-tool cluster_name command_name [paraml param2 ...]

accountlogin

administratorcommissioning

alarms

any

appliancecontrol

applianceeventsandalert

applianceidentification

appliancestatistics

applicationbasic

applicationlauncher

audiooutput

ballastconfiguration

bharriercontrol

basic

binaryinputhasic

binding

booleanstate

bridgedactions

bridgeddevicebasic

bromateconcentrationmeasurement

bromodichloromethaneconcentrationmeasurement

bromoformconcentrationmeasurement

carbondioxideconcentrationmeasurement
i * carbonmonoxideconcentrationmeasurement

6 MATTER NETWORK — CHIP TOOL COMISSIONGING AND CONTROL

The prerequisite step for this part is to have the K32WO0x1 setup as Matter light app. The steps for this setup can
be found in “Getting started with K32WO0X1 in Matter”.

The following instructions will provide information on how to commission and run basic Matter Cluster commands
from the CHIP-tool application built on the i.MX8MM platform:

Commissioning K32WO0x1 over Bluetooth LE (Low Energy):

Get the operational active dataset from the Thread Network. On the i.mx8m mini run the following
command:

S ot-ctl dataset active -x

- Activate the BLE (Bluetooth Low Energy) advertising on the K32WO0x platform by pressing User Interface
button;
- Run the following command to commission the device to the Thread Network:

$ ./chip-tool pairing ble-thread {NODE ID TO ASSIGN} {ACTIVE DATASET}
{SETUP_PIN CODE} {DISCRIMINATOR}

Where:

- {NODE_ID_TO_ASSIGN} - the matter node id;
- {ACTIVE_DATASET} - Thread operational active dataset. The format is hex:xxxxxx).
- {SETUP_PIN_CODE} - pin code, default value is 20202021,
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- {DISCRIMINATOR} - discriminator, default value is 3840;

Example:

$ ./chip-tool pairing ble-thread 1
hex:0e080000000000010000000300000£35060004001£f£f£fe0020811111111222222220708£d8e93c50a
ceb6eae05100011223344556677889%aabbccddeeff030e47265616444656d6£01021234041061e1206d2
c2b46e079eb775£41£c72190c0402a0£££8 20202021 3840

Sending cluster commands to K32WO0x1:

These commands are sent from the imx8m mini shell terminal.
The format of the cluster command is:
$ ./chip-tool <cluster name> <command name> <paraml, param2 ..>

Example of usage:

- send OnOff cluster ->Toggle command on endpoint 1

$ ./chip-tool onoff toggle 1 1

- send OnOff cluster ->On command on endpoint 1

$ ./chip-tool onoff on 1 1

- send OnOff cluster ->Off command on endpoint 1

$ ./chip-tool onoff off 1 1

- Send Attribute reporting configuration for on-off attribute using min/max interval = 300 seconds, cluster
is on the endpoint 1

$ ./chip-tool onoff report on-off 300 301 1 1

- Read Channel Attribute from the Thread Diagnostic cluster

$ ./chip-tool threadnetworkdiagnostics read channel 1 O
- Read fabrics list based on the basic cluster

$ ./chip-tool operationalcredentials read fabrics-list 1 O
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7 MATTER DEMO

7.1 Add a K32W end device in Matter Network

wifi AP

Wireless Router

8987
imx8mm
chip-tool K32w ble-thread Ig?ﬁ%!\ép
OTBR -

7.1.1 Pairing commissionee(Lighting node)tocommissioner(OTBR)

- Flash the K32W061 board with the lighting app (see K32W documntations for details)

- Press the reset button to power-cycle the board

- Press the SW2 button on OM15802, After 6 seconds will cause the device to reset it's persistent
configuration and initiate a reboot.

- Press USERINTERFACE button to start BLE Advertising which is mandatory for device commissioning

NOTE: If the K32W061 device had been previously paired into a Matter network, it is recommended to first erase
the external flash before pressing SW2 to perform the factory reset, some of the content from the external flash
might impact the commissioning process. Run : DK6Programmer.exe-s COMxx -p k32w061dk6_EraseExtFlash.bin
then input “1”on the UARTconsole to start “Erase Chip...” and wait untill you receive the “Chip Erased !!!” log
printed.
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- Pair the board to the i.MX8M MINI controller using the ble-thread commissioning option:

$ ./chip-tool pairing ble-thread 1

hex:0e080000000000010000000300000£35060004001£££fe0020811111111222222220708£d8e93c50a
ce6eae051000112233445566778899%aabbccddeeff030e47265616444656d6£01021234041061e1206d2

c2b46e079eb775£41£c72190c0402a0£££8 20202021 3840

Note: Normally the whole commissioning process will take approximately 20s before it complets. If there is
“Device commissioning completed with success” message prompt on the chip-tool log, it means that the
Matter device successfully joined the network, otherwise no further operation can be undertaken.

7.1.2 Controll the device

- Send an on/off command to the board:

$ chip-tool onoff toggle 1 1

- You will see the LED3 switching state between ON/OFF

7.2 Android CHIP-TOOL

In this demo an android smartphone is used as a controller, the i.MX8M MINI will act as OTBR and we will add the

K32W as an end device in the Matter Network. ( Android chip-tool build guide)

AP

Wireless Router

Android
Chip-Tool
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Perform the following checks before starting the demo:

- Check that your AP ha IPv6 capabilities and has the DHCPv6 server enabled
- Check if the WAN supports IPv6
- Checkif the i.MX received an IPv6 address other than the one starting with inet6 fe80::xxx:xxx:...

$ ifconfig
mlan®: flags=u163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.3.169 netmask 255.255.254.0 broadcast 192.168.3.255
inet6 2001:470:11e:f:c295:daff:feb0:e31f prefixlen 64 scopeid
0x0=global=
inet6 feB80::c295:daff:feb0:e31f prefixlen 64 scopeid 0x20<link=>
ether c0:95:da:00:e3:1f txqueuelen 1600 (Ethernet)
RX packets 23 bytes 2888 (2.8 KiB)
RX errors © dropped © overruns © frame ©
TX packets 41 bytes 7853 (7.6 KiB)
TX errors © dropped © overruns @ carrier © collisions ©

- Connect the smartphone to your PC and Install the chip-tool apk\

adb.exe install -r app-debug-nxp-vl.apk

- Factoryreset the K32W
- Choose the “Provision chip device with thread” in the app than scan the QR code
- The light app gives through the logs a link to the pairing QR code to be scanned, e.g.

https://project-chip.github.io/connectedhomeip/qrcode.htm|?data=MT%3A6FCJ142CO0KA0648G00

- Another option is tu input the manual pairing code in the text box from the bottom of the screen
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- Click submit, then input OTBR network information that were previously setup when starting the OTBR
- If the pairing succeeds you will be able to control the ON/OFF and Level Control clusters
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