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ZigBee 10T Gateway - User Guide

The NXP ZigBee IoT Gateway provides a means of controlling ZigBee devices using a
smart device such as smartphone, tablet or PC, either over a local network or over the
Internet. Itis initially targeted at ZigBee Light Link and Home Automation light bulbs,
although it will be possible in later releases to support other devices, for example,
Home Automation door locks and other Smart Home devices.

This guide provides information to allow users to set up and operate the ZigBee IoT
Gateway software using the hardware found in a JN516x-EK001 Evaluation Kit and the
LPC3240-based loT Gateway Reference Design (JN-RD-6040).

1 Application Note Overview

The purpose of this Application Note is to show how a ZigBee Gateway can be realised that
will allow control of NXP ZigBee devices, along with devices from other manufacturers,
through a Gateway consisting of either a commercially-available hardware platform (Linksys
WRT160NL) or a custom design containing an NXP host processor and NXP 802.15.4
silicon (LPC3240-based loT Gateway Reference Design JN-RD-6040).

This guide is intended to show how to set up and use the Gateway in a simple
demonstration network of ZigBee Light Link (ZLL) and ZigBee Home Automation (ZHA)
devices in order to familiarise users with the functions available in the Gateway firmware.
Companion documents included in the Application Note discuss the structure of Gateway
firmware and the various components into which the firmware is partitioned. The
demonstration described in this guide uses the hardware found in the JN516x-EK001
Evaluation Kit. The firmware used in the Gateway is supplied as source code to allow the
user to make changes and customise the various components to their needs. Firmware for
the devices to be controlled by the Gateway can be built from the JN-AN-1189 ZigBee Home
Automation Demonstration Application Note and the JN-AN-1171 ZigBee Light Link Solution
Application Note, but for convenience, binaries for a ZLL Color Light and ZHA Dimmable
Light which work on the evaluation kit boards are supplied in this package.

The software in the ZigBee loT Gateway host processor is a port of OpenWRT, which is
itself based on Linux; OpenWRT has been ported to the Linksys WRT160NL router and also
the NXP IoT Gateway Reference Design (JN-RD-6040). The architecture of the hardware
consists of a host processor running the OpenWRT software together with a JIN5168 device
used to communicate with devices in a ZigBee network. The host processor and JN5168
communicate through a serial connection.

The application interface uses the same control principles for the ZigBee devices as are
used in the JIP layer of the JenNet-IP protocol stack. In the JIP application layer, properties
of an application or device are collected together into logical groups known as MIBs.
Normally MIBs are held locally on the device whose properties they describe, and their
contents are accessible directly from remote devices such as tablets or smartphones over
the internet. To allow ZigBee devices to be controlled through a JIP interface, a mapping
was carried out between the functionality available on ZigBee devices, such as ZLL and ZHA
Lights, and the corresponding JenNet-IP device. The MIBs in this case are resident on the
host processor of the I0oT Gateway rather than on the ZigBee device. Thus, the control
interface provided by the Host to the internet or Wi-Fi network uses the MIB concept used
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within JIP. For more detail, see the “ZigBee |oT Gateway — Host” document included in the
application note package.

The Host processor presents two interfaces:

¢ a web server which provides webpages displaying the contents of the various MIBs
present, mapped to the devices in the ZigBee network,

e acommand interface which allows JIP commands generated from an application to
manipulate the MIB contents directly.

The use of a common application layer means that the same application can be used to
control both ZigBee and JenNet-IP devices through the same gateway, provided that there is
a 802.15.4 node for each network. This approach greatly simplifies mixing ZigBee and
JenNet-IP networks in the same location.

The use of the MIB structure, as defined for JenNet-IP devices, is a reasonably close match
for the corresponding ZigBee device; monochrome dimmable lights in either system need to
be switched on and off and set to a particular brightness, and colour lights need to have their
colour altered. However, in some instances there are variables present in a MIB which do
not have a corresponding function in the ZigBee device, and correspondingly, a function
present in a ZigBee device but not available in the JenNet-IP device will not be controllable
from the MIB. When viewing the MIB structures with the web server present on the host
processor, those settings which do not have a corresponding setting in a ZigBee device will
be shown as present but disabled.

2 Capabilities

For the purposes of the demonstration, only the web server present in the Gateway is used
to control the devices in the ZigBee network. There are two reasons behind this
recommendation: firstly, it can be guaranteed that a self-contained solution will work in most
environments by avoiding the need to configure an unfamiliar IT network, and secondly
because to use a native application on a client requires such an application to be written.

Due to the number of platforms (smartphones, tablets etc) that exist and their different
programming requirements it is hot possible to supply an example native application which
would be suitable for these platforms.

The Gateway can be configured to behave in one of 3 roles:
e ZigBee Home Automation (ZHA) Coordinator (default)
e ZigBee Light Link (ZLL) Control Bridge
e Combined ZHA Coordinator and ZLL Control Bridge

As a ZHA Coordinator, the Gateway can accept ZHA devices in a classical join, and also
ZLL devices which know the ZHA network key.

As a ZLL Control Bridge, the Gateway can accept ZLL devices joining either using classical
join or Touchlink: ZHA devices cannot join unless they know the ZLL network key, which
currently is not allowed.

As a Combined Coordinator and Control Bridge, the Gateway can recognise and accept
devices with either a ZLL or ZHA network key, meaning that ZLL and ZHA lights can join
classically and ZLL lights can be Touchlink joined as well. This mode is not provided in the
ZigBee specifications but has been added to make it easier to demonstrate a mix of ZLL and
ZHA lights together.

The supplied binaries implement a ZLL colour on/off/dimmable light and a ZHA monochrome
on/off/dimmable light, which allow demonstration of the control of individual lights in terms of
on, off, brightness and colour, and also show the control of groups of lights and scenes.
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These operations are performed through the SmartDevices web pages served by the
Gateway.

3 What is Provided

The demonstration package comes with the following components, intended to be used with
the hardware in the IN516x-EK001 Evaluation Kit:

¢ Documentation (this document, and Host and Control Bridge documentation)
¢ Binaries for the Evaluation Kit nodes

e ZLL on/off/dimmable colour light
(Light_ExtendedColorLight JN5168 DR1175.bin)

o HA on/off/dimmable monochrome light (DimmableLight_JN5168 DR1175.bin)

From the source code supplied for the Host and Control Bridge components, it is possible to
create the firmware required for the various platforms that can be used for the Gateway.
See the Host and Control Bridge documentation for instructions on how to create this
firmware. However, for convenience, binaries for the Control Bridge on the JN5168 and the
supported Host hardware platforms are provided as part of the Application Note package in
the top-level Binaries directory.

4 Configuring the Evaluation Kit Hardware

4.1 Linksys Router

4.1.1 Setting up the Linksys WRT160NL in a New Kit

This section describes the procedure for configuring a Linksys Router, as delivered with the
Evaluation Kit i.e. programmed with JenNet-IP firmware. Replacing the original router
firmware with the ZigBee loT Gateway Host binary results in some of the pages described
below being changed. Appendix A “Modifying the ZigBee 10T Gateway configuration”
describes the same procedures, but includes screenshots generated by the Gateway
previously programmed with a version of the ZigBee IoT Gateway firmware.

When configuring JN-RD-6040 IoT Gateway hardware, refer to Appendix A. The JN-RD-
6040 loT Gateway is supplied with firmware similar to the ZigBee 10T Gateway.

The following instructions assume that the appropriate firmware for Host and Node have
been generated previously.

To program the ZigBee Gateway (ZGW) binary into the Flash memory of the Linksys router,
perform the following actions:

1 Plug in the Linksys power supply and apply power to the router.
2 Plug an Ethernet cable into one of the router ports marked 1 to 4.

3  Connect the other end of the Ethernet cable to a laptop computer or PC.
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4  In aweb browser, navigate to the IP address 192.168.11.1. You will see the following
screen (the “landing screen”).

£ & O [ 1921681 L1 cgi-bin/luc

Authorization Reguired

NXP JenNet-IP Border Router Configuration

Opstsnirt | Abbbude: Adpsstment (rre080) NP Border Router (r51456%5) | Load: 1.51 043015

3

%ﬂz

Ackraretraton

FlEage entar your Usemams and pasgengrd,

Usemame
Password

©Resse Dogn

5 Login to the Gateway using the username “root” and the password “snap”.
You will see the “Border Router Configuration” screen.

[ OpenWrt - Overview - Lut x

€ - € |[19216811.1/cgi-bin/luci

NXP JenNet-IP Border Router Configuration

OpenWrt | Attitude Adjustment (r28080) NXP Border Router (r51465) | Load: 0.17 0.27 0.13

| status || system || services || network

Status

Changes: 0 Administration

Router Name
Router Madel
Firmware Versian
Kernel Version
Local Time
Uptime

Load Average

OpenWrt
Linksys WRT160MNL

Attitude Adjustment (r28080) NXP Baorder Router (r51465) / LuCI Trunk 0.10+5vn7355

2.6.39.4

Sat Mar 27 02:47:58 2010
Oh 4m gs

0.17,0.27,0.13

Memory

Total Available

Free [T 2412 ke / 29532 kB (8%) |

Cached 9852 kB / 25532 kB (33%)

Buffered [ z060 kB / 29532 kB (10%) |
""" Network

IPv4 WAN Status

IPv6 WAN Status

Active IP Connections

g” Not connected

g; Not connected

[ 36/ 16384 (0%)
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6  Select (click on) the “System” tab.

[] OpenWrt - System - LuCl %

€« > C | [ 192.168.11.1/cgi-bin/luci/;stok=94c81ch5eaf25eee67c237a44881884e/ad min/system/ 52?| =
NXP JenNet-IP Border Router Configuration m
OpenWrt | Athitude Adjustment (r28080) NXP Border Router (r51465) | Load: 0.46 0.37 0.19 Changes: 0 Administration
J,mﬂ System || Services || Network || Jenhet-IP _Logou
’—‘em — : i o i
System =
Here you can configure the basic aspects of your device like its hostname or the timezaone.
System Properties
General Settings U Logging U Language and Style
System Atheros AR9130 rev 2
Processor Linksys WRT160MNL
Kernel 2.6.39.4
Load 0.46, 0.37, 0.19
Memory 28.84 MB (35% cached, 10% buffered, 6% fres)
Local Time Sat Mar 27 02:49:57 2010
Uptime 00h 06min 07s
Hostname [Openwirt ]
Timezone | utC E|
Time Server (rdate)
Name Interface
[ptbtimeT ptb de | [Default +] =
@mea.nist.@ | | Default - =]
[ntp xs4all nl | [ Defautt - =] &
d = ——————

7  Select “Flash Firmware” then click “Choose file”.

=0 [ 1926811 L binuci ok Sl B ch sl 2 eees 102 T s ARBYRBEs ad miny ryitem/ upgrade) P

NXP JenNet-1IP Border Router Configuration w

Flash Firmware
Uptoad an Dpenive mage e bo rallesh the deace.

it o
[ Comosa Fie | ti e chnmen
81T Conliguralion will ned be presereed Broogh upgrade, plesss wee your conligurstion wing the Dackeg | Reviors mess befoae proceeding,

(BLiioad image

Browse for the location of the Linksys Host binary file, select and then click “Open”.
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8 Click “Upload Image” — this will display the “Flash Firmware” page which allows you to
check the size and checksum of the image.

& MW . PR — — — — gy, T — S — [— ;..“1
S — - 8 -
& -+ @ [152168111 . et 1T a3 tENERY s =
NXP JenMNet-1P Border Router Configuration x

Jlu:u:.l !vu-l!mluhdirullkmnl?l ILD-Q\:ML .
LMHML— Flackh Farmeare ﬁ- |
System !

Flash Firmware

The Rash mage was uplsaded. Buos i the chedimuam and fe soe ksted. compare them with the ongenal e to ensune data Ftegrty
| Ol “Procaed” bﬁo.— mtlun:'.tu I'I.I:Ihpfm.l'r.
» Chackium: FUESEci B80S Tel 1 Tanal T2
& Siea: 0, 'H!"B

BProcesd @ Cancal |

9 Click “Proceed” to start the memory update process. The following screen is displayed:

= - @ CASTEERE —d oo i
1 Dpeidien - Flaih Fesroors -L p— -
& - X [ 152168111 ka4 TCITTaABA e el £ < ke OB |
l NXP JenNet-IP Border Router Configuration x
: (r 7800} NP Bevie Rasiter (i51065) | Losd: 000010 0,15
i
|:uu. lrnnlsnmhu-m[mi| i
LM_M&&MHWM
| | System

l Flash Flrmware

T sywbam i Aashaneg nao
i D MOT POWER OFF I-EIH\IEE
Wt & Pew Ml ungl U Iy B9 Fedonreect. Tt meghit Ba neceiaary 15 renew the addrani of your computer 19 niach tha davice 858N, dependng on your Ietbngs

« DO NOT TURN OFF POWER TO THE ROUTER UNTIL THE UPDATE
IS COMPLETE.

During the reprogramming process, the power LED begins to flash and then stays lit. This is
then followed by the bar LED below the Linksys logo starting to flash. When this LED stops
flashing and remains illuminated, the reprogramming and associated reboot has completed,
meaning that the Router can be contacted again.

@ NOTE: Reprogramming the Router will return all settings for the Router
and Control Bridge back to their defaults. It may be necessary to re-
enable Wi-Fi and change the operating channel of the Control Bridge.
The following sections explain how to make these changes.
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4.1.2 Setting up a Wi-Fi Connection

It may be necessary to enable the Wi-Fi network on the Router if you want to use a Wi-Fi-

enabled smartphone or tablet to control the demonstration.
This operation is not supported on the JN-RD-6040 Gateway.

To activate Wi-Fi, navigate to the Router login atl screen at 192.168.11.1.

1 Click on the “Gateway Configuration Interface” link.

Login to the Gateway using the username “root” and the password “snap”.

2
3 You will see the “Gateway Configuration” screen.
4  Click the “Network” tab and then click the “Wifi" tab.

[ OpenWrt - Wifi - LuCI ®

4 6man Status Pages [ Favourites | New Tab [“] Google Mail - Inbox ... m Google Calendar g Google Contacts - c...
NXP Internet of Things Gateway Configuration

I OpenWrt | NXP IoT Gateway (54723) Attitude Adjustment 12.09-rcl | Load: 1.97 0.86 0.35

J Status u System |_| Services |_ Metwork J Jenhet-1F |_| Zighee Gateway Logout |

€« C' | [ 192.168.11.1/cgi-bin/luci/;stok=c4e419e50f21827efb15a3551f3d0a0b/admin/network/wireless/

| =

X

No information available

Interfaces wifi Switch DHCF and DNS Hostnames  Static Routes Diagnostics Firewall Radwd QoS
radio0: Unknown "OpenWrt"
Wireless Overview
8/ Generic MAC80211 802.11bgn (radio0) Scan  Add
@ S5ID: OpenWrt | Mode: Unknown =
pue Wireless is disabled or not associated Enable Edit Remove
Associated Stations
SSID MAC-Address IPv4-Address Signal MNoise RX Rate TX Rate

192.168 11.1/cqgi-bin/luci/;stok= ced19e50f21827 efbl 5335513 d0alb/admin/network/ network/

Click “Edit” to change the settings for the Wi-Fi interface.

In the “Device Configuration” section, edit the Channel and Transmit Power settings.

Select a channel that will not interfere with any systems that may be operating in the
vicinity and preferably one which does not interfere with the IEEE 802.15.4 channels
used by ZLL. Wi-Fi channels 1, 6 and 11 are good candidates.

If you know that the Wi-Fi device controlling the demonstration will be reasonably close
to the Router hardware, reduce the power output of the Wi-Fi to between 0 and 7dBm

(1-5mw).
Click “Enable” to enable the interface.
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7 Inthe “Interface Configuration” section edit the name that the Router will use for its
SSID.

In “ESSID”, type the name you wish to use e.g. “NXP-ZGW".
Then click “Save and Apply” to apply the settings and activate the Wi-Fi interface.

[ OpenWrt - Wifi - LuCl x

- C | [ 192.168.11.1/cqi-bin/luci/;stok=c4e419e50121827efb15a3551f3d0a0b/admin/network/wireless/radio0.networkl “’:’ =

%@ 6man Status Pages (] Favourites [ MNew Tab [+] Google Mail - Inbox ... m Google Calendar PE Google Contacts - c...

ministration PN

J Status u System |_| Services |_ Network J JenMet-IP |_| Zigbee Gateway Logout |

Interfaces wifi Switch DHCF and DNS Hostnames Static Routes Diagnostics Firewall Radwd QoS |

radio0: Unknown "OpenWrt"”

Wireless Network: Unknown "OpenWrt" (radio0.network1)

The Device Configuration section covers physical settings of the radio hardware such as channel, transmit power or antenna selection which is shared
among all defined wireless networks (if the radio hardware is multi-55ID capable). Per network settings like encryption or operation mode are
grouped in the Interface Configuration.

- Device Configuration

General Setup

Status & SSID: Openwrt | Mode: Unknown
o Wireless is disabled or not associated
Wireless network is disabled [EEnable
Channel [11(2 462 Grz) [~]
Transmit Power |2T dBm (501 mW) |ZI
@ dem
- Interface Configuration
General Setup
ESSID [Dpenirt |
Mode |Access Point |ZI
Net: k . e
etworl lan: g2 @
[} wan: g
O creater [ ]

@ Choose the network(s) you want to attach to this wireless interface or fill out the create
field to define a new network.

Hide ESSID O
WMM Mode

@Reset| [@Save [ESave & Apply

Test that the Wi-Fi interface is enabled by searching for the name you gave for the ESSID of
the Router. It should be visible on the list of available networks on a smart device’'s Wi-Fi
connection page. Connect to the Router’'s Wi-F network; you should be able to use the
smart device browser to navigate to 192.168.11.1 and see the landing screen of the Router.

4.2 Setting up the USB Dongle

It is necessary to install the ZigBee Control Bridge software in one of the USB dongles
supplied with the Evaluation Kit. This software binary is built from the sources supplied with
the Application Note. See document JN-AN-1194 “ZigBee I0T Gateway — Control Bridge” for
instructions on how to build this binary.

The software is programmed into the dongle using a JN51xx Flash programming tool, such
as the one provided within BeyondStudio for NXP and described in the BeyondStudio for
NXP Installation and User Guide (JN-UG-3098).
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The USB dongle should be plugged into the USB port of the Linksys Router. The USB
device is not hot-pluggable, and requires the Router to be rebooted or power-cycled for the
dongle to be recognised.

4.3 RD6040 “Internet of Things” Gateway

4.3.1 Connecting the RD6040 Gateway

Unlike the Linksys router, the RD6040 IoT Gateway (RD6040 Gateway) is not intended to be
used standalone, but as an addition to an existing home network controlled by a SOHO
router. As a consequence, in order to demonstrate the RD6040 Gateway, it is hecessary to
use a suitable router (e.g. the Linksys WRT160NL from the JN516x-EK001 Evaluation Kit) to
provide the services that a home router would provide.

Power on the Linksys router and allow it to boot up. The bar LED below the Linksys logo
starts to flash. When this LED stops flashing and remains illuminated, the boot process has
completed.

Connect the RD6040 Gateway to its power supply (PSU) and plug the PSU into the mains.
Connect the RD6040 Gateway Ethernet port to one of the four Ethernet ports on the Linksys
router using an Ethernet cable. Allow the RD6040 Gateway to boot up; the LEDs on the
gateway indicate the following:

e The Yellow LED when flashing indicates that the gateway is booting; when the boot
process has completed the LED remains lit.

e The Red LED flashes regularly, showing that the Linux kernel is up and running.
e The Green LED shows activity on the Ethernet.

e The Blue LED indicates when power is applied.

4.3.2 Finding the IP Address of the RD6040 Gateway

One of the services that the RD6040 Gateway needs from the home network router is
DHCP, to obtain an IP network address. This address is also required by the user to

connect to the web server in the RD6040 Gateway. If using the Linksys as the DHCP
source, the address allocated by its DHCP server can be found as follows:

1 In aweb browser, navigate to the Linksys router (192.168.11.1) and log in. Depending
on the version of the firmware running on the Linksys, the login page will be presented
or you will need to choose the “Gateway Configuration Interface” link. Login using the
username “root” and the password “snap”.

2 Under the Status tab, select Overview and scroll down to the DHCP section. Here you
will find two or more entries. One will be the PC or tablet running the browser and the
other will be the RD6040 Gateway. Both will have an IPv4 address beginning
192.168.11. Note the address allocated to the RD6040 Gateway; this is the address to
use when communicating with the RD6040 Gateway, for example, when using a
browser. This address is referred to in the following sections as 192.168.11.x

4.3.3 Setting up the 10T Gateway Host processor in a New Kit

On delivery, the RD6040 Gateway is programmed with firmware for a JenNet-IP Border
Router. This firmware needs to be replaced with firmware for the ZigBee 10T Gateway. The
following steps describe the process which must be followed:
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1 In aweb browser, navigate to the IP address 192.168.11.x. You will see the following
screen (the “landing screen”).

[ OpenWrt - Systern - LuCl %
€ > C A [)192168.11.169/cgi-bin/luci
2 Apps [ Favourites | New Tab Google Mail - Inbox ... E Google Calendar PE Google Contacts - c...

[ JenMet-IP-BR - LuCl x

w 8

NXP Internet of Things Gateway Configuration

I JenNet-IP-BR | NXP IoT Gateway (55537) Attitude Adjustment 12.09-rcl | Load: 0.03 0.19 0.13

Authorization Required

Please enter your username and password.

Username [Ehroot |

Password (2 |

@ Reset [@Login

2 Login to the Gateway using the username “root” and the password “snap”.
You will see the “loT Gateway Configuration” screen.

|| OpenWit - System - LuCl % ¥ [Y JenMet-IP-BR - Overview - %

€ > C AN [)192168.11.169/cgi-bin/luci w8 =
2 Apps (O Favourites [ New Tab Google Mail - Inbox ... Google Calendar g Google Contacts - c...
NXP Internet of Things Gateway Configuration x B

Administration

Changes: 0

I JenNet-IP-BR | NXP IoT Gateway (55537) Attitude Adjustment 12.09-rcl | Load: 0.60 0.34 0.13

J Status |_| System |_| Services u Network |_| JenNet-IP \_I Logout |

Overview | Firewall Routes System Kernel Processes  Realtime Graphs

Status

- System

Router Name JenNet-IP-BR

Router Model JNRDE040: NXP LPC3240 / IN5168 Gateway Reference Design

Firmware Version NP 10T Gateway (55537) Attitude Adjustment 12.09-rcl / LUCI 0.11.1 Release (0.11.1)
Kernel Version 3.3.8

Local Time Thu Sep 8 15:49:18 2011

Uptime

Load Average

0h 5m 30s
0.05,0.21, 0.13

Memory

Total Available

51748 kB / 51816 kB (83%)

Free [ 43188 kB /61816 KB (69%) |

Cached [ sse0 kB / 61816 kB (13%) |

Buffered [ 0 kB / 61816 kB (0%) |
-~ Network

IPv4 WAN Status

IPVE WAN Status

Type: dhep

Address: 132.168.11.165
2% Netmask: 255.255.255.0
ethl Gateway: 132.1658.11.1

DNS 1: 192.168.11.1

Connected: 0h Sm 8=

“:' Not connected

10
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3  Select (click on) the “System” tab.

|| OpenWrt - Systern - LuCl % T [ JenNet-IP-BR - System - L %

€& > C AN [)192168.11.169/cgi-bin/luci/stok=2a45c803c43cc84cda53756efchfel91/admin/system/ w8 =
2% Apps [ Favourites [ New Tab GoogIeMaiI—Inbm(.‘. EGoogleCalendar e Google Contacts - c...

NXP Internet of Things Gateway Configuration m

I JenNet-IP-BR | NXP IoT Gateway (55537) Attitude Adjustment 12.09-rc1 | Load: 0.43 0.32 0.13 Changes: 0 Administration

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

;- System Properties

General Settings

Local Time Thu Sep 8 15:48:10 2011 [@Sync with browser
Hostname [JenNet-IP-BR |
Timezaone ‘ uTC |Z|

@Reset (@Save [ESave & Apply
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4  Select the “Backup / Flash Firmware” tab. In the “Flash new firmware image” section,
untick the “Keep settings” tick-box, and then click “Choose file”.

@ You must ensure “Keep settings” is unticked, otherwise later steps in the
installation will not work

|| OpenWit - Systermn - LuCl % ' [ JenMet-IP-BR - Backup / F %

&« C N [O 192.168.11.169/cgi-bin/luci/:stok=2a45c803c43ccB4c4a53756efchfel91/admin/system/flashops/ w8 =
2 Apps (O Favourites | [ New Tab | Google Mail - Inbox ... E Google Calendar g Google Contacts - c..
NXP Internet of Things Gateway Configuration x I

I JenNet-IP-BR | NXP IoT Gateway (55537) Attitude Adjustment 12.09-rcl | Load: 0.55 0.35 0.14

J Status u System |_| Services H Network |_| Jenhet-1F Logout |

System Administration Software  Startup  Scheduled Tasks  Time Synchronisation LED Configuration | Backup / Flash Firmware Reboot

Flash operations

Actions |

-~ Backup / Restore

Click "Generate archive” to download a tar archive of the current cenfiguration files. To reset the firmware to its initial state, click "Perform reset” (only
possible with sguashfs images).

m

Download backup: [EGenerate archive

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Choose File | Mo file chosen [EUpload archive

-~ Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep =settings" to retain the current configuration (requires an
OpenWrt compatible firmware image).

Keep settings:

Image: Choose File | Mo file chosen [EFlash image

Browse for the location of the INRD6040 Host binary file, select and then click “Open”.
In the Application Note package, the binary file is found in directory

.\Build\Host\NXP loT Gateway JNRD6040
and has filename openwrt-Ipc32xx-JNRD6040--jffs2-sysupgrade.bin.
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5 Click “Flash Image” — this will display the “Flash Firmware” page which allows you to
check the size and checksum of the image.

|| OpenWrt - Systemn - LuCl % [ JenMet-IP-BR - Backup / F %

€& = C AN [)192168.11.169/cgi-bin/luci/stok=2a45c803c43cc84cd4a53756efchbfel91/admin/system/flashops w8 =
2 Apps [ Favourites | New Tab Google Mail - Inbox ... E Google Calendar PE Google Contacts - c...

NXP Internet of Things Gateway Configuration x

I JenNet-IP-BR | NXP IoT Gateway (55537) Attitude Adjustment 12.09-rcl | Load: 0.23 0.16 0.13 Changes: 0 Administration

J Status u System |_| Services H Network |_| JenNet-IP Logout |

System Administration Software  Startup  Scheduled Tasks  Time Synchronisation LED Configuration Backup / Flash Firmware Reboot

Flash Firmware - Verify

The flash image was uploaded. Below is the checksum and file size listed, compare them with the original file to ensure data integrity.
Click "Proceed” below to start the flash procedure.

« Checksum: d35dc5ccecdddelacs233344694681a82
» Size: 15.63 MB (126.75 MB available)
« Note: Configuration files will be erased.

@Cancel [@Proceed

6 Click “Proceed” to start the memory update process. The following screen is displayed:
] = T LASETEERS = i

1 DAL - Bl Foerom _u 1 —
Lo x 192168111 d

l NXP JenMNet-IP Border Router Configuration : Y x

[rFmn0) NP Bovtles Rasiter (151865) | Load: 000 010 0,15

| | System

' Fiash Firmware

The sywtem i leshing now
i D MOT POWER OFF THE DEVICE
Nt & vy marutes urdl you tre BS regoresect . 1 mechl Ba necerisry B renaw tha addrans of your computer 1o rech U davics 858, depanded an your isthng

! DO NOT TURN OFF POWER TO THE GATEWAY UNTIL THE UPDATE
IS COMPLETE.

During the programming process the second and third LEDs from the left (yellow and red
respectively) will flash; at the end of the process the fourth LED (green) will start to flash.
This shows that the Gateway has rebooted and is communicating on the Ethernet interface.
At this point you may need to navigate to the address of the 10T Gateway (192.168.11.x)
with the browser in order to make contact with the Gateway again. If this does not work,
recheck the address of the Gateway as described in Section 4.3.2 “Finding the IP Address of
the RD6040 Gateway”.

JN-AN-1194a (v2.1) 4-Jun-2015 © NXP Laboratories UK 2015 13



ZigBee IoT Gateway - User Guide

4.3.4 Changing Serial Port and Baud Rate

The first time that the RD6040 Gateway is used as a ZigBee IoT Gateway, the configuration
file for the zigbee-jip-daemon process needs to be changed. As delivered it is set up for
using a JN5168 in a USB dongle rather than the internal IN5168. To set up the hardware to
use the internal IN5168, perform the following procedure:

1 In aweb browser, navigate to the IP address 192.168.11.x, to see the “landing screen”.

| ] OpenWrt - Systern - LuCl % ¥ [ JenMet-IP-BR - LuCl x

€ > C A [)19216811.169/cgi-bin/luci 5B =
i Apps (] Favourites | New Tab GoogIeMaiI-Ianx.‘. EGoogleCalendar PH Google Contacts - c...

NXP Internet of Things Gateway Configuration x

I JenNet-IP-BR | NXP ToT Gateway (55537) Attitude Adjustment 12.09-rc1 | Load: 0.03 0.12 0.13

Authorization Required

Please enter your username and password.

Username [Broot |

Password (2@ |

@Reset [@Login

14 © NXP Laboratories UK 2015 JN-AN-1194a (v2.1) 4-Jun-2015
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2 Login to the Gateway using the username “root” and the password “snap”.
You will see the “loT Gateway Configuration” screen.

|| OpenWrt - Overview - Lut % T [ JenNet-IP-BR - Overview - %

€& - C M [)192168.11.169/cgi-bin/luci w8 =
2 Apps [ Favourites | New Tab GoogleMaiI-Inbo)(... Goog\eCaIendar P Google Contacts - c...

NXP Internet of Things Gateway Configuration m B

I JenNet-IP-BR | NXP IoT Gateway (56957) Attitude Adjustment 12.09-rcl | Load: 0.25 0.26 0.18 Changes: 0 Administration

J Status |_| System |_| Services u Network |_| Jenhet-1F u Zigbee Gateway I_I Logout |

ewa Routes ystem Log Kernel Log Processes Realtime

Status
- System
Router Name JenNet-IP-BR
Router Model JNRDGE040: NXP LPC3240 / IN5168 Gateway Reference Design
Firmware Version NP IoT Gateway (56957) Attitude Adjustment 12.09-rcl / LUCI 0.11.1 Release (0.11.1)
Kernel Version 3.3.8 =
Local Time Thu Sep 8 15:58:55 2011
Uptime 0Oh 15m &5
Load Average 0.21, 0.25, 0.18
Memory

Total Available 52076 kB / 51816 KB (84%:)

Free | 42800 kB / 61816 KB (69%) |

Cached | sere kB s1s1s kB (15%) |

Buffered [ 0 kB / 61816 kB (0%) |
- Network

IPv4 WAN Status

Type: dhep
 Address: 192.168.11.153
% Netmask: 255.255.255.0
gth) Gateway: 192.168.11.1
DNS 1: 192.168.11.1
Connected: 0h 14m 345

IPvG WAN Status [e
"':” Not connected

Active Connections | 63/ 16384 (0%)

3 Click on the “ZigBee Gateway” tab

|| OpenWit - Overview - Lut % ' [ JenNet-IP-BR - Zigbee Gz! %

€ - C AN [)192168.11.169/cgi-bin/luci/;stok=b28e298a4dce027a4813c2dB86c51174¢c/admin/zigbee/ g @ =
2 Apps (O Favourites [ New Tab GoogIeMaiI-Inbo)(.‘. EGoogleCalendar PE Google Contacts - c...

NXP Internet of Things Gateway Configuration m

JenNet-IP-BR | NXP IoT Gateway (56957) Attitude Adjustment 12.09-rcl | Load: 0.12 0.22 0.17 Changes: 0 Administration

Status u System |_| Services |_| MNetwork: |_| Jenhet-IF |_| Zigbee Gateway Logout |

Zighee

This section allows configuration of the Zighee gateway components built into the router

@Reset (@Save [ESave & Apply
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4  Then click on the “Zigbee-JIP” tab

|| OpenWrt - Overview - Lut % T [ JenNet-IP-BR - Zigbee - JI| %

€ = C A [ 19216811.169/cgi-bin/luci/stok=b28e298a4dce027a4813c2d86c51174¢/admin/zighee/zigbee-jip-daemon/ vy B =
2 Apps [ Favourites | New Tab GoogIeMaiI-Ianx.‘. EGoogleCalendar PH Google Contacts - c...

NXP Internet of Things Gateway Configuration x

I JenNet-IP-BR | NXP IoT Gateway (56957) Attitude Adjustment 12.09-rcl | Load: 0.14 0.18 0.16 Changes: 0 Administration

J Status u System |_| Services |_| Network |_| JenNet-IP |_| Zigbee Gateway Logout |
Zigbee - JIP
Zigbee - JIP

Each zigbee-jip-daemon instance manages a connected Zigbee Control Bridge. Each daemon creates a virtual JenNet-IP network mapped to the
devices in the Zigbee network. Here the configuration of how each connected control bridge is presented and controlled can be managed.

Interfaces
Enable Serial Device Interface Mode Border router IPv6 Address IEEE 802.15.4 Channel

[dev/ttyUSBO zb0 coordinator fd04:bd3:80e8:10::1 i5 Edit Delete
f1Add

@Reset @Save [ESave & Apply

5 Edit the zb0 interface by clicking the “Edit” button

| | OpenWrt - Overview - Lut % ¥ [Y JenMet-IP-BR - LuCl ®

€ = C M [ 192168.11.169/cgi-bin/luci/stok=b28e298a4dce02724813c2d86c51174c/admin/zigbee/zighee-jip-daemon-etyy| B =
2 Apps [ Favourites | New Tab GoogleMaiI-Inbox... Goog\eCaIendar P Google Contacts - c...

NXP Internet of Things Gateway Configuration x B

I JenNet-IP-BR | NXP IoT Gateway (56957) Attitude Adjustment 12.09-rcl | Load: 0.09 0.15 0.15 Changes: 0 Administration

J Status u System |_| Services H Network |_| JenNet-IP H Zigbee Gateway I_I Logout |

Z’Ebﬁe =JIB
Zigbee - JIP

Configuration of zigbee-jip-daemon to abstract Zigbee network as JenNet-IP devices

- General Setup

Enable interface
Serial port [@ev!ttyUSBU |

1@ Specifies the serial port to which the Zigbee control bridge is connected to. Examples:
USB FTDI=/dev/ttyUSBO, LPC3240 Internal=/dev/tty TX0

Baudrate [1000000 |
@ specifies the baud rate that the Zigbee control bridge communicates at.

m

Network interface |,z_b[] |

@ Specifies the name of the network interface that will be created to host the fake
JenNet-1F networlk. Eg zb0

Zigbee Control Bridge Options

Control bridge made [Zigbee HA Coordinator (Default) =]
@ Zigbee profile / mode

1EEE 802.15.4 Channel |l5 |
(@ The 802.15.4 channel that the network will operate on

- JenNet-IP options

Virtual border router IPve address Ifi04:bd3:80e8:10::1 |

1@ 1Pv6 address that will be given to the virtual JenNet-IP border roouter. Implies the IPvE
prefix of the virtual JenNet-IP network.

|£)Back to Overview @ Reset [@Save [ESave & Apply
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5 To change the gateway to use the correct serial device and baudrate, enter /dev/ttyTX0
in the “Serial port” text box, and 921600 in the “Baudrate” text box, then click on “Save

1
and Apply
" OpenWrt - Overview - Lul % ] [ JenMet-IP-BR. - LuCl x
€« C f [ 192.168.11.169/cgi-bin/luci/;stok=b28e258a4dce027a4813c2d86c51174c/admin/zigbee/zigbee-jip-daemon-ecvy| B =

E=' Apps D Favourites |_", Mew Tab E Google Mail - Inbox ... E Goegle Calendar E Goegle Contacts - ..

NXP Internet of Things Gateway Configuration } {

J Status H System |_| Services H Network |_| Jenhet-1F L Zighbee Gateway Logout

Zighee - JIP

Zigbee - JIP

Configuration of zigbee-jip-daemon to abstract Zigbee network as JenMet-IP devices

- General Setup

Enable interface

Serial port [devittyTxo |
@ Specifies the serial port to which the Zigbee control bridge is connected to. Examples:
USE FTDI=/dev/ttyUSBEO, LPC3240 Internal=/dev/ttyTX0

Baudrate [p21600] J

@ Specifies the baud rate that the Zigbee control bridge communicates at.

m

Metwork interface [zb0 |

@ specifies the name of the network interface that will be created to host the fake
JenMet-IF network. Eg zb0

- Zigbee Control Bridge Options

Control bridge made [Zigbee HA Coordinator (Default) =]
@ Zigbee profile / mode

IEEE 802.15.4 Channel [15 |
@ The 802.15.4 channel that the network will operate on

- JenNet-IP options

Virtual border router IPvG address fd04:bd3:8028:10::1

IPvE address that will be given to the virtual JenNet-IF border roouter. Implies the [PvE
@ dd h ill b he vi | bord | h
prefix of the virtual JenNet-IP network.

|£)Back to Overview @ Reset (@ Save ([@Save & Apply

This changes the settings in the /etc/config/zigbee-jip-daemon file. This file is used at
boot-up to determine the settings of the zigbee-jip-daemon. Once changed, it does not need
to be altered again, unless it is required to return to using a JN5168 in a USB dongle.

These changes will take effect the next time the Gateway is rebooted or the zigbee-jip-
daemon is restarted (using the command “Zetc/init.d/zigbee-jip-daemon start”
when logged into the Gateway command line as shown in the following section)

4.3.5 Programming the ZigBee Control Bridge Software

It is necessary to install the ZigBee Control Bridge software in the internal IN5168 of the
RD6040 Gateway. This software binary file is built from the sources supplied with the
Application Note. See the document “JN-AN-1194 ZigBee 10T Gateway — Control Bridge” for
instructions on how to build this binary.

1 To program the binary into the JN5168, it is necessary to first transfer the binary from
the PC where it was built into a location in the filesystem of the RD6040 gateway. This
can be achieved by using the secure copy protocol (SCP), implemented in a secure
copy client such as the pscp program (other secure copy clients are available)

JN-AN-1194a (v2.1) 4-Jun-2015 © NXP Laboratories UK 2015 17
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As an example of the secure copy, we will copy the Control Bridge binary to /tmp
directory of the RD6040 Gateway at 192.168.11.169 using the pscp program from a
Windows command prompt:

C:>pscp C:\ZigbeeNodeControlBridge.bin root®192.168.11.169:/tmp
The servers’s host key is not cached in the registry. You

Have no guarantee that the server is the computer you think it is
The server’s rsa2 key fingerprint is:

ssh-rsa 1039 5b:16:4f:dd:el:8d:d4:ae:89:8a:52:31:15:cd:a0:79

IT you trust this host, enter “y” to add the key to PuTTY’s cache
and carry on connecting.

IT you want to carry on connecting just once, without adding the key
to the cache, enter “n”.

IT you do not trust this host, press Return to abandon the
connection.

Store key in cache? (y/n) y

root@192.168.11.169”s password:

ZigbeeNodeControlBridge.b | 190 kB | 190.2 kB/s | ETA: 00:00:00 |
100%

C:>

The remote end (the RD6040) verifies tthat the copy has permission to be performed by
asking for the user password (user “root”, with password “snap”) and then copies the file
to /tmp/ZigbeeNodeControlBridge.bin.

Now that the file is available on the RD6040 Gateway, it is necessary to invoke the built-
in JennicModuleProgrammer application on the RD6040 Gateway host to program the
firmware into the JN5168.

Log in to the RD6040 Gateway using a terminal emulator (here we are using Tera
Term) as user “root”, password “snap”

rTv.=_~ra Term: Mew connection @
@ TCR{IP Nt 1 92.168.11.169 -
J| History
Service: ) Telnet TCP portt: 22
@ 55H 55H version: |S5H? -
Oth ———
er Protocol: |UNSPEC -
Serial COM3: Intel[R] Active Management Te
[ oK l | Cancel | | Help |

During the connection process to the IP address, if TeraTerm does not have the key or
does not know about the Gateway (which will be the case the first time you connect or
after the Host firmware has changed), it generates a warning asking if you trust the
connection and gives the option of saving the key — you may optionally save the key by
ticking the “Replace...” check box. Then click “Continue”.
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SECURITY WARMIMG

Your known hosts list has an entry for the server
"192,168.11. 169", but the machine you have contacted
has presented a DIFFERENT KEY to the one in your
known hosts list, A hostile machine may be pretending to
be the server.

If you choose to add this new key to the known hosts list
and continue, then you will not receive this warning
again.

The server's host key fingerprint is:
d3:89:ch:f1:95:61:e0:94:4c:d5:df: 5a3:91: 4e:d%:ab

=

+—[ RSA 1040]———+ -
o+o. . +
oo, .=
o .o.0
+ oo oo
+ S o .0
.+ E.
o

[ Replace the exist key with this new key

Continue

55H Authentication
Logaging in to 192,168, 11, 169

Authentication required.

User name: root

Passphrase: wews|

@) Use plain password to log in

IUse rhosts to log in (S5H1)

[T}
H

I Use Pageant

T Use RSADSA key tologin | Priv

Remember password in memary

[| Forward agent

m

m
I=h

“ 1 Use challengefresponse to log infkeyboard-nteractive)

Ok

] I Disconnect
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The following screen will be displayed

i )

L+ 192,168.11.169:22 - Tera Term VT = =R ==

Eile Edit Setup Control Window Resize Help

BuzyBox 1.19.4 (2013-04-16 12:16:24 BST) built-in shell [aszh)
Fnter “help” for a list of built-in connands.

]
ATTITUDE ADJUSTHEMT (Attitude Adjustnent, v354000

# 174 oz Modka Pour all ingredients into nixing
* 174 oz Gin tin with ice, strain into glaszs.
¥ 174 oz Anaretto

¥ 174 oz Triple sec

# 174 oz Peach zchnappz

* 1/4 oz Sour nix

# 1 zplash Cranberry juice

rootB7 igheaz 4 ]

The JennicModuleProgrammer tool is located in the /usr/bin directory; change directory
to /usr/bin using the command

cd Zusr/bin

In order to program the module firmware successfully, no other programs must access
the serial link between the Host and the JN5168. In normal operation the zighee-jip-
daemon process is using the link to communicate between the two devices. Stop the
daemon using the command

/etc/init.d/zigbee-jip-daemon stop

To program the firmware into the JN5168, invoke the JennicModuleProgrammer by
typing
JennicModuleProgram.sh /tmp/ZigbeeNodeControlBridge.bin
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The following screenshot shows this sequence of commands and the associated output

L 192.168.11169:22 - Tera Term VT =N ol =<

Eile Edit Setup Control Window Resize Help

-

oot@Janbet-IP-BR: /4% cd fusrrbin

oot@Jenbet -IP-BR: fusrrbind fetcd init .dfzighee-j ip-daenon ztop
illall: zighee-jip-daenon: no process killed

oot @Jenlet -IP-BR: fusrrbind JennicHoduleProgran.sh #tnp/sZ igheeNodeCont rolBr idge.bin
etting boot Inader noda

ezatt ing chip

enn ichoduleProgranner Mavs ion: 0.6 (v54959]

etected Chip: Unknoun

AC Address:  00:15:80:00:00:36:01:AR

razing:  100%

viting Progran to Flash

riting:  100%

erifuing Progran in Flash

erifying: 100%

uCcess

atting run Hodae

ezett ing chip

oot@Tanlet - IP-BR:fusrrbind

At this point, the binary file has been programmed into the JN5168 and has been verified to
be correct, and the JN5168 has been restarted. For the Gateway to be used, the zigbee-jip-
daemon process (which was stopped prior to the programming operation) needs to be
restarted using the command

/etc/init.d/zigbee-jip-daemon start

4.4 Common Set-up Operations

The following sections describe operations which are common to both the Linksys
WRT160NL and NXP RD6040 IoT Gateway platforms. In the descriptions, IP addresses
refer to the Linksys hardware. When using the RD6040 hardware, replace the address
192.168.11.1 with the appropriate value (192.168.11.x) found in section 4.3.1 “Connecting
the RD6040 Gateway”. The addresses where substitution is required are marked
“192.168.11.1 (x)”

4.4.1 Setting up the ZigBee Network

The default 802.15.4 channel built into the ZigBee loT Gateway node binary is channel 15.

1 Switch on the Gateway (Linksys Router with the dongle plugged into the USB socket or
RD6040 Gateway hardware). After the hardware has booted, navigate to the landing
page at 192.168.11.1(x) and click on the “Gateway Configuration Interface” link.

Login to the Gateway using the username “root” and the password “shap”.

On the “Gateway Configuration” screen select the ZigBee Gateway tab.
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[ OpenWrt - Overview - Lut %

& & C |[3192168.111/cgi-bin/luci e =
4 6man Status Pages [ Favourites | New Tab [“] Google Mail - Inbox ... m Google Calendar g Google Contacts - c...
-
NXP Internet of Things Gateway Configuration w
I OpenWrt | NXP IoT Gateway (54723) Attitude Adjustment 12.09-rc1 | Load: 0.21 0.12 0.07 Changes: 0 Administration
J Status || System || Services H Network || Jenhet-IF H Zighee Gateway ‘ | Logout |
Overview irewa Routes rstem Log Kernel Log Pro s Realtime =

Status
- System
Router Name CQpenWrt
Router Model Linksys WRT160NL |4
Firmware Version NXP IoT Gateway (54723) Attitude Adjustment 12.09-rc1 / LuCI 0.11.1 Release (0.11.1)
Kernel Version 3.3.8
Local Time Thu Sep 8 18:59:34 2011
Uptime Oh 9m 43s
Load Average 0.19,0.11, 0.07
Memory
Total Available [ 13904 kB / 23340 kB (47%) |
Free [ 2480 kB /29340 kB (8%) |
Cached | 8528 kB/ 23340 kB (23%) |
Buffered | 2895 kB / 23340 kB (3%) |
i Network -

2  Select the ZigBee-JIP tab.

= = [ 192.068.1 1.1 g binTucisstak =¢ 8401 509015306004 7M1 b 706837 284 e/ admin/fighee/sighee-jip-daemon) iy B
B o Benae Status Pages [T Favourites | Mew Tab P Google sl - Inbon .. [T Google Calendar Y] Google Contaces - ¢

NXP Internet of Things Gateway Configuration w

Open'dit | NP loT Gatoway [ 54723) Attiede Adpostment §2.09-rcl | Load: 1.30 1.08 1.07

| Zigbea - 2P d

Zigbee - JIP

Each zigbea-ip-daseman instance manages a connected Zighee Control Bridge. Each daemon oreates a virtual Jeniet-IF network mapged (o the
davices in the Zigbes network. Here tha configuration of how each connacted controd bridge i presented and controlled can be managed.

Interfaces
Enalle  Serial Device Interlace Hade Border router IPvE Address 1EEE 802.15.4 Channel

¥ e/ ey SR zhi Cocrdinator 01 bdly 20eB1 10201 15 Edit Delete
T A

ORusel OSaw ESae & Apgly
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From here we can edit the settings of the ZigBee Control Bridge by clicking on “Edit”.

_

- | [ 192.168.1 1. /cgi-k k= B401 S5 711 b
B enae Status Pages [ Favountes Hew Tab [ Google ball - Inbox .. [I] Google Calendsr Y] Google Conbaces - c..

NXP Internet of Things Gateway Configuration x

| memus || Srmtem || Services || tetwocc || Juntier 12 | Zigbee Gateway | Logout |
[ Zigben - 18 |

Zigbee - JIP

| Configuration of zighee-jip-dasmon to abstract Zighes netwark ag Janiet-1P devices

General Setup

Enable mterf e L

Seriall port [@eanUSED ]
& Spackes the sann | part 1o which the Dgkes camrel Bridon it conrected to. Examples:
USE FIDL=/daw/myUSas, UPCIZ40 Interrale, dev X0

Hetwork interface k=0 ]
o Spacifies the reme of the retwork nterface that will ba crested to host the fake JanMet-

1# network, B b0

Zigbes Control Bridge Oplions

Contral bridge made [Zighes HA Cocedinater Datauk) =]
G Zighes profile | mode

IEEE B02.15.4 Channel B |
i The BO2.15.4 charne! that the network wil cperate on

JenNaet-IF options

virtual border router [Pe6 address TR |
1Fu6 address that will be grven to the virtual JenMet-17 border ropuber. Implies the IFvS
prefig of the virtual Jendiet-17 natwork:

a=Back 10 Overdea SRei SSaem il Save & Apply

4.4.2 Changing the Operating Mode

In the ZigBee Control Bridge Options section we can select the mode of operation of the
Control Bridge.

Click on the drop-down menu and select the required mode (ZigBee HA Coordinator, ZigBee
LL Router or the combined ZigBee HA + LL Router).

4.4.3 Changing the ZigBee Channel

The 802.15.4 channel to be used can also be selected. Type the channel number in the
“IEEE 802.15.4 Channel” text box.

Note that ZLL devices operate primarily on channels 11, 15, 20 and 25, so if using ZLL
devices or a mix of ZLL and ZHA devices in the network, one of the ZLL channels should be
selected. ZHA-only networks can use any channel between 11 and 26.

The default setting for the ZigBee network is channel 15. Note also that channels 15, 20 and
25 lie in the gaps between Wi-Fi channels 1, 6 and 11; good practice is to select a 802.15.4
channel well away from the channel selected for the Gateway Wi-Fi network (if enabled or
supported) to minimise interference. Selection of a low value for the Wifi tab Transmit Power
setting (e.g. 3mW / 5dBm) will also help to reduce interference (see Section 4.1.2 “Setting up
a Wi-Fi Connection” on how to change the transmit power setting on hardware which
supports Wi-Fi).
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4.4.4 Saving the Settings
Click on “Save & Apply” to make the changes to the Gateway processor configuration.

The ZigBee Control Bridge stores its settings internally and updates them only when reset by
the Host processor of the Gateway/Router. Therefore, we need to reset the Control Bridge
to make the above changes take effect.

4.4.5 Resetting the Control Bridge to Update Settings

1 Navigate to the landing page of the Gateway at 192.168.11.1(x) and click on the “JIP
Browser” link.

- = | B S
== [ NXP IoT Browser * \
€& > C AN [1192.168.11.184/Browserhtml#tab_networks ol =

x loT Browser Border Routers

Border Router Selection
fd04:bd3:80e8:10::1 ¢

© Add

Q Discover Network(s)

JIP Browser version 2.1
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2 Under the list of “Available Border Routers”, if the Gateway is operating correctly there
should be one entry corresponding to the JN5168 USB dongle or internal JN5168 in the
RD6040 Gateway. Click on this link to display the network page for this device.

r I (= [ [t
i‘j‘"& /[ MXP IoT Browser ®
| S

€& - C N [4192.168.11.184/Browserhtml#tab_devices

NP T Browser e

Discovered 2 devices

Virtual Border Router fd04:bd3:80e8:10::1

Control Bridge fd04:bd3:80e8:10:15:8d00:36:1c4

JIP Browser version 2.1

3  We need to change settings in the Control Bridge, so click the link.

.
=R

.'J ' N

5 ;‘ /[ NXP IeT Browser x \_ \

€&« - C A [1192.168.11.184/Browserhtml#tab_mibs e

m‘ 3 loT Browser Border Routers Devices “

Node fd04:bd3:80e8:10:15:8d00:36:1c4
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DevicelD FFFFFFO4
ControlBridge FFFFFDO1

JIP Browser version 2.1
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4  Click the ControlBridge link to reach the configuration page of the Control Bridge.

-— | MXP IoT Browser x

[ €« C M [1192.168.11.184/Browserhtml#tab_vars

} : loT Browser _5-:: rder Devices MIBs
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Mib "ControlBridge" on Node: fd04:bd3:80e8:10:15:8d00:36:1c4

..
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1%
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7

]

FactoryReset

0 Set | MulticastSet | Refresh
l PermitJoining

0 Set | MulticastSet | Refresh

Touchlink

0 Set | Multicast Set | Refresh

| JIP Browser version 2.1

To reset the Control Bridge, select the “FactoryReset” box and type ‘1’ (any value can be
used). Click the “Set” button in the “FactoryReset” line to initiate the reset and update the
settings of the Control Bridge. During the reset operation, the LEDs on the USB dongle will
flash twice and then remain on to indicate that the reset has completed.

4.5 Setting up the Nodes

The demonstration requires the DR1174 Carrier Boards supplied with the IN516x-EK001
Evaluation Kit to be configured as Lights which can be controlled. Each Carrier Board
therefore needs to be fitted with a DR1175 Lighting/Sensor Expansion Board. This is the
configuration in which three of the Carrier Boards are supplied in the Evaluation Kit.

Set the jumpers for battery, USB or power supply operation according to how the Carrier
boards will be powered during the demonstration. See the JN516x-EK001 Evaluation Kit
User Guide (JN-UG-3093) section 1.3.2.1 for details of the jumper settings.

Plug the Lighting/Sensor Expansion Boards into the Carrier Boards as shown in the JN516x-
EKO001 Evaluation Kit User Guide.

4.5.1 Programming the ZigBee Device Binaries

Depending on which type of device and ZigBee network configuration you are
demonstrating, you will need to program each Light with the appropriate binary, either:

e ZigBee Home Automation monochrome dimmable light
(DimmableLight_JN5168 DR1175.bin) or

e ZigBee Light Link extended color light
(Light_ExtendedColorLight_JN5168_DR1175.bin).

These binaries are supplied in the Demo Binaries directory of the Application Note
package. They must be programmed into the devices using a JN51xx Flash programming
tool, such as the one provided within BeyondStudio for NXP and described in the
BeyondStudio for NXP Installation and User Guide (JN-UG-3098).
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5 Commissioning Devices to the ZigBee Network

5.1 Classical Join

Classical ZigBee joining is the standard method of joining a device to a ZigBee network,
relying on the presence of a ZigBee Coordinator. The Gateway supports classical joining
with the “ZigBee HA Coordinator” and “ZigBee HA + LL Router” modes. These modes can
be selected as described in the sub-section “Changing the Operating Mode” in Section 4.4.1
“Setting up the ZigBee Network”.

The following instructions assume that the Operating Mode has previously been set to
support classical joining. To use the classical joining process to add a device into the
ZigBee network, it is necessary to perform the following steps.

First the Control Bridge must be put into the “Permit Joining” state, performed as follows.
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1. Navigate to the landing page of the Gateway at 192.168.11.1(x) and click on the “JIP
Browser” link.

[ (= [© fmiem
¢'J""'} /[ NXP IoT Browser x D'—_

| € 2 C A [)192.168.11.184/Browserhtml#tab_networks 97 =

! w loT Browser Border Routers

Border Router Selection

LY

fd04:bd3:80e8:10::1

© Add

! Q Discover Network(s)

JIP Browser version 2.1

2. Under the list of “Available Border Routers”, if the Gateway is operating correctly there
should be one entry corresponding to the USB dongle. Click on this link to display the
network page for this device.

[ JE— --
i‘J [ MXP IoT Browser

= C A [1192.168.11.184/Browserhtml#tab_devices

m.:j |°T Browser sorderrenes

Discovered 2 devices

Virtual Border Router fd04:bd3:80e8:10::1

Control Bridge fd04:bd3:80e8:10:15:8d00:36:1¢c4

)

JIP Browser version 2.1
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3. We need to change settings in the Control Bridge, so click the “Control Bridge” link.

= [ MXP IaT Browser * .."'\
| €« C A [} 192168.11.184/Browser.html#tab_mibs 7 =
[ } { loT Browser Border Routers Devices MIBs
|
Node fd04:bd3:80e8:10:15:8d00:36:1c4

Node
N

Groups

DevicelD

ControlBridge

JIP Browser version 2.1

4. Click the “ControlBridge” link to reach the configuration page of the Control Bridge.

= [ NXP IoT Browser % .."'\
| [ = C A [1192.168.11.184/Browserhtml#tab_vars e =
} { loT Browser Border Devices MIBs
Routers
Mib "ControlBridge" on Node: fd04:bd3:80e8:10:15:8d00:36:1c4
[
FactoryReset
0 Set | Multicast Set | Refresh
[ PermitJoining
0 Set | Multicast 8et | Refresh
Touchlink
0 Set | Multicast 8et | Refresh
JIP Browser version 2.1

5. To enable Permit Joining, select the “PermitJoining” box and type in the number of
seconds for which the Gateway should allow devices to join (the joining window). Click
the “Set” button in the “PermitJoining” line to open the joining window. Note that a value
of 255 is interpreted as permanently enabling Permit Joining, allowing devices to join at
any time without needing to perform this operation again.

6. Apply power to the device to be joined to the network, and perform a “FactoryNew”
reset by pressing the button marked DIO8 (next to the JN5168 module on the Carrier
Board) together with the RST (Reset) button (on the opposite side of the board).
Release the RST button followed by the DIO8 button to perform the operation which
removes any previous joining information from the non-volatile memory on the device.
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For a Control Bridge programmed in a USB dongle, the LEDs indicate the following states
and conditions:

o When a network has been formed by the ZigBee node but is not allowing devices to
join, the red and green LEDs are illuminated.

¢ When the Permit Joining window is active, the red LED on the USB dongle flashes
once per second and the green LED is off.

¢ When the Control Bridge receives a join request, the red and green LEDs flash
alternately for 2 secs to indicate that a device is joining. The LEDs returns to flashing
once per second while the Permit Joining window is active.

For the RD6040 hardware, the right-most (red) LED indicates the following states and
conditions:

¢ When a network has been formed by the ZigBee node in the Gateway but is not
allowing devices to join, the LED is lit.

¢ When no network has formed the LED is off.
¢ When the Permit Joining window is active, the red LED flashes once per second.

¢ When the ZigBee node receives a join request, the red LED flashes rapidly (every half-
second) for 2 seconds to indicate that a device is joining. The LED returns to flashing
once per second while the Permit Joining window is active.

Once the device has joined the network, its presence can be observed on the Network page
of the JenNet-IP Browser.

g — | B |
==~/ [% NXPIoT Browser * .'\\ - — -
&« C A [3192.168.11.184/Browser.html#tab_devices i —

|
| . ]

| H loT Browser Border Routers Devices

|

Discovered 3 devices

Virtual Border Router
Control Bridge

Colour Lamp 24D3

* JIP Browser version 2.1

Here we see that there a new device joined to the network. To differentiate between the
individual devices, the device names are annotated with the 16-bit network address that they
have been allocated in the network. Note also, that the lower 64 bits of the IPv6 address
associated with the node (shown on the right) is the full 64 bit MAC address of the device.
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5.2 Touchlink Join

Touchlink is a commissioning process which is supported only in ZigBee Light Link, and is
described in the ZigBee Light Link User Guide (JN-UG-3091). To use Touchlink joining to
add a device into the ZigBee network, the Gateway must be in either the “ZigBee LL Router”
or “ZigBee HA+LL Router” mode. These modes can be selected as described in

Section 4.4.2 “Changing the Operating Mode”".

The devices to be added must be ZLL devices. Make sure that the ZLL binary has been
installed in the devices to be used (for example the DR1174 Carrier Boards from the
Evaluation Kit). If necessary, reprogram the boards using the procedure described in
Section 4.5.1 “Programming the ZigBee Device Binaries”.

The Touchlink process relies on the device to be added to the network being within a few
centimetres of the Touchlink source (in this case the USB dongle or internal JN5168). It will
be easier to bring the device close to the Gateway if it is powered by batteries rather than an
external power source such as a PSU or USB connection to a PC. If it is intended to power
the devices by batteries, refer to IN516x-EK001 Evaluation Kit User Guide (JN-UG-3093) for
details of the jumper settings.

The following instructions assume that the Operating Mode has previously been set to
support Touchlink joining.

To initiate Touchlink joining, use the following procedure.
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1. Navigate to the landing page of the Gateway at 192.168.11.1(x) and click on the “JIP

Browser” link.

-
r
5 [ NXP IoT Browser

i

» -

o

€« > C A [1192.168.11.184/Browserhtml#tab_networks

o =

w loT Browser Border Routers

Border Router Selection

fd04:bd3:80e8:10::1

Q Discover Network(s)

JIP Browser version 2.1

LY

© Add

2. Under the list of “Available Border Routers”,

if the Gateway is operating correctly

there should be one entry corresponding to the USB dongle or internal JN5168.
Click on this link to display the network page for this device.

)

— --
i‘J [ MXP IoT Browser

1 i

= C A [1192.168.11.184/Browserhtml#tab_devices

NG

loT Browser

Discovered 2 devices

Virtual Border Router

Control Bridge

JIP Browser version 2.1

fd04:bd3:80e8:10::1

fd04:bd3:80e8:10:15:8d00:36:1c4
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3. Itis necessary to change settings in the Control Bridge; click the "Control Bridge” link.

T o
= [ NXP IoT Browser x \
&« C A [}192.168.11.184/Browserhtml#tab_mibs w =
} { loT Browser Border Routers Devices MIBs
Node fd04:bd3:80e8:10:15:8d00:36:1c4

Node FFFFFFOO

Groups FEFFFFO2

DevicelD FFFFFFO4

ControlBridge FFFFFDO1

JIP Browser version 2.1

4. Click the “ControlBridge” link to reach the configuration page of the Control Bridge.

= [ NXP IoT Browser %\
[ = C A [1192.168.11.184/Browserhtml#tab_vars e =
Routers
Mib "ControlBridge" on Node: fd04:bd3:80e8:10:15:8d00:36:1c4
FactoryReset variable Index O
0 Set | Multicast Set | Refresh

PermitJoining variable Index 1

0 Set | Multicast 8et | Refresh
Touchlink variable Index 2
0 Set | Multicast 8et | Refresh

JIP Browser version 2.1

5. Touchlink can be performed at any time on a ZLL device, and uses proximity as a
means of selecting the device to be joined to the network. During a Touchlink
operation, the transmit power of the initiator (in this case the Gateway) is reduced so
that the Touchlink process will only operate over a short distance.

At this point, bring the device to be Touchlinked within a few centimetres of the
Gateway dongle.

6. Initiate Touchlink on the Gateway by setting the Touchlink field to a non-zero value.
Select the Touchlink box and type ‘1’. Click the Set button in the entry to initiate the
Touchlink operation on the Gateway.
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If the Touchlink operation is successful, the device will perform an “identify” action to show it
has joined the network. On the ZLL Extended Color Light, this is indicated by the LED
turning red and then back to white. Now the device has joined the network, its presence can
be observed on the Network page of the JenNet-IP Browser.

If the device fails to Touchlink correctly, perform a “Factory New” reset by pressing the DIO8
and RST buttons together, then release RST followed by DIO8 and try again.

6 Controlling ZigBee Devices

After devices have been successfully joined to the network, we can attempt to control them.
This will be done through the SmartDevices web pages.

1. This is reached by clicking the “JIP SmartDevices” link on the landing page, or
navigating directly to http://192.168.11.1(x)/SmartDevices.html. The initial page
looks very similar to the JenNet-IP Browser:

r S RS W — o
gy v B R Ll_lél
- [ NXP Smart Devices x |

£r
m

| [ = C A | [)192.168.11.184/SmartDevices.html#tab_networks

| MO smartDevces Ce=r]

Border Router Selection
‘ fd04:bd3:80e8:10::1 Ui

© Add

' Q Discover Network(s)

Smart Devices version 2.2
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2. Initiate discovery of the the networks by clicking “Discover Network(s)”. This
automatically brings up the Global Control page; however, to control individual
devices it is necessary to click on the “Individual Control” tab.

- J [ MXP Smart Devices %\

Pt
n

« C' A [ 192168.11.184/SmartDevices.html#tab_lighting_individua
} { Smart Lighting Global Groups m Scenes {3} Settings ~

Control 1 lighting devices individually

Colour Lamp 24D3

192.168.11 184/SmartDevices.htmiZtab_lighting_individual Smart Devices version 2.2

Entries are shown corresponding to the devices in the network.
Each entry allows the light to be switched on and off by clicking the “On” and “Off” buttons.

The brightness of the light can be set by clicking within “Level” strip. The brightness level
increases the further to the right that the strip is clicked, with maximum brightness at the
right-hand end.

If the light is switched off and then on again, it returns to its previous brightness setting.

If the light is turned off and then the brightness strip is clicked, the light turns on to that
brightness.

The devices in this network are all ZLL Extended Color Lights, denoted by their name and
also the colour wheel and colour temperature buttons. The colour of a ZLL Extended Color
Light can be adjusted to any supported hue / saturation. The colour temperature of a ZLL
Extended Color Light can be adjusted to any supported temperature. If the device does not

support these functions, the corresponding buttons will not appear in “individual” control, but

will always appear in global and group control. Using these controls for devices that do not
support the commands will have no effect.
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6.1 Colour Control

Click on the colour wheel button of the device whose colour is to be changed.

The following display appears, consisting of an enlarged colour wheel:

. 1 g:-&g
S / [ MXP Smart Devices x \ oy I
€ = C # |[1192168.11.184/SmartDeviceshtml#tab_lighting_individual w =

Change Colour

Start Loop Stop Loop

The colour wheel allows the control of two parameters, hue and saturation. Hue is
essentially the colour required, while saturation determines how intense the colour will be.
Hue is controlled by moving around the colour wheel, while saturation is set along the radius;
as can be seen, colours become more intense (i.e. saturated) the closer to the
circumference of the wheel they are. White is at the centre of the wheel.

Clicking on a position within the wheel will adjust the light to the selected colour. Selecting
one colour followed by another will initiate a transition from the original colour to the new
one. The transition is made by traversing the colour wheel in a clockwise direction; this
means that if red is the initial colour and then blue is selected, the colour will change in the
order red-yellow-green-cyan-blue during the transition.

@ This transition is implementation-dependent and may differ for ZLL Color
lights from other manufacturers.

ZLL Extended Color lights also support “color loop” which means the device will cycle
through colors around the hue circle in a clockwise direction. Clicking on the “Start loop”
button will begin the loop, and “Stop loop” terminate it.

To terminate colour adjustment, click on the “Close” button.
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6.2 Colour Temperature Control

Click on the colour temperature button of the device whose colour temperature is to be
changed.

The following display appears, consisting of an enlarged colour temperature scale:

S [ NXP Smart Devices 2\ WP ———
€ - C f |[119216811.184/SmartDevices html#tab_lighting_individual 9% =

Colour Temperature

Clicking on a position within the color temperature scale will adjust the light to the selected
colour temperature. Selecting one colour temperature followed by another will initiate a
transition from the original colour temperature to the new one. If a color temperature is
selected which is outside of the device’s capabilities, the light will move to the nearest color
temperature that it is capable of.

@ This color temperature behaviour is implementation-dependent and may
differ for ZLL Color lights from other manufacturers.

To terminate colour temperature adjustment, click on the “Close” button.

7 Controlling Groups of Devices

The demonstrator allows devices to be assigned to groups, the members of which can be
controlled together. This is to allow all devices in a particular logical group to be controlled
by the same command; a group might be set up to control all the lights in the living room of
the house, or perhaps all colour lights in a particular area.
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7.1 Global Group

When a light joins the network it is automatically put into the Global group.

The Global group is controlled from the “Global Control” page in the Smart Devices page.
To enter, click the “Global Control” button

=7 / [ MXP Smart Devices %\

Pt
n

€« C A [0 192168.11.184/SmartDevices.html#tab_lighting_globa

} { Smart Lighting Global Groups ndividual Scenes {3} Settings ~

Control 1 lighting devices simultaneously

All Devices

Smart Devices version 2.2

e —— = = -— ———

Here only one entry is available, which controls all devices. Clicking the “On” or “Off”
buttons switches all the lights on or off and clicking on the brightness control strip results in
all the lights moving to that level.

Clicking the brightness strip when all the lights are off switches them all on to that level.
Switching the lights off and then on again returns them all to the previous brightness setting.

To control the colour or colour temperature of any capable devices present in the network,
there are also colour wheel and color temperature buttons.

7.2 Other Groups

In addition to the Global group, two others have been defined called Hall and Lounge. It is
not currently possible to create further groups in the Smart Devices browser pages.

7.3 Adding a Device to a Group

1. To add a device to a group, we need to return to the JenNet-IP Browser pages at
http://192.168.11.1(x)/Browser.html .

2. Select the Network tab to show the list of devices in the network.
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3. Click on the device to be added to the group. This will bring up a list of MIBs, most of
which are used in JenNet-IP systems and are not used by ZigBee devices.

= [ MXPIoT Browser x |\

m@ﬂ

<« C f | [4192.168.11.184/Browser.html#tab_mibs

Border Routers Devices

b 4 loT Browser

Node fd04:bd3:80e8:10:15:8d00:35:d244
Node

JenNet
Groups
OND
DevicelD
NodeStatus

NodeControl

NwkStatus

ol =

153

4. Click on the “Groups” entry. This takes us to the Group control page for this device.
Adding a device to a group consists of adding the particular group address to the
group table in a device, meaning that when the device sees this address in a
command message it knows it must respond.

- T e eem—

S —— — S
Yy S v B G— — e —
="/ [ NXPIoT Browser X N e—
€« C A [} 192.168.11.184/Browser.html#tab_vars 92 =
}H{ loT Browser Border Routers Devices MIBs
Mib "Groups" on Node: fd04:bd3:80e8:10:15:8d00:35:d244
Groups variable Index 0
Row Data Refresh
0 0x15100f
AddGroup e Inde
0x00 Set | MulticastSet | Refresh
RemoveGroup e 2
0x00 Set | MulticastSet | Refresh
ClearGroups Variable Index 3
0 Set | MulticastSet | Refresh
JIP Browser version 2.1

The Groups table shows one entry in row 0, 0x15f00f. This indicates that the first
entry in the group table (Index 0) contains the group address 0x15f00f, which is the
address of the “All Devices” or Global group.

The Hall group address is 0x15a00a and the Lounge group address is 0x15b00b.
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5. To add the device to the Hall group, select the “AddGroup” box and enter the value
0x15a00a and click “Set”.

6. To check that the group address has been added to the group table, click “Refresh”
on the Groups entry. There should now be two entries, the Global address in row 0
and the Hall address in row 1 of the table.

=ARCN X
- [ MXPIoT Browser x \
C # [)192.168.11.184/Browser.html#tab_vars S d
Mib "Groups" on Node: fd04:bd3:80e8:10:15:8d00:35:d244
Groups
Row Data Refresh
0 Ox15f00f
1 Ox15a00a
AddGroup
0x15a00a Set | Multicast Set | Refresh
RemoveGroup
0x00 Set | MulticastSet | Refresh
ClearGroups
0 Set | MulticastSet | Refresh
JIP Browser version 2.1

7.4 Controlling the Group

On the SmartDevices “Group Control” page, switch the device on and off by clicking the “On”
and “Off” controls of the Hall group. Adjust the brightness of the device using the Hall group
brightness control. Notice that it is unaffected when the Lounge group controls are used.
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7.5 Removing a Device from a Group

1 Inthe “Groups” MIB page for the device in the Browser web pages, type the address of
the group to be removed in the “RemoveGroup” text box, (e.g. 0x15a00a) and click
“Set”. Check that the operation is successful by clicking “Refresh” on the Groups entry,
which should leave only the Global group entry displayed

TN S| B ]
== | [ NXPIoT Browser x '\
€« C & [} 192.168.11.184/Browser.html#tab_vars =
x loT Browser Border Routers Devices MIBs
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RemoveGroup Variable Index 2
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ClearGroups Variable Index 3
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JIP Browser version 2.1

2  All entries (except the global group) can be removed from the device Group table by
entering any value in “ClearGroups” and clicking “Set”
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JIP Browser version 2.1
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8 Using Scenes

8.1 What is a scene?

Scenes are a refinement of the idea of groups. Groups allow the use of a single command
to control multiple devices (which are members of a particular group) and set a common
parameter to the same value. Scenes enhance group control by allowing the common
parameters in a group of devices to be set to a different value per device, which are then
stored related to a scene identifier. At some time in the future these values can be recalled
across all the devices by issuing a go-to-scene command containing the scene identifier.

As an example, consider a living room where, if you are watching a movie, you want to dim
the lights around the TV but leave one at half brightness next to the door. You can define a
scene for watching movies. When this is selected, the lights are set to the values
determined by the scene. Each light remembers its brightness value for a particular scene
identifier. Scenes are not limited to controlling lights — part of the movie scene might be to
lower a projection screen.

In the demonstration, there are four pre-defined scenes available in the Smart Devices web
pages: Home (0xa00a), Away (0xb00b), Movie (0xc00c) and Reading (0xd00d). Currently it
is not possible to create further scenes in this release of the demonstration.

Scenes operate by broadcasting the “Goto scene” command to devices subscribed to a
group address. In ZigBee, scenes may be defined for any group of devices (e.g. Lounge,
Hall etc.). The scenes defined in the demonstration operate on the All group (0x15f00f). In
any scene implementation, the devices which are part of that scene must be members of the
group used by the scene. In the demonstration, this means that devices must remain
members of the All group (into which they are added automatically at the time of joining the
network). If group membership of a device is changed, either by deleting the All group from
its group table or clearing the group table, scenes will not work. If the All group is removed
from the group table of a device, scenes which were previously working can be re-enabled
by restoring the All group into the group table.

8.2 Adding a Device to a Scene

1 Inorder to add a device to a scene, we need to return to the JenNet-IP Browser pages
at http://192.168.11.1(x)/Browser.html

2  Select the Network tab to show the list of devices in the network.
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3 Click on the device to be added to the scene. This will display a list of MIBs, most of
which are used in JenNet-IP systems and have no effect for ZigBee devices.

==/ [ MXPIoT Browser x ‘\\

M e

Node fd04:bd3:80e8:10:15:8d00:35:d244
Node FFFFFFO0

JenNet FFFFFFO1
Groups FFFFFFO2
OND
DevicelD FEFFFF04
NodeStatus FFFFFESO

NodeControl FFFFFER?

NwkStatus FFFFFESS

&« C A [1192.168.11.184/Browserhtml#tab_mibs 2 =

4  Select the “BulbScene” entry:

T B 1 o | B
== / [ NXPIoT Browser x|
€« C & [} 192.168.11.184/Browser.html#tab_vars =
x loT Browser Border Routers Devices MIBs
Mib "BulbScene" on Node: fd04:bd3:80e8:10:15:8d00:35:d244
AddSceneld Variable Index 0
o Set | MulticastSet | Refresh
DelSceneld Variable Index 1
0 Set | MulticastSet | Refresh
Sceneld Variable Index 2
Row Data Refresh
SceneMode Variable Index 3
Variable is disabled Refresh
SceneLumTarget Variable Index 4
Variable is disabled Refresh
JIP Browser version 2.1

When a light is added to a scene, it retains the state and brightness values that it is
currently set with. When the scene is replayed, it will use these values to return to the
scene state.
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6 To add a device to a scene, we add use “AddSceneld”. For example, to add the
settings of this light to the Home scene, we add the Home sceneld 0xa00a to the scene
table:

a) Inthe “AddSceneld” text box enter the sceneld Oxa00a and click “Set".

b) To show that it has been added to the scene table of the device, click “Refresh” on
the “Sceneld” entry.

=NECH X

==/ [} NXPIoT Browser %\

€« C & [} 192.168.11.184/Browser.html#tab_vars =

m
@

} { loT Browser Border Routers Devices M

Mib "BulbScene" on Node: fd04:bd3:80e8:10:15:8d00:35:d244
AddSceneld

0xa00a Set | MulticastSet | Refresh

DelSceneld

0 Set | MulticastSet | Refresh
Sceneld

Row Data Refresh

0 0x0a

SceneMode

Wariable is disabled Refresh

SceneLumTargst

Wariable is disabled Refresh

JIP Browser version 2.1

The Sceneld table now contains the value 0x0a in row O.

8.3 Controlling Devices using Scenes
To show that a device has been added to a scene:

1 Place all the devices in the network into a particular state using the Global Control page
controls in the Smart Devices web pages.

2 Navigate to the “Scene Control” page and click the “Home” scene control. Observe that
the device (which was added to the Home scene above) changes state.
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8.4 Removing a Device from a Scene

A device can be removed from a scene so that it no longer responds to the particular go-to-
scene command in the following way:

1 Using the device which was previously added to the Home scene, navigate to the
“BulbScene” MIB page for the device in the Browser web pages.

2  Type the Sceneld of the scene to be removed in the “DelSceneld” text box, (e.g.
Oxa00a) and click “Set”.

3  Check that the operation is successful by clicking “Refresh” on the Sceneld entry, which
should result in an empty table.

=ARCN X
- [ MXPIoT Browser x 3
| & C M [ 192.168.11.184/Browser.html#tab_vars S d

} { T Browser soerrones e e

Mib "BulbScene" on Node: fd04:bd3:80e8:10:15:8d00:35:d244

AddSceneld ariable Index 0
Oxa00a Set | Multicast Set | Refresh
DelSceneld aniable Index 1
Oxa00a Set | MulticastSet | Refresh
Sceneld ariable Index 2
Row Data Refresh
SceneMode ariable Index 3
Wariable is disabled Refresh
SceneLumTarget ariable Index 4
“ariable is disabled Refresh
JIP Browser version 2.1
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Appendix A: Modifying an Existing ZigBee IoT Gateway
Configuration

This appendix refers to the appearance of the Gateway web pages after a Gateway has
been upgraded to the ZigBee IoT Gateway binary. These are slightly different to those
found in a JenNet-IP Router as supplied in the JN5168-EK001 Evaluation Kit.

To program a new version of the ZigBee Gateway (ZGW) binary into the Flash memory of
the Linksys router or RD6040 IoT Gateway, perform the following actions:

For the Linksys router:

1 Plug in the Linksys power supply and apply power to the router.

2 Plug an Ethernet cable into one of the Router ports marked 1 to 4.

3  Connect the other end of the Ethernet cable to a laptop computer or PC.
For the RD6040 IoT Gateway:

1 Plug in the RD6040 power supply and apply power to the Gateway.

2 Plug an Ethernet cable into one of the Router ports marked 1 to 4.

3  Connect the other end of the Ethernet cable to a Router or PC containing a DHCP
server.

Determine the IP address (192.168.11.x) allocated for the RD6040 Gateway by the
DHCP server (see Section 4.3.2 “Finding the IP Address of the RD6040 Gateway” for
details of this process when connected to an OpenWRT-based router such as the
Linksys supplied in the IN5168-EK001 Kit)

4 In a web browser, navigate to 192.168.11.1(x). You will see the following screen (the
“landing screen”). Click on the “Gateway Configuration Interface” link.

Y OpenWrt - System - LuCl % ¥ [ NXP Internet of Things Gz %

€ > C fi (019216811169 % =

E=' Apps D Favourites |_", Mew Tab E Google Mail - Inbox ... E Goegle Calendar E Goegle Contacts - ..

NXP Internet of Things Gateway } {

Welcome to the NXP Internet of Things Gateway. Please use the links below to access the gateway.

¢ System
i« Gatewayv Configuration Interface

- JenNet-IP
i« JIP Browser
i+ Smart Devices Demonstration
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5 Login to the Gateway using the username “root” and the password “snap”. You will see
the “Gateway Configuration” screen.

[ OpenWrt - Overview - Lut %

€« — C  [}192.168.111/cgi-bin/luci =
%4 6man Status Pages [ Favourites | New Tab [+ Google Mail - Inbox ... mGoog\eCalendar PH Google Contacts - c...

NXP Internet of Things Gateway Configuration

m ;

I OpenWrt | NXP IoT Gateway (54723) Attitude Adjustment 12.09-rcl | Load: 0.21 0.12 0.07

Administration

Changes: 0

J Status |_| System |_| Services H Network |_| Jenhet-IF H Zighee Gateway \_I Logout |

Router Model
Firmware Version
Kernel Version
Local Time
Uptime

Load Average

Overview | Firewall Routes  System Kernel Processes  Realtime Graphs =
Status
- System

Router Name OpenWwrt

Linksys WRT160NL

NXP IoT Gateway (54723) Attitude Adjustment 12.09-rcl / LuCI 0.11.1 Release (0.11.1)
3.3.8

Thu Sep § 18:59:34 2011

Oh 9m 43s

0.19, 0.11, 0.07

- Memory

Total Available

12904 kB / 25340 kB (47%)

Free [ 2480 kB / 29340 kB (8%) |

Cached [ 8528 kB / 29340 kB (29%) |

Buffered [ 2896 kB /23340 ke (9%) |
Network

6

Select (click on) the “System” tab.

[ OpenWrt - Syster - LuCl %

€& = C [ 192.168.11.1/cgi-bin/luci/;stok=e378c72e6d6772009d464fd44addd5ed/admin/system/ o=
%4 6man Status Pages [ Favourites | New Tab [+ Google Mail - Inbox ... mGoog\eCalendar PH Google Contacts - c...

Administration

NXP Internet of Things Gateway Configuration

Changes: 0

I OpenWrt | NXP IoT Gateway (54723) Attitude Adjustment 12.09-rcl | Load: 0.09 0.10 0.06

J Status u System |_| Services H Network |_| Jenhet-IF H Zighee Gateway \_I Logout |

System Administration  Software  Start Scheduled Tasks LED Configuration Bacl Flash Firmware Reboot

System

Here you can configure the basic aspects of your device like its hostname or the timezone.

System Properties

General Settings

Local Time Thu Sep 8 19:00:27 2011 [@Sync with browser
Hostname \OpenWrt ‘
Timezone ‘ Europe/London

@ Reset @Save [ESave & Apply
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Select “Backup/Flash Firmware”.

|| OpenWrt - Systemn - LuCl % [ JenMet-IP-BR - Backup / F %

€& - C AN [)192168.11.169/cgi-bin/luci/;stok=2a6282e43663562f8dcd32ecOeba5e07a/admin/system/flashops/ w B =
= Apps [ Favourites | New Tab Google Mail - Inbox ... E Google Calendar PE Google Contacts - c...

J uj a u} o u}  — L

System Administration Software  Startup  Scheduled Tasks  Time Synchronisation LED Configuration | Backup / Flash Firmware Reboot

Flash operations

Actions |

-~ Backup [/ Restore

Click "Generate archive" to download a tar archive of the current configuration files. To reset the firmware to its initial state, click "Perform reset" (only
possible with squashfz images).

Download backup: [Z)Generate archive

To restore configuration files, you can upload a previously generated backup archive here.

Restore backup: Choose File | Mo file chosen [EUpload archive...

m

Flash new firmware image

Upload a sysupgrade-compatible image here to replace the running firmware. Check "Keep settings" to retain the current configuration (requires an
OpenWrt compatible firmware image).

Keep settings:

Image: Choose File | Mo file chosen [EIFlash image...

1

8

9

In the section “Flash new firmware image”, if you are simply updating the Host firmware
to a new version and you require the settings for the Gateway to be maintained, such as
the ZigBee channel, ensure the “Keep settings” check-box is ticked. If changing
hardware configuration, for example, switching from using the internal JIN5168 of an
RD6040 gateway to a USB dongle or vice-versa, untick the check-box

Click “Choose file”.

10 Browse for the location of the Gateway firmware binary file, as supplied in the

Application Note package or built from the supplied sources, select and then click
“Open”.

11 Click “Flash Image” — this will display the “Flash Firmware — Verify” page which allows

_

+ 2 [ 192,168,111 cgi-biny Fetok =37 BCT 2ebd 67 T elDod 46 fddd addd Sed fadmind systemyflashon
b enam Status Pages ) Frvousies hew Tab ] Google Mai - Inbox . ] Google Calendar  PYj Google Contacts - o

' Oponwit | 0P loT Gateway (54723) Attituda Adjectment 12.09-rcl | Load: 0.08 0.05 0,05

 Flash Firmware - Verify

| The flash image was uplcaded. Below m the chadksum and Me size hsted, compare them with the onpinal e to ensure data inbegnty.
| Chick: “Procead” below to start the flash procedure,

you to check the size and checksum of the image.

NXP Internet of Things Gateway Configuration x

st || Syetem || Servees || destmerk || Jentintie || Zigbes Gatensy Legest. |
. Sywem Admestraten  Sofiware Statup  Sebeduled Tesks  WIG Confgorstan | Bockup / Flesh Firmoware | Aebost,

+ ChedkEum: eddinsddtddtindalicidadTe§ T iden
* Size: 5.63 MB (7.63 M3 available)
= HMobe: Configuraticn files will be erased,

DCancel [Procesd
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12 Click “Proceed” to start the memory update process. The following screen is displayed:

Dperitivs - Flashing. x

+ C' | [ 192.168.11.1/cqgi-t tok=e37EcT2e 00946144 addd Sed sstem,flas =
B o Benan Status Pages () Favoortes Hew Tab  [+] Google Maid - Inbox . ] Google Calendsr  PYJ Google Contaces - c.

System - Flashing...

The system i Aashang now,

00 HOT POWER OFF THE DEVICE!

Wt & Few maiutes uilil vou Iy 1o feconnect. [T aght beé Adcaddary bo fensw the 3ddress of your computer bo fesch the devde Bgun, dependag
o your Seltings

z ‘; ‘Waiking lor dhan(es bo be apphed.,
i

@ DO NOT TURN OFF POWER TO THE ROUTER UNTIL THE UPDATE
IS COMPLETE.

Linksys router

During the reprogramming process the power LED begins to flash and then stays lit and is
then followed by the bar LED below the Linksys logo starting to flash. When this LED stops
flashing and remains illuminated the reprogramming and associated reboot has completed,
meaning that the Router can be contacted again.

NOTE: reprogramming the Router will return all settings for the Router and Control Bridge
back to their defaults, and it may be necessary to re-enable Wifi and change the operating
channel of the Control Bridge.

JN-RD-6040 Gateway

Allow the RD6040 Gateway to boot up; the boot process is indicated by the yellow LED (boot
status) flashing and then showing solid when up and running. The leftmost red LED will
flash regularly showing the Linux kernel is up and running; when the Green LED (Ethernet
activity) begins flashing, indicating the Gateway has booted up and is contacting other
devices on the Ethernet interface. The Blue LED indicates when power is applied.
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Revision History

Version | Notes

1.0 Initial release

11 Package updated with extra software components

2.0 Updated with new web-Uls

2.1 Host and Control Bridge software updated as described in JN-AN-1194b and JN-AN-1194c
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