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1   Introduction

In systems based on Microcontrollers (MCUs) or System-on-Chip (SoC), errors often appear in the development
phase. These errors must be diagnosed and removed. The basic way to debug the system is to use a
breakpoint, step through the code, and inspect the memory state using a memory and register viewer. If the
error occurs only in some specific conditions, this kind of debugging is not sufficient. The tracing components
are dedicated hardware and they collect data from the core/buses. Tracing enables you to find instructions that
were executed before the application code crashed. It is also possible to inspect how often a part of memory is
read/written or the time duration of certain functions can be inspected.

Figure 1. Types of information from trace components – instruction flow and data flow

The main advantage of tracing against usual means of debugging is that it is nonintrusive. That means that
this dedicated hardware does not influence the application running on an SoC, so real conditions can be met.
In usual debugging, the code is stepped and then the whole chip is stopped from running. Tracing can be
understood as an advanced means of debugging.

Figure 2. General trace data flow
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2   Tracing capabilities on i.MX RT1180

Trace data are generated in trace source components. The trace components have registers for configuration
and can be accessed via the Advanced Peripheral Bus (APB). Data are then sent in a specific format through
the Advanced Trace Bus (ATB) and its components to the trace sink. The data can be read from the trace
sink. On the PC site, data are decoded and visualized in a readable format in a trace desktop application.
In this application note, the Lauterbach TRACE32 is used, but desktop applications from other vendors are
available on the market. There is an important difference between i.MX RT1170 and i.MX RT1180. i.MX RT1180
is missing a parallel TPIU port, so the trace data cannot be streamed directly to the device. Figure 3 shows the
block diagram of trace components of the i.MX RT1180 for the dual-core variant. For the single-core variant,
there is no difference from a programmer's perspective.

Figure 3. Block scheme of trace components on i.MX RT1180

Trace source: Trace source is the component that generates trace data.

• Embedded Trace Macrocell (ETM)
• Instrumentation Trace Macrocell (ITM)
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• Data Watchpoint and Trace (DWT)

Trace sink: Trace sinks are the endpoints for trace data.

• On-chip trace sink: The trace data are stored in the dedicated on-chip memory or redirected to the system
memory. Then the debugger can read the trace data via a debug interface.
– Embedded Trace Router (ETR)
– Embedded Trace FIFO (ETF)

• Off-chip trace sink: The trace data are streamed to the trace tool through a physical interface.
– Serial Wire Output (SWO)
– Trace Port Interface Unit (TPIU)

Trace link: The trace link is a component that links the trace and non-trace components together.

• Trace funnel: The trace funnel combines multiple ATBs into a single ATB.
• Replicator: The ATB replicator enables two trace sinks to be wired together and to operate from the same

incoming trace stream.
• Bridge: The ATB asynchronous bridge enables the data transfer between two asynchronous clock domains.
• Cross-trigger network: It consists of a Cross-Trigger Interface (CTI) and Cross-Trigger Matrices (CTMS). The

CTI can send triggers between trace components.

Timestamp generator: The timestamp generator is a simple counter that generates timestamps. This allows for
a later alignment of trace information.

2.1  Embedded Trace Macrocell (ETM)
This trace component permits the instruction trace and the data trace. However, in the i.MX RT1180
implementation, it permits only the instruction trace. This means that the value of the Program Counter (PC) is
periodically sampled. The ETM can also insert timestamps into trace data. This means that the function can be
measured from a time perspective. To generate timestamps, the ETM uses a system counter.

Note:  The maximum frequency of this counter is 24 MHz. The DWT/ITM timestamp counter runs at the core-
clock frequency.

2.2  Instrumentation Trace Macrocell (ITM)
The following three sources can generate data for the ITM:

• Software trace: printf-like debugging. Writing to the stimulus register of the ITM initiates the emitting of a
packet.

• Hardware trace: The DWT generates packets and the ITM emits them.
• Time stamping: Timestamps are generated relative to a packet.

2.3  Data and Watchpoint Trace (DWT)
This trace component provides watchpoints, data tracing, and system profiling for the processor. The DWT also
includes comparators that can compare user predefined values with these real-time values:

• Data address
• Instruction address
• Data value
• Cycle-count value
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3   Trace in IAR

The following sections explain how to set and use some useful trace components in the IAR EW with the J-Link
debugger. The code examples are provided. By executing the steps in the following sections, these examples
can be also used in other development tools.

Figure 4. Configuration for the demonstration in IAR EW

3.1  Using DWT cycle counter
The DWT cycle counter is a free-running 32-bit cycle counter. This counter is incremented on each cycle of the
core clock. When the counter overflows, it wraps to zero. The event triggers are derived from this counter; for
example, the trigger for PC sampling. If the SysTick timer is not available or already utilized, it can also be used
to measure the time of functions, data transports, and so on.

1. Enable the clock for trace components:
• CLOCK_EnableClock(kCLOCK_Cstrace);

2. Enable the trace in the debug exception and in the monitor control register:
• CoreDebug->DEMCR |= 0x01000000;

3. Enable the DWT in the DWT CTRL register:
• DWT->CTRL |= 0x00000001;  

4. Reset the DWT counter by writing zero to the CYCCNT register:
• DWT->CYCCNT = 0;

5. Read the actual CYCCNT register value:
• cycleCnt = DWT->CYCCNT;

6. The cycleCnt stores the number of core cycles between the two events by setting CYCCNT to zero and
then reading the CYCCNT value.

3.2  Using Serial Wire Output (SWO)
The SWO is an extension to the SWD. The SWO is an additional pin to the SWD interface that allows the
target core to send data to the master system (a computer running an IDE). The pin is unidirectional, so the
data can be only sent in one direction (from the core to the host computer). The SWO supports two data
formats (NRZ and Manchester encoding). The SWO can be used to record the function/interrupt entry and exit,
periodic PC sampling, event notification, variable/memory changes over time, and sending messages. The last
mentioned use case is an alternative to using UART when debugging the code, because you can use the ITM
to send a string to the SWO. The ITM supports up to 32 stimulus ports. The SWO is more suitable for sending
messages via the ITM than sending the trace data (like ETM), because it is a single-wire interface with no big
data throughput, which can lead to a potential overflow (see Figure 5).
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Figure 5. IAR IDE displaying trace information from DWT over SWO and OVERFLOW packet due to SWO
bandwidth limitation

3.2.1  ITM sending messages

Using the ITM to send debug messages has the following advantages:

• It preserves the SoC resources, because the target application may use all UARTs.
• The ITM is less intrusive, because you only write data to the ITM stimulus register and you do not need to

handle UART functions.
• The UART functions occupy space in the RAM/FLASH memory.

The following steps explain how to set the ITM to send strings via the ITM stimulus port 0. To use other ports (in
step 3), the port must be enabled and the PrintChar/PrintString functions must be modified to have the
channel number as the input parameter.

1. Enable the clock for SWO and trace components:
• CLOCK_EnableClock(kCLOCK_Csswo);
• CLOCK_EnableClock(kCLOCK_Cstrace);

2. Enable the trace in the debug exception and in the monitor control register:
• CoreDebug->DEMCR |= 0x01000000;

3. Set the ITM stimulus port (in this example, the stimulus port 0 is set):
• ITM->ENA = 0x1;

4. Select the encoding (NRZ/Manchester):
• SWO->SPPR = 0x0;

5. Select the clock divider for the SWO.

SWO_ACPR = 23;               // Divisor for TRACECLKIN is Prescaler + 1

6. Set the ETF:

ETF->FFCR = 0x0;             // Set the ETF in the normal mode
ETF->MODE = 0x2;             // Hardware mode to drain the trace data on the
 ATB bus
ETF->BUFWM = 0x0;            // Set Buffer level Water Mark
ETF->CTL = 0x1;              // Enable the trace capture 
ETF->FFCR = 0x1;             // Enable the formatter
void SWO_PrintChar(char c);

7. Use these functions for printing messages:
• The following function writes one character into the stimulus register:

void SWO_PrintChar(char c) 
{
    /* Wait until STIMx is ready, then send data */
     while ((ITM_STIM_0 & 1) == 0);
    ITM_STIM_0 = c;
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}

• The following function prints a string using the PrintChar function:

void SWO_PrintString(const char *s); 
{ 
    /* Print out character per character */
    while (*s)
    {
        SWO_PrintChar(*s++);
    }
}

To view the data from the ITM stimulus port, the channel must be enabled, as shown in Figure 6. The setting
can be done in the "JLink->SWO Configuration" menu.

Figure 6. Enabling stimulus port 0

Figure 7. Printing messages via ITM from code to IAR terminal

4   Lauterbach tool

The principle of setting trace peripherals in tools from other vendors is very similar. The behavior of the
Lauterbach environment is set by a script file or in the user interface of the TRACE32 program. This application
note explains the basic settings of trace components in the TRACE32 user interface for a better illustration
on how to use these trace components. Simple trace use cases can be set in the user interface. For a more
specific use case, it is recommended to write your own script and see the Lauterbach General Commands
Reference Guide for the particular commands.
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Figure 8. Example of script file for Lauterbach

This section explains the basic operation of the i.MX RT1180 trace peripherals using Lauterbach with μTrace
and running a demo project from Lauterbach. The instructions go step by step and the most important settings
are explained. Before starting, download and install the TRACE32 tool from Lauterbach. Open the TRACE32
program and perform the following steps:

Figure 9. Configuration of Lauterbach TRACE32 tool
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Figure 10. Step 1

Figure 11. Step 2
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Figure 12. Step 3

Figure 13. Step 4
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Figure 14. Step 5

Note:  By clicking the "Edit Script" option, you can inspect and modify the script code.

Open the …\T32\demo\arm\hardware\imxrt folder. This folder contains other folders for a corresponding
SoC from the RT 4 digit family. Because this application note is focused on i.MX RT118x, these two folders are
important: imxrt1181 for the 144 single-core variant and imxrt1187 for the multi-core variant. Navigate to
the imxrt1187-cm33 folder. You can derive some information from the name of the demo scripts:

• If the script name includes an ETF, the trace data are stored in the ETF (dedicated SRAM memory for trace).
• If the script name includes ETR, the trace data are stored in the on-chip RAM memory, because ETR has the

AXI master interface.

Now, the demo project is stopped at the start of the main() function.

B.List.auto:

• This window shows the actual position of the executed program. This window is similar to the development
IDE. Control the program using the "start/pause program" or "step through the code" buttons.

Trace.List:

• This window shows the history of the executed instructions.

Var.Watch:

• Inspect the values of variables in this window.

B.Var.Draw:

• This window displays the contents of an array or a structure element graphically. In this demo, it is the
sinewave array. To visualize the variable over time, use Var.PROfile.

• You can also set the method how the Lauterbach tool reads the memory. This setting can be done in the
"CPU -> System Settings" menu.
– MemAccess:

– DAP: The data is read by the CoreSight memory access port in runtime.
– StopAndGo: The program execution is shortly stopped so that the memory can be read.
– Denied: Both accesses mentioned above are denied.
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Figure 15. Default view of TRACE32 for ETF trace demo

You can run the program by clicking the "Go" button. The tracing is started simultaneously by clicking the "Go"
button if AutoArm is enabled. Now we look closer on the setting trace component in the "Trace->Configuration"
menu.

Figure 16. Setting window for trace

Method:

You can set how the trace data are obtained and where the trace data are stored. For this example and for i.MX
RT1180, the on-chip method is the most suitable. Some examples of methods are as follows:

• On-chip: The trace data are saved in the on-chip trace buffer/memory.
• CAnalyzer: The trace memory is provided by the TRACE32 tool (suitable for devices with TPIU).
• Snooper: This method enables you to gain runtime information with just a debugger. It reads out information

such as memory/variable contents, the program counter, or other system information while the program is
running.
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Note:  There are more methods available. For more details, see the Lauterbach documentation.

Mode:

You can choose between the FIFO or Stack modes. This represents how the trace data are stored in the
memory. If the Stack mode is set, the trace data are stored chronologically until the memory is full. If the FIFO
mode is set and the memory is full, the oldest data are rewritten by the newest data, so it acts like a circular
buffer.

TraceCONNECT:

It sets the destination of data. If ETF is set, the trace data are stored in a dedicated 4 kB SRAM trace memory.
If ETR is set, the trace data is sent via the AXI interface to the on-chip memory, which allows to allocate more
memory space.

In the right part of the "Trace" window, there are buttons to set the trace components - TPIU, ETM, ITM, and so
on.

TPIU:

In this window, you can set the SWO as a trace sink and output the trace data through this interface.

Figure 17. Setting window for TPIU

ETM:

In this window, you can set the ETM. More detailed information about the ETM, such as its version, number
of comparators, and so on are in the resources. By clicking the "Advanced" button, the additional settings for
the ETM appear. TraceInclude configures the ETM to generate a program trace only for the specified address
range(s). The TraceExclude works in a different way.
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Figure 18. Setting window for ETM

In the "COND" menu, you can set if the ETM emits the information about the execution of the following
conditional non-branch instructions:

• OFF: The conditional instruction tracing is disabled.
• Loads: The conditional load instructions are traced.
• Stores: The conditional store instructions are traced.
• LoadsAndStores: The conditional load and store instructions are traced.
• ALL: All conditional instructions are traced.

In the "TimeMode" menu, you can set the source of the timestamp. You can see the order of functions and also
the duration of each function.

Figure 19. Function duration using timestamping in ETM

By clicking the "List" option, you can inspect the order of instructions. By clicking the "Config…" button, you can
add or remove the columns that have additional information.
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Figure 20. Trace list for ETM

ITM and DWT:

Through ITM, you can send the debug printf-like messages. The ITM also encapsulates the DWT data and it
is controlled through the ITM window. The ITM provides data and address comparators and also a PC sampler.
The DWT can emit the PC value at specific intervals, which can be set in the "PCSampler" drop-down menu.

Figure 21. Setting window for ITM

In the following example, the DWT comparator is set to generate trace only if a specific address is accessed.
In the "DataTrace" drop-down list, select the "Data" option. Then go to "Break->Set" and write the name of the
expression or its address to the "address/expression" field. It is also possible to select the type of access, so
the trace data can be emitted, for example, only if it is written to the location. The "action" field is set to the
"TraceData" option.
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Figure 22. Settings for data access tracing

Figure 23 is the result of this tracing and it shows accesses to the memory location of the plot1 variable. The
"cycle" column shows information about the type of access. The "data" column shows the value of the data that
were manipulated.

Figure 23. Trace information about accesses to specific memory location

It is also useful to emit other additional information on the comparator match. This can be done in the "ITM
setting" window, in the "DataTrace" drop-down menu, by selecting the "DataPC" option. There are more options
for what should happen on the address comparator match (see Table 1).

Method Description

OFF No information on accesses to data addresses that match a DTW comparator are emitted.

ON If data address matches a DWT comparator: address and data value information on the data
access are emitted by the ITM.

Address If data address matches a DWT comparator: address information on the data access is
emitted by the ITM.

Data If data address matches a DWT comparator: data value information on the data access is
emitted by the ITM.

Table 1. Methods for DataTrace
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Method Description

DataPC If data address matches a DWT comparator: address and data value information on the data
access are emitted by the ITM. Additionally the address of the instruction that performed the
data access is emitted.

OnlyPC If data address matches a DWT comparator: address of the instruction that performed the
data access is emitted by the ITM.

CorrelatedData Emits the same information as DataPC, but if the command Trace.List is used, the
information on the data access is merged into the ETM instruction flow display.

Table 1. Methods for DataTrace...continued

The useful feature is "CorrelatedData..". This allows to use the DWT and ETM in parallel. The DWT then
emits information about the "PC" value for data access. The information about this data access is merged with
information about the program flow from ETM.

5   Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2024 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN
ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

6   Revision history

Table 2 summarizes the revisions to this document.

Document ID Release date Description

AN14211 v.1.0 10 December 2024 • Initial public release

Table 2. Revision history
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may be subject to export control regulations. Export might require a prior
authorization from competent authorities.
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