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1 Introduction

Due to their diffusion and scale, IoT devices are progressively becoming the target of cyberattacks. These
attacks might be performed to extract valuable information from the IoT device or simply to disrupt its normal
operation. Offloading security-critical operations to a Secure Element (SE) such as EdgeLock SE051 is a huge
step forward in obtaining top-grade security for 0T devices. In fact, the SE becomes the focus for sensitive
operations and leverages hardened and tamperproof hardware and software to ensure that those operations
are conducted securely.

EdgelLock SE051 is a ready-to-use SE solution that provides a secure, CC EAL 6+ certified tamper-resistant
hardware to accommodate all the security needs of an loT device. EdgeLock SE051 provides a root of trust at
the IC level and gives an loT system a state-of-the-art, edge-to-cloud security capability right out of the box.
EdgelLock SE051 secure memory allows the user to protect mission critical cryptographic keys and credentials
and use them to perform cryptographic operations in EdgeLock SE051 secure hardware environment.

To ease integration in the loT solution and reduce the time to market, EdgeLock SE051 variants A and C offer
a fully-featured, pre-installed loT applet that can be leveraged to manage credential life cycle operations and
cryptographic operations. The EdgeLock SE051 Plug & Trust middleware allows the user to easily integrate the
loT applet functionalities in the loT device thanks to its APl and broad range of supported MCUs.

In addition, EdgeLock SE051 provides advanced applet management capabilities through NXP's Secure
Element Management Service Lite (SEMS Lite) feature. SEMS Lite is an exclusive feature offered by NXP for
EdgelLock SE051 that allows loT device vendors to update applets and patch applets security vulnerabilities as
soon as they are discovered by using a single secure script valid for all the OEM's IoT devices.

In this context, SEMS Lite can be leveraged, in combination with NXP's EdgelLock 2GO platform, to easily apply
to the pre-installed EdgeLock SE051 loT applet the latest security patches and updates offered by NXP while
preserving all the secure objects created by the IoT applet. 10T devices can therefore take advantage of the
latest 0T applet features and security improvements as soon as they are available and always enjoy a high
protection level for stored credentials. A high level overview of the update process of EdgeLock SE051 loT
applet using SEMS Lite and EdgeLock 2GO is shown in Figure 1.
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Figure 1. High level overview of loT applet update process using SEMS Lite and EdgeLock 2GO

This document provides a detailed explanation of how an OEM can leverage SEMS Lite to securely update the
pre-installed EdgelLock SE051 loT applet.

Note: Development, deployment and update of custom applets is only supported for EdgelLock SE051 variant P.
If you are interested in these features, please get in touch with your NXP representative for more information.
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2 Secure update of EdgeLock SE051 applets using SEMS Lite

loT devices that integrate a secure element such as EdgelLock SE051 depend on it to provide critical security
functionalities to the rest of the system. Keeping the secure element up to date is therefore essential to
guarantee that the loT device is always using the latest security features and is protected against recently
discovered threats and vulnerabilities.

To achieve this, EdgeLock SE051 supports SEMS Lite, a feature that enables OEMs to easily update applets
installed in the secure element using a secure, signed and encrypted script. SEMS Lite is multicast in nature
and therefore allows the OEM to remotely update all the devices with a single script without the need to manage
the credentials of every single device. Moreover, since the update script is cryptographically secure, OEMs
enjoy the flexibility of using their preferred communication channel to distribute the update. The SEMS Lite
update script consists of a sequence of commands that trigger content management operations in the secure
element. The SEMS Lite update script is typically generated by the secure element owner, which is usually the
chip manufacturer, but can also be generated by the OEM with credentials provided by the secure element
owner (as done with EdgeLock SE051P type).

To apply the update script to the secure element, SEMS Lite relies on three software components: the Update
Manager, the SEMS Lite Agent and the SEMS Lite applet as shown in Figure 2.

OEM Backend ﬁ Secure SEMS Lite
update Script

Provided by NXP

loT device

| Edgelock SE051
Updatable
Applet
t L]

12C

Figure 2. Applet update using SEMS Lite

* Update Manager: this software component runs in the MCU and takes care of securely downloading the
correct SEMS Lite update script from the OEM backend and forwarding it to the SEMS Lite Agent component
for execution. After downloading the SEMS Lite script, the Update Manager is responsible for defining the
best time to apply the update depending on the loT device status, for example depending on the loT device
battery level or the usage profile of the 10T device. The Update Manager shall be implemented by the OEM
according to the requirements of the loT application and shall use the APl exposed by the SEMS Lite Agent
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component to manage the life cycle of the update. Optionally, the Update Manager can be used to report to
the backend the result of the script execution as communicated by the SEMS Lite Agent.

* SEMS Lite Agent: this software module runs in the MCU and acts as a bridge between the Update Manager
and EdgelLock SE051 for the management of operations related with SEMS Lite. The SEMS Lite Agent
exposes a functional API that can be used by the Update Manager to query the state of the system, load a
SEMS Lite script in EdgeLock SE051, track the update progress and recover the system in case of update
failure. The SEMS Lite Agent is provided by NXP as part of the EdgeLock SE051 Plug & Trust middleware
package. This allows OEMs to easily and quickly integrate SEMS Lite in their IoT devices. More details on
how the Update Manager can leverage the EdgeLock SE051 Plug & Trust middleware SEMS Lite API are
provided in Section 5.4 and in the EdgeLock SE051 Plug & Trust middleware documentation.

» SEMS Lite Applet: when the SEMS Lite update script is loaded by the SEMS Lite Agent in EdgeLock SE051,
the request is handled by the SEMS Lite Applet that has been pre-loaded by NXP in EdgeLock SE051
ICs. The SEMS Lite Applet takes care of decrypting the SEMS Lite update script and verifying if it has the
necessary permissions to execute. If all requirements are satisfied, the update script commands are executed
one by one and the target applet is updated. The update status is reported to the SEMS Lite Agent and then
to the Update Manager.

3 Leveraging EdgeLock 2GO and SEMS Lite to update EdgeLock SE051
loT applet

EdgelLock SE051 is shipped with the pre-loaded NXP's loT applet. The IoT applet allows customers to easily
manage the life cycle of credentials stored in the secure element and to execute cryptographic operations.

By taking advantage of EdgelLock SE051 SEMS Lite feature described in Section 2, it is possible to keep the
loT applet up to date so that the loT device can always have access to the latest security features and security
patches for the secure element.

It is important to emphasize that when updating the loT applet using a SEMS Lite update script, the following
data is preserved:

* All secure objects, e.g. keys, that have been generated or imported by the loT applet;
» Secure Channel Protocol (SCP) keys if the SCP authentication method is in use.

The generation of the secure SEMS Lite script to update the 10T applet is completely managed by NXP. The loT
applet SEMS Lite update script is distributed to OEMs through NXP's EdgelLock 2GO platform: a fully-managed
cloud service for easy, secure deployment and management of loT devices that use secure elements of the
EdgelLock family.

The loT applet update flow in EdgeLock SE051 using SEMS Lite and EdgelLock 2GO is depicted in Figure 3.
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Figure 3. loT applet update flow using SEMS Lite and EdgelLock 2GO

1. When a new version of the IoT applet is available, NXP pushes the corresponding SEMS Lite update script
to EdgelLock 2GO. The OEM can then download the loT applet SEMS Lite update script from Edgelock
2GO either by using the EdgelLock 2GO web dashboard or the EdgeLock 2GO REST API. See Section 4 for
detailed instructions on how to do this.

2. The OEM should store the loT applet SEMS Lite update script retrieved from EdgelLock 2GO in a suitable
location accessible to 10T devices deployed in the field, e.g. in a proprietary cloud backend server.

Note: currently, the loT applet update script cannot be retrieved by IoT devices directly from EdgeLock
2GO.

3. At the most convenient time, the Update Manager downloads the IoT applet SEMS Lite update script to the
loT device. This might require, for example, to periodically poll the OEM backend to check for new updates
and, if an update is available, to establish a secure connection to the OEM backend; e.g. using TLS, to
retrieve the loT applet SEMS Lite update script.

4. When the device is ready to be updated, the Update Manager forwards the loT applet SEMS Lite update
script to the SEMS Lite Agent using the SEMS Lite Agent API. More information on the usage of the
SEMS Lite Agent API can be found in Section 5.4 and in the EdgeLock SE051 Plug & Trust middleware
documentation.

5. The SEMS Lite Agent connects to EdgelLock SE051 and triggers the execution of the IoT applet update
script.

6. The pre-loaded SEMS Lite Applet checks the validity of the loT applet SEMS Lite update script and
executes the update commands. If the process executes correctly, the loT applet is updated to the new
version.
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Note: the update of the loT applet will fail under normal conditions if EdgeLock SE051 is running a version
of the loT applet higher than the one that is being loaded by the IoT applet update script.

7. To prevent installations of lower versions of the applet from previous valid SEMS Lite scripts under all
conditions additionally a SEMS Lite key rotation script must be executed. This rotation script updates the
key used within SEMS Lite to check the validity of scripts and as such invalidates all previously generated
SEMS Lite scripts for this type with the old key. NXP provides rotation scripts on all types where this is
appliable together with the applet update scripts. The key rotation script download and preparation is
identical to the handling of update scripts.

Which script is runnable on any type can be checked via comparing the public key given in the field
"PkSemsCaAut" of the downloaded SEMS Lite script with the reported public key of SEMS Lite applet which
can be read using:

sems _lite cli app --getPbKeyID

4 Use EdgelLock 2GO to download loT applet update scripts

This section describes how to register to the EdgeLock 2GO platform and how to use EdgelLock 2GO to
download SEMS Lite update scripts for the loT applet.

1. Obtain an Edgelock 2GO account
2. Create an NXP account and log in to EdgelLock 2GO
3. Download loT applet update scripts

4.1 Obtain an EdgeLock 2GO account

To obtain an EdgeLock 2GO account follow the instructions provided below. If you do not have one already,
register an NXP account as described in Section 6 before proceeding:

1. Visit the NXP website at https://contact.nxp.com/edgelock2go-signup;

2. Fill'in the fields shown in Figure 4 with your contact information and then click on the Send button to forward
the account creation request to NXP. Use the same email address associated to your NXP account since it
will be used to create the EdgelLock 2GO account.
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i / "EdgeLock 2GO — Managed" Inquiry

Request access to the "EdgeLock 2GO — Managed™
service

You can evaluate the service for free for 6 months.

Starred (*) fields are required.

First Name * Last Name *
John Smith
Email Address (must be corporate email) * Full Company Name *
user@nxp.com NXP
Country *
AUSTRIA v

Please describe your project and your interest in "EdgelLock 2GO - Managed"

My project description

| give my permission to share my information with Authorized NXP Distribution Partners *

Yes e

M Yes, | would like to receive important technical updates and information on new products, training, and
more from NXP.

NXP will review and process your request within 3 business days. When your request is accepted, you will receive an email
with the instructions for connecting to your "EdgelLock 2GO — Managed" account,

Figure 4. Request an EdgeLock 2GO account

3. An NXP representative will review your application. If you are eligible for an account, you will receive an

email similar to the one shown in Figure 5. Use the Go fo Login button to perform the first login using the
NXP credentials associated to the email you provided. For information on how to log in to EdgeLock 2GO

follow the instructions in Section 4.2.
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Dear customer,

a user account has been created for you on NXP Edgelock 2G0O. Flease log in at
https:/fedgelock2go.com/ with your nxp.com credentials.

If you don't have an account on nxp.com yet, you can create one here:
https:/Awww. nxp.com/security/login.

For any issue with your registration or login, you can get help here:
hitps./fwww.nxp.com/webapp-signup/loginHelp

Go to Login

Thanks,

The NXP Team

NXP Edgelock 2GO Support
MXP Semiconductors

High Tech Campus 60, 4.30
5656 AG Eindhoven

The Metherlands

Email: edgelock2go.supporti@nxp.com

Figure 5. EdgelLock 2GO activation email

\ ¥ 4 SECURE CONNECTIONS
4\ FOR A SMARTER WORLD

4.2 Log in to EdgeLock 2GO

Follow the instructions in Section 4.1 to request an EdgeLock 2GO account. Once an account is created in
EdgelLock 2GO using the email address you provided, you can use an NXP account associated to that email to

log in to Edgelock 2GO.
To log in to EdgeLock 2GO follow the steps below:

1. You can login to EdgeLock 2GO with your NXP credentials at https://edgelock2go.com/ as shown in

Figure 6:
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Welcome to EdgelLock™ 2GO

Sign in to NXP.com to access the EdgelLock™ 2G0O portal.

Email Address or NXP ID*

>

=~
13
Password® @& Show
Forgot your password? Reset it.

Keep me signed in (uncheck if using public
device).

Mot registered yet?

CREATE AN ACCOUNT

MNeed help? My NXP Account FAQs or contact support.

Figure 6. Login to EdgeLock 2GO

2. If you activated 2-factor authentication, you will be asked how you prefer to receive the single use code as
shown in Figure 7:
(1) Select if you want to receive the single use code by SMS or by phone call;
(2) Click on Send Code. You should soon receive the single use code in your mobile phone through the
channel you selected.
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2-factor authentication

To protect your account and confirm your identity, we will send a verification code to your mobile number
ending in 0382.

How do you want to get your code?

»l ® Textme O Callme

‘ CANCEL ’

Don't have access to this phone? Reseﬁctor authentication via email

Figure 7. Login to EdgelLock 2GO - 2-factor authentication (1)

3. Insert the code you just received and then click on the Sign In button as shown in Figure 8 to login to

EdgelLock 2GO:

Enter your code to sign in
We sent a verification code to your mobile number ending in 0382. Enter the code below to sign in.
Enter code
123456
[J Remember this device @
CANCEL
Didn't get the code? Resend te ssage or voice call
Figure 8. Login to EdgelLock 2GO - 2-factor authentication (2)

Note: if you trust the device that you are using to log in, you can tick the ‘Remember this device' box to

reduce the number of times you will be asked to authenticate using 2-factor authentication.
4. If this is your first login, you will be redirected to the terms & conditions screen. You will have to accept the

terms & conditions by clicking on the I Accept button as shown in Figure 9 in order to use the service.
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PRIVACY AND TERMS

Bl Privacy &Terms

GENERAL

Q) Logout

Terms and Conditions
SERVICE RESOURCES
(@3 Managed Service Description

@@ Key Delivery Service Description

Third-Party Attributions

Terms and Conditions @ Download

Terms and Conditions for the NXP EdgeLock 2GO

These Terms and Conditions for the NXP EdgeLock 2GO (the “Terms and Conditions™) are between you ("Customer” or

“You") and NXP i BV,a under the laws of the Netherlands, situated at
the High Tech Campus 60, 5656 AG, Eindhoven, the Netherlands ("Supplier” or “NXP"). Besides the Terms and Conditions,
the agreement between Customer and Supplier consists of the D and Service Description (jointly the

“Agreement’). This Agreement takes effect when (i) Customer clicks an “I accept” button or check box presented with these
Terms and Conditions when ordering the Services online, or (ii) Supplier provides an order acknowledgement confirming
Customer's order for the Services (the “Effective Date”). By selecting the “I Accept” button or by using the EdgeLock 2GO, you
indicate that you accept the terms of the Agreement and you acknowledge that you have the authority, for yourself or on behalf
of your company, to bind your company to these terms.

In consideration for NXP allowing Customer to access the EdgeLock 2GO, Customer agrees to be bound by the terms of
this Agreement. If You do not agree to all of the terms of this Agreement, You should not use the EdgeLock 2GO or NXP's
Services. These Terms and Conditions, the ion and Service iption may be amended by NXP at any time.
Such amended Terms of Use shall be effective upon posting on the EdgeLock 2GO. Your continued use of the EdgeLock
2GO, following the posting of such amended terms, will constitute your acceptance of such amended terms.

1. Definition

Figure 9. Accept EdgeLock 2GO terms and conditions

5. You should now see the homepage of EdgelLock 2GO as shown in Figure 10:

NX® | EdgeLock 2GO

MY ACCOUNT
Devices m
Secure Objects
Intermediate CA EMAIL
Services
LANGUAGES

Activity

Applet Update

Documentation

My Account

Company Settings

Alerts

Privacy & Terms

Logout

Figure 10. EdgeLock 2GO homepage

English -

SAVE CHANGES

6. You can logout at any time from EdgelLock 2GO by clicking on the Logout button in the left pane as shown

in Figure 11.

AN12907 All information provided in this document is subject to legal disclaimers.

© 2023 NXP B.V. All rights reserved.

Application note Rev. 1.2 — 23 November 2023

641112

11743



NXP Semiconductors

AN12907

Secure update of EdgeLock SE051 loT applet

NXP® | Edgelock 2GO =

MY ACCOUNT

Devices m

% Secure Objects

E%  Intermediate CA el
O Services

7 Activity
88 Avplet Update

Documentation

My Account
@ Company Settings
> Alerts

64 Privacy & Terms

@) Logout

SAVE CHANGES

Figure 11. Logout from EdgelLock 2GO

English v

4.3 Download loT applet update scripts

Follow these instructions to download an loT applet update script from EdgelLock 2GO:

1. (1) Open the Applet Update page in EdgeLock 2GO and then (2) click on the 12NC code of the product you
are downloading the script(s) for as shown in Figure 12.
Note: the EdgelLock SE051 chip on OM-SE051ARD corresponds to hardware type SE051C2HQ1/Z01XD
(12NC: 935414457472) based on the configuration OEF A564. New boards since begin of 2022 are already
delivered with updated loT Applet 7.2 and are based on OEF A8FA (see AN12973 SE051 Configurations )

NXP | Edgelock 260 =
APPLET UPDATE

NXP Customer Application Support

result Q 201d

— S— 7 ‘

8 AppletUpdate 1 o - e

=Q  Documentation

£33 Admin Settings

G4 Privacy &Terms

() togout

Figure 12. Open Applet Update page in EdgeLock 2GO

2. In the new page that appears you can see the list of available packages as shown in Figure 13:
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(1) In the list you can find information on the package name and version. Select the IoT applet update
package corresponding to the version that you want to upgrade to.

(2) Click on the Download icon to download the script in JSON format. Save the script in your preferred
location.

Note: EdgelLock SE051 already contains loT applet version 6.0 or 7.2. The 6.0 and 7.2 loT Applet update
recovery are special scripts which needs only be used in case the update to version 6.1 resp. 7.3 fails due
to an internal logical error.

(3) You can copy the SHA-512 checksum of the file in your clipboard. You can use this value to check the
integrity of the script when you transfer it to the loT device.

935414457472 - SE051C2HQ1/Z01XD

7 results

Package Name Version Created Description

z
2
H

Update NXP SE051 10T Applet 73 Zyearsago Multicast Package to

Updsate NXP-15T-Applet A8FA o 73

Update NXP SED31 10T Applet 72 2yesrsazo Multicast Package to

update the NXP SEOS.

|«

©
[ ]
o] @
°©

e to update the NP SEOS.

update the NXP SE0S

|«

Update NXP-|oT-Applet AGFA 7.2 Zyearsago Multicast Package to update or revert th..

|

Upgrade NXP-loTApplet 60 Zyearsago Multicast Package to

update the NXP SEOS.

Delete NXP-Perso-Applet ABFA 10 ayearagzo Multicast Package to delete the NXP-Pers.

< 1«
g2 8 9 & 4

Delete MXP-PersoApplet ASé4 10 ayearage Multicast Package to delete the NXP-Pers.

|«

20 ~ itemsperpage

Figure 13. Download the update script from EdgeLock 2GO

5 Run an loT applet update script in EdgeLock SE051

This section describes how to use the software examples included in the EdgeLock SE051 Plug & Trust
middleware to execute an loT applet update script using SEMS Lite.

Go to Section 5.1 for the list of hardware material that is used throughout this document for evaluation
purposes. Make sure to setup the boards as described in Section 5.2 before running the examples.

Two examples are presented in the following sections:

SEMS Lite Agent Demo: this example provides a reference implementation of the SEMS Lite Agent. The
example code can be adapted and recompiled to run a SEMS Lite update script. Go to Section 5.4 to learn how
to compile and run the SEMS Lite Agent demo example in the loT device. Before running the example make
sure you have downloaded the loT applet update script from EdgelLock 2GO (. json file) and converted it to a
format suitable for the example (.h and . c files) as described in Section 5.3.

SEMS Lite CLI Tool: this CLI tool can be conveniently used to execute SEMS Lite scripts in EdgeLock SE051
using a simple command line interface. Go to Section 5.5 to learn how to execute the SEMS Lite script in
EdgelLock SE051 using the SEMS Lite CLI tool. Before running the example, make sure you have downloaded
the loT applet update script from EdgeLock 2GO (. json file) and converted it to a supported format (.bin file)
as described in Section 5.3.
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5.1 Hardware required

The ordering details of the boards used for running the examples in this section are:
1. OM-SEO051ARD development kit:

Table 1. OM-SE051ARD development kit details
Part number 12NC Content Picture

OM-SEO051ARD 935399187598 EdgelLock SE051
development board

2. FRDM-K64F board:

Table 2. FRDM-K64F details
Part number 12NC Content Picture
FRDM-K64F 935326293598 Freedom development

platform for Kinetis K64,
K63 and K24 MCUs

5.2 Boards setup

This section explains how to prepare the OM-SE051ARD board and FRDM-K64F board. This consists of:

1. Update FRDM-K64F with DAPLink firmware
2. Hardware setup for FRDM-K64F
3. OM-SE051ARD and FRDM-K64F board connection.

5.2.1 Update FRDM-K64F board with DAPLink firmware

Arm Mbed DAPLInk is an open-source software project that enables programming and debugging application
software running on Arm Cortex CPUs. DAPLIink runs an open-source bootloader and enables developers with
drag-and-drop programming, a serial port and CMSIS-DAP based debugging.

Note: To debug MCUXpresso project examples, we need to flash FRDM-K64F with DAPLink firmware. If your
FRDM-K64F board already includes DAPLink firmware, you can skip these steps.

To flash DAPLink firmware, follow these steps:

1. Go to NXP OpenSDA site
2. Scroll down and select FRDM-K64F board from the Download - OpenSDA bootloader and application
drop down list as indicated in Figure 14:
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Jump To

Download — OpenSDA
Bootloader and Application

The OpenSDA hardware consists of a circuit featuring a
Kinetis® K2x microcontroller with an integrated USB
controller. On the software side, it implements a mass

Whole OpenSDA solution available to the customer:

= Circuit schematics available

= Open-source mbed interface bootloader and
firmware application

storage device bootloader which offers a quick and easy

| Overview & Features
way to load OpenSDA applications such as flash

exc
Comparison Table of Different e
OpenSDA Versions

More ~

Fully compatible with third-party debugging solutions

ept proprietary P&E Micro

der and third-

Figure 14. DAPLink firmware update - select board

OpenSDA Block Diagram
| OpenSDA Serial and Debug Adapter FRDM-KL82Z 4
FRDM-KL46Z r
FRDM-KL43Z
FRDM-KL28Z
OpensbA | FRDM-KL27Z
— FRDM-KL26Z
Kooxiaovms | FRDM-KL25Z
USB Host PRLE FRDM-KL05Z
o o P |} WSO Bootoader | - o1 KL03Z
FileSystem 4—Y% 3|  openspa | FRDM-KL02Z
Serisd Torminal Application | FRDM-KE15Z
FRDM-KE06Z
FRDM-KE04Z
FRDM-KE02Z
FRDM-K82F
FRDM-K66F |
=
FRDM-K28F
Download - OpenSDA Bootloader and Application FRDM-K22F
FRDM-K20D50M =
To update your board with OpenSDA applications |Choose your board to start *

3. Download the latest DAPLink firmware version as shown in Figure 15:
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Comparison Table of Different

OpenSDA Versions Download - OpenSDA Bootloader and Application

To update your board with OpenSDA applications [ FRDM-K64F v

Note:

It has been reported that OpenSDA v2/2.1 bootloader could be corrupted when the board is plugged into a
Windows 10 machine. For details and more information on resolving this issue, please refer to this community
post. Arm Mbed DAPLink bootloaders and applications have been developed to address this compatibility issue.

F R D M = K64F FRDM-K64F: Fraescale Freedom Development Platform

1. Check which Bootloader version is already
preprogrammed on your board. If you need to
update your bootloader, please take steps to copy
the Bootloader binary provided here to the target,
and then proceed to step 2. For more details,
please reference the Arm Mbed blog article &, step
3 "Update the Bootloader".

OpenSDA version / bootloader

DAPLInk rev0244 OpenSDA v2.2 Bootloader
(Download Binary / Source Code)

N

Download the binary for the additional OpenSDA
Application available for your board.

Latest firmware application

DAPLInk rev0244

(Download Binary / Source Code)

DAPLInk rev0244 OpenSDA v2.2 Bootloader
(Download Binary / Source Code)

P&E Micro v118

(Download Binary)

Segger Jlink V2

(Download Binary)

Figure 15. DAPLink firmware update - select board

4. Start the board's bootloader mode. To do so, (1) keep reset button pressed while (2) connecting the USB
cable to the SDA USB port and release it after 1s (Figure 16):

Figure 16. Enter bootloader mode

5. Drag and drop or copy and paste the binary file into the BOOTLOADER drive from your computer file
explorer as shown in Figure 17. The FRDM-K64F will automatically un-mount after the drag and drop

operation.
AN12907 All information provided in this document is subject to legal disclaimers. © 2023 NXP B.V. All rights reserved.
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a | M | Drive Tools BOOTLOADER (E)

Home Share View Manage

P == > BOOTLOADER (E:)

Name Date modified Type
3 Quick access

2] bootload.htm 12/14/2012 252 PM  HTM File

%

f& MobileKnowledge
[ This PC

- BOOTLOADER (E)
= USB Drive (D)

[’ Network

k20dx_frdmk64f_if_crc
_legacy_0x5000.bin

1item

v O Search BOOTLOADER (E: »

Size

Figure 17. Enter bootloader mode

6. Un-plug and re-plug the USB cable from the SDA USB port without keeping reset button pressed.

7. Check the category Ports (COM & LTP) from your computer Device Manager to ensure that new devices
have been properly detected and their driver was correctly installed by your computer OS.

& Device Manager

File Action View Help

o« mTlHE B

> Disk drives
» @ Display adapters
> * Firmware
> i Human Interface Devices
(& Jungo Connectivity
» E= Keyboards
> [ Memory technology devices
> 0 Mice and other pointing devices
» [ Monitors
P Network adapters
> Portable Devices
v i Ports (COM & LPT)

ﬁ Intel(R) Active Management Teghnology - SOL (COM3)
) USB Serial Device (COM?) &

» [ Print queues

» [ Processors

> Proximity devices

> W9 Security devices

|4 Smart card readers

> [¥ Software components

» B Software devices

» i Sound, video and game controllers

» S Storage controllers

s B Sustem deviees

Figure 18. Enter bootloader mode
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5.2.2 OM-SE051ARD jumper configuration

The OM-SEO051ARD boards have jumpers that allow you to configure the I°C interface of EdgelLock SE051
secure elements via the Arduino header. Configure the jumper settings as shown in Figure 19 to enable this
option.

Note: For more information about the jumper settings, refer to AN13016.

I uz - ERS e ———
Secsou-(eopesconlee: "M nQ| M E————
o o 2D 3V3 " @e 19,025 | | e D A WCND TG
. B . 2 e egnac2 O = R
‘ootal ! § NI ©2019 Nxp B.v. - JgEmE RS
5 “O® .3 .:lu*l. d < g
‘e fele e RiRe ’ 0
oo — zFanl g o © L
! o |
:. 3|:] St g' o .:li & go OM-SE051ARD ;Igs
oo SDmtco) gt 1 VOl ® o >
T el | 05 NMO
® 4 SIe ] sze sat 32 ﬁ:[! .]I!I‘ ® °4q EWFSTRUST
& M = 101 ® o
m: p SLLE O
g Y |
8 1,
@ - i s eTEeE (o O
R mse e m:®: M0k (M 3 oo
= o = &= w, ® 3 5
Qe op N, Swe NS e | @InoE:
il a4} 8 .12 ' MOSI SCKGND SDASCL 138 Jiﬁ% n °L B0 Ena
L Y O X X 0.&1 5.
Figure 19. Jumper configuration for FRDM-K64F

5.2.3 OM-SE051ARD and FRDM-K64F board connection

The OM-SE051ARD boards and FRDM-K64F board can be directly connected using the Arduino connectors.
The OM-SE051ARD boards come with male connectors while the FRDM-K64F board comes with female
headers.

Mount any OM-SEO051ARD board on top of the FRDM-K64F as shown in Figure 20:

OM-SE051ARD board FRDM-K64F board

)

Arduino
connectors

0000000,
00000000

Figure 20. Arduino connectors of OM-SE051ARD and FRDM-K64F boards

Double check that the two boards are connected as shown in Figure 21:
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’«,SCL sb,\w GND Vs
2 -
©zo1s Nxp B.v. - EEmE

.

@

OM-SE0S51ARD

CEEE&TRUST

[ N K X-R-N-}
Ho®ee850®

Figure 21. OM-SE051ARD mounted in FRDM-K64F board

Note: Refer to Figure 19 for OM-SE051ARD jumper configuration.

5.3 Convert the loT applet update script

loT applet update packages can be downloaded from EdgelLock 2GO in JSON format. If you want to execute
the SEMS Lite script, you must first convert it to a format that can be used either with the SEMS Lite Agent
demo (se05x sems lite ex update)or with the SEMS Lite CLI tool (sems lite cli app).

Follow these instructions to convert the loT applet update script:

1.

2.

3.

Download the EdgeLock SE051 Plug & Trust middleware package from the NXP website. Unzip the file in a
folder of your choice, for example C:\se05x middleware;

Place the loT applet update script in JSON format, as obtained from EdgelLock 2GO (see Section 4.3), in a
folder of your choice, for example C:\UpdateScript;

Open a console window and navigate to the folder <middleware path>\simw-top\semslite\tools
\sems-lite-generator

Install the Python required dependencies necessary to run the semslite_json _converter tool and then
convert the loT applet update script as shown in Figure 22:

(1) Send > python -m pip install -r requirements.txt

(2) Send > python semslite json converter.py <update script path>, where

<update script path> is the path of the folder containing the loT applet update script (e.g. C:
\UpdateScript).

(3) The converter tool will generate a set of files, including a binary file (.bin) that can be used with the
SEMS Lite CLI tool (see Section 5.5) and a pair of C files (. c and . h) that can be used with the SEMS Lite
Agent demo project (see Section 5.4).

Note: if you don't have Python installed, you can download it from https.//www.python.org/downloads/.
Note: on windows it might be necessary to call "py" instead of "python"

AN12907 All information provided in this document is subject to legal disclaimers. © 2023 NXP B.V. All rights reserved.
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BN C:\Windows\System32\cmd.exe

ft Windows [Version 10.0.18363.1082]
osoft Corporation. All righ

e\simw-top\semslite\tool

: setuptools in
: pyrsistent>=0.

;osix>

\simw-top\semslite\tool
applet_update_script

S

1.11.0@ in c:\python3

Figure 22. Convert update script using semslite_json_converter

served.

txt
(line 1)) (
t (line
requiremen
Fvt (13

tx

14.08 in c:\python38\lib\site-pack

Name Date modified Type Size
| iot_applet_update_script.bin BIN File 2KB
) iot_applet_update_script.c C File 2KB
7‘ iot_applet_update_script.h H File 13KB
| | iot_applet_update_script.jcsh JCSH File 6 KB
©/ iot_applet_update_script,json JSON file 5KB
| iot_applet_update_script.proto PROTO File 9KB
| iot_applet_update_script.tmpbin TMPBIN File 2KB

5.4 Run an loT applet update script using the SEMS Lite Agent Demo

The SEMS Lite Agent demo project example included in the FRDM-K64F SDK demonstrates how to update
the pre-loaded NXP loT Applet in EdgeLock SE051. You can use any update script that you downloaded from
EdgelLock 2GO as described in Section 4. For demonstration purposes in the present document the IoT applet
will be updated from version 7.2 to version 7.3 as shown in Figure 23.

Note: the update to version 7.3 does not add or change any functionality of the loT applet and is used just to
demonstrate the update capabilities of EdgelLock SE051.

Edgelock SEO51

NXP loT Applet v7.2
(Updatable)

Figure 23. NXP loT Applet update to version 7.3 with SEMS Lite project example

SEMS Lite project Eoizie Lokl

example execution

I

NXP loT Applet v7.3

(Updatable)
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The SEMS Lite Agent demo project example leverages the EdgeLock SE051 Plug & Trust middleware SEMS
Lite agent API to update the loT applet in EdgeLock SE051. The sequence of API calls required to achieve this
result is shown in Figure 24.

Update Manager SEMS Lite Agent

sems_lite_agent_init_context ()

>
sems_lite _agent_session_open()
>
sems_lite _agent load package()
>
Status Code
<€
sems_lite_agent_session_close()
>

Figure 24. EdgelLock SE051 Plug & Trust middleware SEMS Lite API calls to update loT applet

After initializing the SEMS Lite Agent context object with sems lite agent init context () function,

a new session is opened with the SEMS Lite Agent using sems lite agent session open().

The sems_lite agent load package () function receives as input the loT applet update

script and instructs the SEMS Lite Agent to execute the script. The status code returned by

sems lite agent load package () informs about the outcome of the SEMS Lite script execution. Finally,
the session is closed using the sems lite agent session close () function.

This section explains how to run the EdgeLock SE051 SEMS Lite project example included in the FRDM-K64F
SDK.

Note: The SEMS Lite project example can be executed more than once. However, if the NXP loT applet is
already in version 7.3, its contents will not change.

5.4.1 Software requirements

The following software is required:

1. MCUXpresso IDE.
2. TeraTerm or an equivalent serial application.
3. FRDM-K64F SDK, publicly available from the NXP website.
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5.4.2 Install FRDM-K64F SDK

After downloading the FRDM-K64F SDK, we need to install it in the MCUXpresso workspace. To install the
SDK, (1) drag and drop the FRDM-K64F SDK zip file in the Installed SDKs section in the bottom part of the
MCUXpresso IDE and (2) click OK as shown in Figure 25:

B my_workspace - MCUXpresso IDE - o x
File Edit Navigate Search Project ConfigTools Run FreeRTOS Window Help
HAmid DRIV HFE O Qi P @-Biwm SE|pDDNEAPR G- ISIFIRIF-F-Cera-
Quick Access| || g | X
P 82| BPer. WiRe. #pfa. LS. = 0 = A
el =% @ 7 B 140U 106 SO gt - o x

@) oy it h oo DKinthe oo e e

Cllksess\ordi ofre\Decuments\D3 - Brojects\D1 - SEDS0 PSPDN - Project materiah] -
Software01.11 03\5e05x_ksck-framkdf_v03.00.00_20200728_104101 1ip

[J0% nst ssk for confrmation sn SDK Drag and Orep petal

e
@ Qui.. = 5 (@ nstalled SDKs 33 T @ Troce BO)P T.. EJsworT =8
@8 B BB
N -
. MCUXpresso IDE - Quickstart Panel 0 Installed SDKs
106 ] No project selected To install an SDK, simply drag and drop an SDK (zip file/folder) into the ‘Installed SDKs' view. [Common ‘mcuxpresso’ folder]
~ Create or import a project MName SDK Version Manifest Version  Location SDK Details ._l||
B New project... Selected SDK content.
)
B8 import SDK example(s)
2 Import project(s) from file system
. ) se05x_ksdk-
e g frdmk64f_v03.00.00_20200728_104101.zip
4
EA - .

£ O my workspace o]

Figure 25. Import FRDM-K64F board SDK into MCUXpresso environment

If the SDK is successfully imported, you should see it listed in the Installed SDK window as shown in Figure 26:

(@ Installed SDKs 32 | [[] Properties [#] Problems E) Console (& Terminal |g Image Info 3 Debugger Console [[J Memory (9= Heap and Stack Usage = [
@ & |
Name SDK Version Manifest Version Location A
4 SDK_2.x_FRDM-K64F 270 350 @ \frdmk64f_ksdk zip
v
/] | iU NXP MK64FNTMOxxx 12 (frdmks...pdate)
Figure 26. Imported FRDM-K64F SDK

5.4.3 Import SEMS Lite update project in MCUXpresso

After installing the FRDM-K64F SDK in the MCUXpresso workspace, follow these instructions to import the
SEMS Lite Agent demo example into the workspace:

1. Click Import SDK examples from file system in the MCUXpresso IDE quick start panel as shown in
Figure 27

AN12907 All information provided in this document is subject to legal disclaimers. © 2023 NXP B.V. All rights reserved.
Application note Rev. 1.2 — 23 November 2023
641112 22/43




NXP Semiconductors

AN12907

Secure update of EdgeLock SE051 loT applet

38 workspace - Welcome page - MCUXpresso IDE
File Edit Navigate Search Project Configlools Run Analysis FreeRTOS Window Help

- 8 X
o~ &K@ PR =IN BN SR P DEARRIC ISP A E O Qi BBl oDy QuickAccess || 8 | [ 4
1§ Project Ex.. 52 ters |4 Faults| = B =0

e 8% |0~ files///C:/nxp/MCUXpressolDE_11.0.1 brand_11.0.1. htr > B

Welcome to MCUXpresso IDE v11.0.1

MCUXpresso IDE provides an easy-to-use Eclipse-based development environment for NXP MCUs based on ARM®
Cortex®-M cores, including LPC and Kinetis microcontrollers and i MX RT crossover processors. It offers advanced ediing.
compiing, and debugging features with the addition of MCU.speciic debugging views, code trace and proffing, mulicore.
debugging, and integrated configuration tools.

Documentation

Forinformation on how 10 get started with MCUXpresso IDE, as well as how

1o use many of the more powerful features,
User Guide. Th

fable from the Help menu

supplie
 Help -> MCUXpresso IDE User Guide

Further product documentaton is provided within the MCUXpresso IDE via the Help menu:
* Help > Help Contents
The MCUXpresso IDE documentation i also supplied in PDF format within the installatin directory
Help us improve MCUXpresso IDE
MCUXpresso IDE can send anonymous information to NXP on how you use the IDE, including the buitin Config Tools, and
with which MCUs. Thi information can help us to improve the functionaity of the foois as well as 1o resolve problems. You
can tum this information collecton off at any time by unticking.
* Preferences > MCUXpresso IDE > General -> Help s improve the tool
© Quickstart Panel 52 =0 Disabling this Welcome Page

. A To disabie the dispiay of his page when running MCUXpresso IDE i future, uniick
MCUXpresso IDE - Quickstart Panel  Preferences -> MCUXpresso IDE -> General -> Show Weicome Page
CoE) No project selected
~ Create or import a project
(@ Installed SDKs 52 Probles D Console @ Ter =) o&B8/eB~=0
@1 .
~ Build your project s s
< o install an SDK, simply crag and drop an SDK (zp file/folder) into the Installed SDKS' view. [Common ‘meuxpresso’ folder]
@ P Nome SDK Version Manifest Version Location
~ Debug your project E-E-8- ] 4 SOK 2.x FROM-K64F 270 350 [} Afrdmbaf_ksdzip
Done

Figure 27. Import projects from SDK

2. The SDK import wizard will be opened. You should see a figure of an FRDM-K64F board. Select the board
and click the Next button as shown in Figure 28:
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B soK Import Wizard

O X
@ Importing project(s) for device: MK64FN1MOxxx12 using board: FRDM-K64F x &

. Board and/or Device selection page

~ SDK MCUs
MCUs from installed SDKs.

Please visit mcuxpresso.nxp.com —
to obtain additional SDKs. Supported boards for device: MK64FN 1Moo 12 ‘

Available boards 1B 3| &
Please select an available board for your project.

NXP MK64FN1MOx0c12
v Kéx
MK64FN1M03xxx 12

frdmk64f

Selected Device: MK64FN1M0xxx12 using board: FRDM-K64F SDKs for selected MCU

Target Core: cmé4 Name SDK Versi.. Manifest.. Location
Description: K64_120: Kinetis® K64-120 MHz, 256KB SRAM Microcontrollers #: SDK_2x_FRDM-K64F  2.7.0 350

(&, <Common=\se05x_ksdk-frd
(MCUs) based on ARM® Cortex®-M4 Core

Figure 28. SDK import wizard

3. The se_hostlib examples drop down list shows the list of available project examples for the FRDM-
K64F. Select the number of project examples you would like to import in your MCUXpresso workspace

and click the Finish button. In this case, select the se05x sems lite ex update project as shown in
Figure 29.
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B8 SOK Import Wizard

(1, The source from the SDK will be copied into the workspace.

If you want to use linked files, please unzip the "SDK_2.x_FRDM-K64F' SDK.
. Import projects

Project name prefix: frdmk4f

[ Use default location
ocation: | C\Users\MarcoPC\Documents\MCUXpressolDE_11.1.1_3241\workspace\frdmk64f
Project Type
®) C Project C++ Project C Static Library C++ Static Library

4 Project name suffix:

Project Options

SDK Debug Console (O Semihost (@) UART
Copy sources

[ Import other files

Example default

Browse.

Examples ml&.[ﬂ&JE‘E
I |
Name Description Version )

[ = a71ch_Main The mainA71CH demo application demonstrates the usage of Secure Module function...

[] = aTlch_cloud_aws This demo demonstrates connection to AWS loT Console using pre-provisioned device ...

[ = aTlch_cloud_azure This demo demonstrates connection to Azure loTHub using pre-provisioned device cre...

[ = a7ich_cloud_gep This demo demonstrates connection to Google Cloud Platform using pre-provisioned ...

[ = a7lch_cloud_ibm_watson This deme demonstrates connection to IBM Watson loT platform using pre-provisione...

[J = aTich_vecom The veomAT1CH demo application allows the board to be used as a bridge between th...

[] = se0d5x_Getinfo This project can be used to get SE0SX platform information.

[ = se05x_l2cMaster This example reads Accelerometer data via the 12C master interface.

[ = sed5x_Minimal This is a bare minimum example for se050. This gets the amount of free memory.

[ = se05x_cloud_aws This deme demonstrates connection to AWS leT Conscle using pre-provisioned device ...

[ = se0d5x_cloud_azure This demo demonstrates connection to Azure loTHub using pre-provisicned device cre...

[ = se05x_cloud_gcp This demo demonstrates connection to Google Cloud Platform using pre-provisioned ...

D = sel5x_cloud_ibm_watson This demo demenstrates connection to IBM Watson loT platferm using pre-provisione...

[ = seDd5x_ex_ecc This example does a elliptic curve cryptography signing and verify operation,

[ = se05x_ex_hkdf This example does a HMAC Key derivation operation based on the info and salt.

[ = sebd5x_ex_md This example does a Message Digest hashing operation.

[ = se05x_ex_rsa This example does a RSA signing and verify operation.

[

)

This preject can be used to upgrade the Applet
emo application allows

< Back

= se05x_ex_symmetric This example does a symmetric cryptography AES encryption and decryption operation.
. se09x_sems_lite_ex_update
= seUdx_vcom € vcom. € board to be used as a bridge between the ... 3

NG Fiish || Cancel

Figure 29. Select projects to import

4. The frdmk64f se05x sems lite ex update project should now be visible in the MCUXpresso
workspace as shown in Figure 30:
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B8 workspace - frdmk4f _seDSx_sems_lite_ex_update/source/sems_ite_ex_update.c - MCUXpresso IDE - o X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
T [ ®-Q-@iODiBIN]|n BN SRpEx2RiS - BH LI FH-0-Q-® 9! SRR IR CR R AR
ke | | [
[¢5 Projec... 83| B, Perip... i Regist.. AxFaults = B [ sems lite ex updatec 3 = B Z= Outline 3 9:Glo ariables = (&
pElss @~ 18 /% ~ B8 e -
c = 2 * Copyright 2018-2020 NXP B & W #*
v 25 frdmk54f_se05x_sems_lite_ex_update <Debug> ~ el U ecsssh
© Project Settings 2 ex_sss_booth
@) Includes SPDX-License-Identifier: BSD-3-Clause =1 fsl_sss_seDSx_apis.h
2 CMsis t o nxEnsureh
@booard T s U nxlog Apph
@(on:\ponent Theludes = string.h .
Bdvice W 1p jr mesrsxsxmsssssexses . o sems_ite_apih
(& drivers @ 5 gex_sss_boot_ctx : ex_sss_boot_ctx_t
2 libs 2 #include <ex_sss.h> # EX_SSS.BOOT_PCONTEXT
3 mbedtls T O # EX.SS5.BOOTDO_ERASE
b include <fsl_sss_se@Sx_apis.
& mmeau el emsinenbin st # EX_SSS.BOOT_EXPOSE_ARGC_ARGV
(3 se_hostlib #include <nxLog_App. h> # EX_SSS.BOOT_SKIP_SELECT_APPLET
~ (& source #include <string.h> &1 ex_sss_main_inch
[®) folsss._ftrh doc: start -include-files */ @®  multicast_package : multicast_package t
[£) semihost_hardfault.c 1'}“ ®  ex_sss_entry(ex_sss_boot_ctx_t*) : sss_status t
= : /* doc:end:SEMS-Lite-include-Files */
[&) sems_lite_ex_data.c
[€] sems_lite_ex_update.c
[B SEMS_Lite_UpgradeTo_iotDev-6_1_0-20200729-01 Local Defines
[B SEMS_Lite_UpgradeTo_iotDev-6_1_0-20200729-01f | 24 /* *essrsrsssssimisass
(2 startup
Lo utilties 2
< D || n0 /% S54RSS REREARAREARREREREESEEREREASENEIESREREAREERERERS o
O Quickstart P... 52 ariables 9 Breakpoints = O
R De = B @ Memory 53 (9= Heap and Stack Usa =8
_ A 0 Ifl =B M@ 3 ot | B8l e[l e - -
- MCUXpresso IDE - Quickstart Panel CDT Build Console [frdmk64f_se05x_sems_lite_ex_update] Monitors
108 ) Project: frdmk64f_se05x_sems lite_ex_update [Debr
~ Create or import a project
cogry Bl New project..
72 B import SDK example:)..
& Import project(s) from file system
~ Build your project
& Build
& Clean
B r——— m.MA.=8. v
[ /frdmk64f _seDSx_sems lite_ex_update/source/sems_lite_ex_update.c PO NXP MKB4FNTMOxcx12 (frdmks...pdate)

5. Make sure you have converted the JSON script downloaded from EdgelLock 2GO to .h and . c files as

described in Section 5.3, then add to the example project the script to update the loT applet as shown in
Figure 31:

(1) Copy the .h file obtained from the conversion (in our case iot applet update script.h)tothe
source folder in MCUXpresso;

(2) Open the sems lite ex data.c file in the source folder in MCUXpresso and substitute its

entire content with the content of the . ¢ file obtained from the conversion of the script (in our case

iot applet update script.c). Save the changes.
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~ Create or import a project

B New project...
B8 Import SDK example(s)...
& Import project(s) from file system...

~ Build your project

@’
s
~ Debug your project

0 items selected

E-E-H-

fo.c - MCUXpresso IDE
v o un  Analysis  FreeRTOS Window  Help
cR|ZSR|HERRR 2l KR L TR R R el g
Name Date modified Type Size
- : . </10/2020 10 9 = . = =
| 7 iot_applet_update_script.bin 15/10/2020 10:24 BIN File o 69 KB D [ sems ite_excdata.c's¢ | =
1 /* Copyright 2020 NXP
TSTTOT2020 1027 TTe TRE | | [ Comrid "
/10/2020 10:24 HFile 266 KB 3 * This software is owned or controlled by NXP and may only be used
: 4 * strictly in accordance with the applicable license terms. By expressly
15/10/2020 10:24 JCSH File 270 KB 5 * accepting such terms or by downloading, installing, activating and/or
JO _ 6 * otherwise using the software, you are agreeing that you have read, and
14/10/2020 16:54 JSON file 176 KB 7 * that you agree to comply with and are bound by, such license terms. If
5/110/2020 . 5 8 * you do not agree to be bound by the applicable license terms, then you
15 201 PROTO File 412k 9 * may not retain, install, activate or otherwise use the software.
15/ TMPBIN File 60 KB 10 =
11
12 #include "sems_lite_api.h”
13 #include "iot_applet_update_script.h”
&5 mmenn i \re doc:stal ite-protobuf-declare *
> (2 se_hostlib 16 static const uints_t aid 1[] = M_subComponent_1_aid;
v (2 source 17
[n fsl_sss_ftrh 18 static const sub_component_metaData_t subcomponent 1 = {
19 .namelen = \
20 M_subComponent_1_nameLen,
21 .pName = \
22 M_subComponent_1_szName
23 .aidlen =\
24 _subComponent_1_aidLen,
S C8 utilt 25 .pAid = \
. @ :' e 26 aid 1,
& doc 27 .version = \ "
<
) Quickstart Panel 2 = —
N @ Inst.. 83 Pro Pro Bco S Te ) 3 Deb. = 8 0 Memory 82
MCUXpresso IDE - Quickstart Panel Boalo
Cioe ) No project selected Monito

@ Installed SDKs -

To install an SDK, simply drag and drop an SDK (zip file/folder) into the ‘Installed SDKs' view. [Cc
[Installed SDKs . Available Boards | Available Devices |
SDK Version
270

Manifest Version ~ Location
360 ) \s

Name
[ SDK_ 2.x_FROM-K64F

Figure 31. Add the loT applet update script to the example

5.4.4 Build, run and debug SEMS Lite project example

After importing the SEMS Lite Agent demo example in the MCUXpresso workspace, follow these instructions to
build, run and debug the project:

1. Attach a USB cable from the computer to the K64F OpenSDA debug USB connector as shown in Figure 32.

®

oePeeee
LEEEERXE-X)

m
ImSCL SDA  GND ava

m .
©z019 nxp BV,

OM-SEO0S1ARD

Figure 32. Connect boards to the laptop
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2. Launch and setup TeraTerm application as shown in Figure 33:

a. Click Serial option and select from the drop down list the COM port number assigned to your FRDM-
K64F board

b. Go to Setup > Serial Port and configure the terminal to 115200 baud rate, 8 data bits, no parity and 1
stop bit and click OK.

- Tera Term: Serial port setup X
File Edit Sl Tera Term: New connection X
o
OTCPHIP t: myhostexample.com Baudiate
History 110
. . Cancel
i Telnet : |22 et ggg
SSH SSH2 Qarty; 1200
Other " Stop: 2400 Help
tocol: |UNSPEC 4800
Flow control: 9600
14400
@® Serial Port: ICOM3: Intel(R) Active Management Te v| TanEmitdeIay 19200
COM3: Intel(R) Active Management Technolog ggggg
El msec msecfline
230400
460800
921600

Figure 33. TeraTerm setup

3. Go to the MCUXpresso Quickstart Panel and click Build button as shown in Figure 34. Wait a few seconds

and check that the build process has finished successfully in the MCUXpresso console window.

& workspace - Welcome page - MCUXpresso IDE - O X
File Edit Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
(mif % -8 @-iBiw @I DR = PA% B H-0-Q-i® 5~ SIS v >
[Quick Access] §| 1% | [R] 4
gy Pr. = 8 @ Weome = (m]
B |5 8 sl ® . v [ file///C:/nxp/MCUXpressolDE_11.0,1_2563/ide/plugins/com.crt.pcx presso.brand_11.0.1.201908201036/pages/registered.htm <> B
1S frdmk64f_se_SEDSx_ex_mals_update <Debug>
@ Project Settings ~
& Binaries MCUXpresso ==
) Includes
& CMsis
8 board &
(2 component O
(3 device
(3 drivers
8 libs .
(5 mbedtls &
(& mmcau e —
(2 se_hostlib
(2 source Welcome to MCUXpresso IDE v11.0.1
a
& startup 0 IDE provides an easy-to-use Eclipse-based development environment for NXP MCUs based on ARM®
(2 utilities cores, including LPC and Kinetis microcontrollers and i MX RT crossover processors, It offers advanc ting
(& Debug compiling, and debugging features with the addition of MCU-specific debugging views, code trace and profiling, multicore
: debugging, and integrated configuration fools.
= doc
@ EULA pdf Documentation
@ frdmk64f_se_SE05x_ex_mals_update LinkServe For information on how to get started with MCUXpresso IDE, as well as how to use many of the more powerful features,
@ Third_Party_License.pdf please consult the supplied MCUXpresso IDE User Guide. This is also available from the Help menu.
it * Help -> MCUXpresso IDE User Guide
< 5 Further product documentation is provided within the MCUXpresso IDE via the Help menu
* Help -> Help Contents
O Quicks... 5 = fa] v
The MCUXpresso IDE documentation is also supplied in PDF format within the installation directory
~ Lreate orimporta project ~ ) Installed SDKs [T Properties [%] Problems Console 52 | & Terminal 5 Image Info Debugger Console Memory ()= Heap and Stack Usage = (|
P (2 $ g 99 y p ]
New project... 4 49 B bR 3 e v [
oy B8 e projec — S olE mE-RlMa-H
/8l 8 import SDK example(s). [COT Build Console [FramicGdf_ce_SEObx.ex. mals. update]
—Y MaKe --No-print-Qirectory post-buLld
TPoR L) o Performing post-build steps
+ Build your project arm-none-eabi-size "frdnk64f_se_SE0Sx_ex mals_update.axf"; # arm-none-eabi-objcopy -v -0 binary "frdmk64f_se SE0Sx_ex mals_update.axt" "frdnks4f_se SE0Sx_e
text data  bss  dec  hex filename
320424 3384 42760 366488 59798 frdmk64f_se_SE@Sx_ex_mals_update.axf
12:23:58 Build Finished. @ errors, @ warnings. (took 8s.337ms)
~ Debug your project -
v
T
< > < >
o] { O NXP MK64FN1MOxoc? (frdmks...pdate)
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4. Go to the MCUXpresso Quickstart Panel and click the Debug button as shown in Figure 35. If there is more
than one probe attached, you have to select CMSIS-DAP debug probe from the list. Wait a few seconds
until the project starts the execution.

B MCUXoresco Confia Taols> >
Started redlinkserv.exe

4] o
File Edit Navigate Search Project Configlools Run Analysis FreeRTOS Window Help
Hn R B-& @i @-iBin|mn BN 2RISR EARR S-S LA LH-0- A ® T BRGRE TRA MR
B8 Probes discovered m] X BR=A1ESES
& Project... % R = 0 @ Weo = [l
Connect to target: MK64FNTMO 012
e Py et :
BS e% @ ] 1 probe found. Select the probe to use: .0.201905281035/pages/ registered.htm “l e
v (5 frdmk4f_se_SEOSx_ex_mals_update <Debug>
@ Project Settings | - A
4 Binaries Available attached probes e =
@ Includes |
3 cMsis Name Serial number/ID Type  Manu... IDEDebug Mode
(2 board CMSIS-DAP 0240000040214...  LinkS.. ARM  Non-Stop
(5 component
(2 device
3 drivers
3 libs o =
(3 mbedtls -
3 mmcau —
(3 se_hostlib
v (@ source E v11.0.0
[8) fsl_sss.ftrh Supperted Probes (tick/untick to enable/disable)
fironment for NXP MCUs based on ARM®
[€] mals_ex_update.c MCUXpresso IDE LinkServer (inc. CMSIS-DAP) probes kerossover processors. It offers advanced editing,
MALS_UpgrateTo_jotDev-4.4.0-20200128-00.h P& Micro probes ging views, code trace and profiing, multicore
8%3;?;"““5‘7"“““““ SEGGER J-Link probes
(2 utilities to use many of the more powerful features, N
(= Debug Probe search options Jailable from the Help menu
() Qui.. 2 |(0=Var.. 9% Outl.. 9 Bre.. ®=Glo.. = O Search again e [ Debugger Console = fa]
B BE B e
[ Remember my selection (for this Launch configuration) 5 bl dp-MB-0
A RedlinkSen) - )
~ Build your project WireInit] ~
e | (@) =
A Build CoresCon|
& Clean PacketSize = 64

Reference Count = @

~ Debug your project ~E- - HasSW =
HasETM =

= HasSD = TRU

° Probe Type = CMSTS-DAP
Mi Probe Reference Count = 0
~ Miscellaneous
& Edit project settings Y
v

1O NXP MKBAENTMOiex12 (frdmbk...nimal)

Figure 35. Debug projects in MCUXpresso workspace

5. When the execution starts, it will automatically stop in a breakpoint. Click on Resume to allow the software

to continue its execution as shown in Figure 36.
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B8 workspace - framk64f_se_SE0Sx_ex_mals_update/se_hostlib/sss/ex/inc/ex_sss_main_inch - MCUXpresso IDE - o X
File Edit Source Refactor Navigate Search Project Configlools Run Analysis FreeRTOS Window Help

- R i@-igin[mfn e A Y ERNCH

5 A%t O QU@ - B-FH-e e
[Quick Access | g |[K] 4

ByPr. 33| BPe. HRe. AsFa. = O 45Dl v Y=g
=1 ; - v v 7Jdmks4f se_SEOSx_ex_mals_update.axf [MK64FNTMOxxx12 (cortex-md)] o
& % P
v 8 se_hostlib 7S Thread #1 1 (Suspended : Breakpoint)
& hostlib = main() at ex_sss_main_inc.h: 124 0x7228
& mal 45 arm-none-eabi-gdb (8.2.50.20181213) v
. sgent eicome artu 12 [H ex_sss_main_inch 52 =g
Vs .
CE »122 sss_status_t status = kStatus SSS_Fail; ~
- 1 const char *portName;
v & inc

» [B ex_aTlch_scp03h
ex_sss_auth.h
x_sss_booth
x_sss_main_freeRTOS_inc.h
6] x_sss_main_inc_frdmk4f.h
[#) ex_sss_main_inc_imx_rth
ex_sss_main_inc_ksdk.h

[8] ex_sss_main_inc_linux.h

#if EX_SSS_BOOT_EXPOSE_ARGC_ARGV
gex_sss_argc = arge;
ex_sss_argv = argv;
#endif // EX_SSS_BOOT_EXPOSE_ARGC_ARGV

#ifdef HAVE_KSDK
_main_ksdk_bm() ;
#endif // HAVE_KSODK

6 #if defined(_ linux_) 8& defined(T1oI2C) 88 SSS_HAVE_SE@5X
ex_sss_main_linux_conf();
#endif // defined(__linux_) && defined(T1oI2C) && SSS_HAVE_SE@SX

[B ex_sss_main_inc_pcxpressoSs:
» [B) ex_sss_main_inch

(B ex_sss_objidh

[ ex_sss_portsh

B ex_sss_scp03_keys.h

[B] ex_sss_tp_scp03_keysh

[ ex_sssh

LOG_I(PLUGANDTRUST_PROD_NAME_VER_FULL);

#ifdef EX_SSS_BOOT_PCONTEXT
memset ((EX_SSS_BOOT_PCONTEXT), @, sizeof(*(EX_SSS_BOOT_PCONTEXT)));

3 v #endif // EX_SS5_BOOT_PCONTEXT
< >
#if AX_EMBEDDED
O Quicks... 5 ariabl... 9 Brea =B portllame = NULL; v
& Import project(s) from file system... stalled SDKs [T] Properties [2) Problems B Console 2 @ Te e He = {ml
~ Build your project ® X AR EE rB-8-
frdmi64f_se_SE0Sx_ex_mals_update LinkServer Debug [C/C++ (NXP Semiconductors) MCU Application] frdmk64f_se SE05x_ex_mals_update.axf
@ ?B‘"‘d [MCUXpresso Semihosting Telnet console for 'frdmk64f_se_SE@Sx_ex_mals_update LinkServer Debug’ started on port 53062 @ 127.0.0.1]
Clean
~ Debug your project -3
4§ Debug
A5 Terminate, Build and Debug
~ Miscellaneous Y
< >
[B] /frdmk64f_se_SE0Sx_ex_mals_update/se_hostlib/sss/ex/inc/ex_sss_main_inch &k { ) NXP MKB4FN1MOxex 12 (frdmks...pdate)

Figure 36. Run projects in MCUXpresso workspace

6. Once the program execution continues, logs are printed in the terminal application. If the
frdmk64f se05x sems lite ex update project runs successfully, you should see the "Update Applet
successful” message in the logs as show in Figure 37. The loT applet has now been updated to a new
version (in this screenshot to version 6.1).
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] COM4 - Tera Term VT — O o

File Edit Setup Control Window Help

oo :INFO :PlugAndTrust_vB3.88.03_20200921
emCom :WARN :-Previous transaction buffer iz now cleard

tatr (Len=35%>
Al A@ A8 @@ A3 26 B4 A3 E8 B8 FE &2 BB B3 E8 B8
Al A8 A8 @@ 88 64 13 88 BA B8 &5 53 45 38 35 31
A8 A8 B8

:FH sems_lite_agent_load_package: Teardown in last sceipt

:Ueraéugiﬂumher CLen=2>

:8EMS Lite Check Status Yord: Success.
tUpdate Applet successful *%%

tex_sss Finished

Figure 37. TeraTerm logs - frdmk64f se05x_sems_ lite ex update project example

5.5 Run an loT applet update script using the SEMS Lite CLI

The SEMS Lite CLI is a tool included in the EdgeLock SE051 Plug & Trust middleware that allows users to
easily execute SEMS Lite scripts in EdgeLock SE051 using only the PC and a VCOM connection to the target
board (in our case the FRDM-K64F board). It is not required to compile or download any code in the target
MCU.

5.5.1 Software requirements

Only the Edgelock SE051 Plug & Trust middleware ZIP package, publicly available from the NXP website, is
required. Extract the package content in a folder of your choice before proceeding.

5.5.2 Build the SEMS Lite CLI tool

* Windows: a pre-compiled executable of the SEMS Lite CLI tool is provided in the EdgeLock SE051 Plug
& Trust middleware in the folder <MW installation path>/simw-top/binaries/PCWindows. The
name of the executable is VCOM-sems lite cli app.exe. This executable can be used without having to
compile the middleware;

* Other OSs: the SEMS Lite CLI tool can be compiled for other OSs as well. Please refer to the Quick
Start guide for your board and operating system available here. When compiling the tool, make sure that
the following CMake compilation flags are set as shown in Figure 38 (-DPTMW SE05X Ver=07 02 -
DPTMW SE05X Auth=None). The selected SE05x version needs to be at least 06.00.

In the present guide, the SEMS Lite CLI pre-compiled binary will be used as a reference, but instructions can be
easily adapted to work on other platforms.
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A Make3232-0 mgmms g iom o fsimw-top_build/se_x86 — O X

File Tools Options Help

Where is the source code: |1 [l il | SR S 0 B0 L ifsimu-top | lBrowse Source...
Preset:  <custom> v

Where to buld the binaries: |- s e s o fn e fsima-top_build/se_x86 v | | Browse Buid... |
Search: | Oerouped []Advanced &k addEntry| |9 Remove Entry| Environment...
Name Value a

Press Configure to update and display new walues in red, then press Generate to generate selected build files.

Configure | | Generate | |Open Project | Current Generator: Visual Studio 16 2019

Figure 38. Set CMake flags

5.5.3 Install VCOM drivers

The SEMS Lite CLI executable uses the VCOM port to connect to the board. Follow these instructions to install
the driver in the FRDM-K64F board:

1. Connect the FRDM-K64F board to the PC using the OpenSDA USB port as shown in Figure 40:
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Figure 39. Enter bootloader mode

2. Goto<MW_installation path>/simw-top/binaries/MCU/se05x, locate the file se05x vcom-
TloI2C-frdmk64f and then copy it in the FRDM-K64FD drive as shown in Figure 40:

simw-top » binaries » MCU » se05x v O Search sel5x
=~
Name Date modified Type Size
[7] seb5x_ccid-T1ol2C_GP1_0-frdmk64f.bin BIN File 47KB
| se05x_ccid-T1ol2C-frdmk64f.bin BIN File 47 KB
|| se05x_vcom-T1ol2C_GP1_0-evkmimxrt10... BIN File 47 KB
: ce05x_vcom-T10l2C_GP1_0-frdmk6&4f.bin BIN File 31KB
| se05x_vcom-T10l2C-evkmimxrt1060.bin BIN File 47KB
i se05x_vcom-T1ol2C-evkmimxrt1170.bin BIN File 50 KB
| L] se05x_vcom-T1ol2C-frdmks4f.bin BIN File 31K8
| se05x_vcom-T1el2C-lpcxpresse53s69.bin BIN File 33KB
|| se050_Getlnfo-T1ol2C-evkmimxrt1060.bin BIN File 55K
: 5e050_GetInfo-T1ol2C-frdmk64f bin BIN File 4
| se051_GetInfo-T10l2C_GP1_0-evkmimxrt... BIN File 55 KB
|| 5e051_Getinfo-T10l2C_GP1_0-frdmk64f.bin BIN File 40 KB
: 5e051_GetInfo-T1ol2C-evkmimxrt1060.bin BIN File 55 KB
|| se051_Getinfo-T1ol2C-frdmk&4f bin BIN File 40 KB
ws | M + Manage FRDM-K64FD (D:) -
“ Home Share View Drive Tools
1 «- > FRDM-KG4FD (D:) v | O Search FRDM-K64FD (D:)
A
> I Desktop A Name Date medified Type Size
& Documents =] DETAILS.TXT Text Document 1KB
¥ Downloads B PRODINFO.HTM Firefox HTML Docu... 1KB
D Music
& Pictures
» B Videos
> &9 0S(C)
> - FRDM-K64FD (D:)
> . FRDM-K64FD (D:)
Figure 40. Install VCOM driver in FRDM-K64F

3. Now connect the FRDM-K64F board to the PC using the K64 USB port as shown in Figure 41:
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Figure 41. Connect FRDM-K64F usign VCOM

4. You should now see the VCOM port number in the device manager as shown in Figure 42:
Note: the name and number of the port might be different in your system.

% Device Manager - O X
File Action View Help
e mEm =

» E2 Keyboards ~

» L1 Memory technology devices

> @ Mice and other pointing devices

» O Monitors

> l? Network adapters

» B Portable Devices

v {§ Ports (COM &LPT)

= i Technelegy - SOL (COM12)

& USB Serial Device (COMS)

» = Print queues

» = Printers
» [ Processors
» W7 Security devices
» |4l Smart card readers
> lt Software components
 Software devices
> 14 Sound, video and game controllers
» G Storage controllers
» @ System devices v

Figure 42. Retrieve VCOM port number

5.5.4 Use the SEMS Lite CLI and execute the loT applet update script

Follow the instructions below to learn how to use the SEMS Lite CLI tool to execute an IoT applet update script
in EdgeLock SE051:

1. To use the SEMS Lite CLI, open a console window, navigate to the folder where the pre-compiled
executable is located (<MW _installation path>/simw-top/binaries/PCWindows)and send the
commands shown in Figure 43:
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(1) Set the VCOM port number of the device:

Send > SET EX SSS BOOT SSS PORT=<COM PORT>, where <COM PORT> is the COM port used by the
board (e.g. COM9).

(2) You can list all available SEMS Lite CLI tool parameters:

Send > VCOM-sems lite cli app.exe

B C:\Windows\System32\cmd.exe - O X

C:\se@5x_mw_v03.00.03 20200923 223455\simw-top\binaries\ex>SET EX_SSS_BOOT_SSS_PORT=COM9 1

C:\seB5x mw v083.00.083 20200923 223455\simw-top\binaries\ex>VCOM-se@51 sems lite cli app.exe

Figure 43. Use the SEMS Lite CLI tool

2. To execute the IoT applet update script that you have downloaded from EdgeLock 2GO, first convert the
JSON script to .bin as described in Section 5.3, then use the SEMS Lite CLI tool to run the script as
shown in Figure 44. Make sure that the FRDM-K64F board is connected to the PC using VCOM before
proceeding. Send:

VCOM-sems lite cli app.exe --loadpkg <update script path>\<iot applet update
script>.bin
You will see a successful execution message.

BN C:\Windows\System32\cmd.exe — m] X
3 20200923 223455\simw-top\binaries\ex>VCOM-se®51 sems lite cli app.exe --loadpkg C:\UpdateScript\iot_applet_update_script.bin

Opening COM Port "\\.\COM13"

SEMS Lite Status: SUCCESS

Figure 44. Execute SEMS Lite script using SEMS Lite CLI

6 Appendix: Register an NXP account

Follow these steps to register an NXP account:

1. If you want to register a new account, visit https://www.nxp.com/webapp-signup/register, fill in the fields
with your data and then click on the Register button as shown in Figure 45. Once this is done, an activation
link will be sent to the email address you provided. Follow the instructions in the email to activate your NXP

account.
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PRODUCTS  APPLICATIONS DESIGN SUPPORT COMPANY

Register to access secure
documents and
additional site features.

¥ Product Samples

Software and tools

v On-demand training
and live courses

v Technical help

Figure 45. NXP account registration

LANGUAGE~ &

Create an Account

Already have an account? Sign in

First Name ~

Peter

Last Name ~

Morrison

Email * (Use work email for faster response)

petermorrison@mail.com

Retype Email

peter morrison@mail.com

Password * (Minimum 8 characters, include 3 of the following
character types: uppercase, lowercase, numeric, special character)

Retype Password

Full Company Name

MyCompany

[ Yes, | would like to receive important technical updates and
information on new products, training, and more from NXP

| have read and accept the Terms of Use and Privacy Policy

\/ 'm not a robot

Problems with registration?

2. When your NXP account is active, you should activate 2-Factor authentication for additional protection.
Go to https://www.nxp.com/ruhp/myAccount.html, sign in with your NXP account and click on the 2-Factor

Authentication (Off) link as shown in Figure 46:
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} { PRODUCTS  APPLICATIONS  DESIGN SUPPORT COMPANY x MY NXP

Home / My Account

Welcome, Peter Morrison
You logged in at 06-18-2020 23:09:01 MST

2 Profile 5 My Apps
Change My Password DocStore My LPCXpresso activations
Last w:hgn:lfw:! 2019-09-23
I 2-Factor Authentication (Off) _ Manage My Public SSH Key ROM Programming
MCU Programming Center Software Licensing and Support

Change User Information
Orders

Subscription Center

A Notifications

Documentation and Tools Updates

Figure 46. Activate 2-factor authentication

3. In the new page that appears, insert your mobile phone number and decide if you want to receive the
2-Factor authentication code by SMS or by phone call, then click on the Send Code button as shown in
Figure 47:

Protect your account with 2-factor authentication

Secure your account by turning on 2-factor authentication. If enabled, a single-use verification code will be
sent to your phone when you login. This extra security will prevent unauthorized logins, even if someone
has your password.

What mobile phone number do you want to use?

-l SPAIN 34 v |
How do you want to get your code?

-l ® Textme O Callme

4. You should soon receive a confirmation code by SMS or phone call. Insert the code you just received and
then click on the Turn on 2-factor authentication button as shown in Figure 48 to complete the activation of

Figure 47. Configure 2-factor authentication
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2-Factor authentication for your account. From now on, every time you log in with your NXP account, you
will be asked to enter a single use code that you will receive in your mobile phone.

Turn on 2-factor authentication

We sent a verification code to your mobile number ending in 0382. Enter the code to turn on 2-factor
authentication.

Enter code

111111

Didn't get the code? Resend tetasage or voice call

Figure 48. Confirm activation of 2-factor authentication

7 Note about the source code in the document

Example code shown in this document has the following copyright and BSD-3-Clause license:

Copyright 2023 NXP Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of conditions and the
following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the
following disclaimer in the documentation and/or other materials must be provided with the distribution.

3. Neither the name of the copyright holder nor the names of its contributors may be used to endorse or
promote products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES
OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT
SHALL THE COPYRIGHT HOLDER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN

ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.
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8 Revision history

Revision history

Revision number |Date Description

1.2 2023-11-23 » Added application of key rotation scripts in Section 3
» Updated Edgelock 2GO login in Section 4.2
» Updated binaries location and MW build defines in in Section 5.5

» Update instructions to applet 7.2 in general and middleware compilation
instructions in Section 5.5

1.1 2020-12-07 Updated to latest template and fixed broken links

1.0 2020-10-27 Initial version
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Definitions

Draft — A draft status on a document indicates that the content is still
under internal review and subject to formal approval, which may result
in modifications or additions. NXP Semiconductors does not give any
representations or warranties as to the accuracy or completeness of
information included in a draft version of a document and shall have no
liability for the consequences of use of such information.

Disclaimers

Limited warranty and liability — Information in this document is believed
to be accurate and reliable. However, NXP Semiconductors does not give
any representations or warranties, expressed or implied, as to the accuracy
or completeness of such information and shall have no liability for the
consequences of use of such information. NXP Semiconductors takes no
responsibility for the content in this document if provided by an information
source outside of NXP Semiconductors.

In no event shall NXP Semiconductors be liable for any indirect, incidental,
punitive, special or consequential damages (including - without limitation -
lost profits, lost savings, business interruption, costs related to the removal
or replacement of any products or rework charges) whether or not such
damages are based on tort (including negligence), warranty, breach of
contract or any other legal theory.

Notwithstanding any damages that customer might incur for any reason
whatsoever, NXP Semiconductors’ aggregate and cumulative liability
towards customer for the products described herein shall be limited in
accordance with the Terms and conditions of commercial sale of NXP
Semiconductors.

Right to make changes — NXP Semiconductors reserves the right to

make changes to information published in this document, including without
limitation specifications and product descriptions, at any time and without
notice. This document supersedes and replaces all information supplied prior
to the publication hereof.

Suitability for use — NXP Semiconductors products are not designed,
authorized or warranted to be suitable for use in life support, life-critical or
safety-critical systems or equipment, nor in applications where failure or
malfunction of an NXP Semiconductors product can reasonably be expected
to result in personal injury, death or severe property or environmental
damage. NXP Semiconductors and its suppliers accept no liability for
inclusion and/or use of NXP Semiconductors products in such equipment or
applications and therefore such inclusion and/or use is at the customer’s own
risk.

Applications — Applications that are described herein for any of these
products are for illustrative purposes only. NXP Semiconductors makes no
representation or warranty that such applications will be suitable for the
specified use without further testing or modification.

Customers are responsible for the design and operation of their
applications and products using NXP Semiconductors products, and NXP
Semiconductors accepts no liability for any assistance with applications or
customer product design. It is customer’s sole responsibility to determine
whether the NXP Semiconductors product is suitable and fit for the
customer’s applications and products planned, as well as for the planned
application and use of customer’s third party customer(s). Customers should
provide appropriate design and operating safeguards to minimize the risks
associated with their applications and products.

NXP Semiconductors does not accept any liability related to any default,
damage, costs or problem which is based on any weakness or default

in the customer’s applications or products, or the application or use by
customer’s third party customer(s). Customer is responsible for doing all
necessary testing for the customer’s applications and products using NXP
Semiconductors products in order to avoid a default of the applications
and the products or of the application or use by customer’s third party
customer(s). NXP does not accept any liability in this respect.
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All information provided in this document is subject to legal disclaimers.

Terms and conditions of commercial sale — NXP Semiconductors
products are sold subject to the general terms and conditions of commercial
sale, as published at https://www.nxp.com/profile/terms, unless otherwise
agreed in a valid written individual agreement. In case an individual
agreement is concluded only the terms and conditions of the respective
agreement shall apply. NXP Semiconductors hereby expressly objects to
applying the customer’s general terms and conditions with regard to the
purchase of NXP Semiconductors products by customer.

Export control — This document as well as the item(s) described herein
may be subject to export control regulations. Export might require a prior
authorization from competent authorities.

Suitability for use in non-automotive qualified products — Unless

this document expressly states that this specific NXP Semiconductors
product is automotive qualified, the product is not suitable for automotive
use. It is neither qualified nor tested in accordance with automotive testing
or application requirements. NXP Semiconductors accepts no liability for
inclusion and/or use of non-automotive qualified products in automotive
equipment or applications.

In the event that customer uses the product for design-in and use in
automotive applications to automotive specifications and standards,
customer (a) shall use the product without NXP Semiconductors’ warranty
of the product for such automotive applications, use and specifications, and
(b) whenever customer uses the product for automotive applications beyond
NXP Semiconductors’ specifications such use shall be solely at customer’s
own risk, and (c) customer fully indemnifies NXP Semiconductors for any
liability, damages or failed product claims resulting from customer design and
use of the product for automotive applications beyond NXP Semiconductors’
standard warranty and NXP Semiconductors’ product specifications.

Translations — A non-English (translated) version of a document, including
the legal information in that document, is for reference only. The English
version shall prevail in case of any discrepancy between the translated and
English versions.

Security — Customer understands that all NXP products may be subject to
unidentified vulnerabilities or may support established security standards or
specifications with known limitations. Customer is responsible for the design
and operation of its applications and products throughout their lifecycles

to reduce the effect of these vulnerabilities on customer’s applications

and products. Customer’s responsibility also extends to other open and/or
proprietary technologies supported by NXP products for use in customer’s
applications. NXP accepts no liability for any vulnerability. Customer should
regularly check security updates from NXP and follow up appropriately.
Customer shall select products with security features that best meet rules,
regulations, and standards of the intended application and make the
ultimate design decisions regarding its products and is solely responsible
for compliance with all legal, regulatory, and security related requirements
concerning its products, regardless of any information or support that may be
provided by NXP.

NXP has a Product Security Incident Response Team (PSIRT) (reachable
at PSIRT@nxp.com) that manages the investigation, reporting, and solution
release to security vulnerabilities of NXP products.

NXP B.V. — NXP B.V. is not an operating company and it does not distribute
or sell products.

Trademarks

Notice: All referenced brands, product names, service names, and

trademarks are the property of their respective owners.
NXP — wordmark and logo are trademarks of NXP B.V.
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AMBA, Arm, Arm7, Arm7TDMI, Arm9, Arm11, Artisan, big.LITTLE,
Cordio, CoreLink, CoreSight, Cortex, DesignStart, DynamlQ, Jazelle,
Keil, Mali, Mbed, Mbed Enabled, NEON, POP, RealView, SecurCore,
Socrates, Thumb, TrustZone, ULINK, ULINK2, ULINK-ME, ULINK-
PLUS, ULINKpro, pVision, Versatile — are trademarks and/or registered
trademarks of Arm Limited (or its subsidiaries or affiliates) in the US and/or
elsewhere. The related technology may be protected by any or all of patents,
copyrights, designs and trade secrets. All rights reserved.
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EdgeLock — is a trademark of NXP B.V.
Kinetis — is a trademark of NXP B.V.
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